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Abstract

We studythe speci cation of accesscontiol policy in
large-scaledistributed systems.Our work on real-world
policieshasshownthatstandad policy idiomssud asrole
hierarchy or role delegationoccurin practicein manysub-
tle variants. A policy speci cationlanguaye shouldthere-
fore be able to expressthis variety of featues smoothly
ratherthanaddthemasspeci c featuresin anad hocway,
asis thecasein manyexistinglanguages.

We presentCassandraa role-basedrust mangement
systemwith an elegant and readablepolicy speci cation
language basedon Datalog with constaints. The expres-
sivenesgand computationalcompleity) of the language
canbeadjustedby choosingan appropriate constaint do-
main. Wth just ve specialpredicateswe can easily ex-
pressa wide range of policies including role hierarchy,
role delagyation, sepaation of duties, cascadingrevoca-
tion, automaticcredentialdiscovery and trust negotiation.
Cassandr&asa formalsemanticgor queryevaluationand
for the accessontml enfocemeniengine We usea goal-
orienteddistributedpolicy evaluationalgorithmthat is ef-
cient andguaranteedermination.Initial performancee-
sultsfor our prototypeimplementatiorhavebeenpromis-

ing.
1. Intr oduction

The emegence of wide-areanetwork-basedservices
posesnew and challengingproblemsto securitymanage-
ment. The networks in questionare generallyheteroge-
neousgdecentralisedndlarge-scalewith possiblymillions
of autonomougntities(which maybeindividuals,agents,
organisation®r otheradministratve domains}hatwish to
sharetheir resourcedn a secureand controlled fashion.
Collaboratingentitiesmaybemutualstrangerst rst, thus
accesgontrolcannotbe basedn identity, asit is the case
in traditionalapproaches.

In the trust manayementapproach5], authorisations
basedon credentialsdigitally signedcerti catesasserting

attributesaboutentitiesholdingthem. In systemssupport-
ing trust negotiation [19], peersestablishtrust between
eachother by exchangingsetsof suitablecredentials. A

policy speci cationlanguage is usedto de ne a systems

securitypolicy, a setof rulesspecifyingthe securitygoals
in a high-level language. This approachseparatesol-

icy fromimplementationsimpli es securityadministration
andfacilitatespolicy evolution.

The diversity of emeping applicationawith widely dif-
feringsecurityrequirementdasledto thedevelopmenbf a
variety of increasinglyexpressie policy speci cationlan-
guagede.g.[5, 6, 9, 11,14, 13,12, 7]). Existingonesare
extendedto accommodatenorecomple policies. For ex-
ample therole-basedrustmanagemenanguagdR To [14]
was extendedto RT; to handleparameterisedoles, and
to RTT to expressseparatiorof duties[13]. Anotherex-
tensionof RT, RTE [12], providesconstructgor limiting
the rangeof role parametersising constraints. However,
addingconstructdo alanguagen anadhocfashionto in-
creasats expressvenesdasseveraldisadantagesFirstly,
it is unlikely thatthe extensionwill coverall policiesof in-
terest;secondlythe semanticandimplementation®f the
languagéhave to bechangedthirdly, languagesvith mary
constructsare harderto understandand to reasonabout;
and lastly, policy evaluation usually becomescomputa-
tionally moreexpensve with increasingexpressvenesgin
somecasesthelanguagas evenTuring-complete).

We have designed a trust managementsystem,
Cassandrain whichtheexpressivenesof thepolicy speci-
cation languagecanbe adjustedoy selectinganappropri-
ate constaint domain The adwantageof this approachis
thatthe expressienesgandhencethe computationatom-
plexity) canbe chosendependingon the requirementsof
the application,andcaneasilybe changedvithout having
to changehelanguagesemanticsin our prototypeimple-
mentationof Cassandraa constraintdomainis a separate
modulethat canbe pluggedinto the policy evaluationen-
gine.We haveidenti ed aconditionon constraindomains,
constaint compactnessvhich ensureghatpolicy evalua-
tion is decidableandguaranteedo terminate.

By factoring out the constraintdomain, the language
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Figure 1. Cassandra components.

syntaxand semanticsare kept small and simple. In par

ticular, Cassandranasno explicit provisionsfor standard
policy idioms suchasrole hierarcly, separatiorof duties
or delggation; instead,it is truly policy-neutralin that it

canencodesuchidioms (and mary variants). Its expres-
sivenessufces for policiesfoundin highly comple real-
world applicationsthis hasbeenshavn by our work on a
large-scalesecuritypolicy for a nationalelectronichealth
recordsystem3].

In x2 we give aninformal overview of Cassandra pol-
icy speci cation language. Unlike most other systems,
Cassandranot only formally speci esthe policy language
but also the accesscontrol semanticsgoverning the dy-
namic behaiour of an entire Cassandranetwork. This
operationalsemanticss describedin x3. x4 shovs how
examplesof standardpolicies,includingrole validity peri-
ods,rolehierarcly, separatiomf duties role delegationand
trust negotiation policies, can be expressedn Cassandra
The policy speci cation languageand semanticsare for-
mally de ned and an algorithm for policy evaluationis
givenin x5. x6 briey discusse®ur casestudy on secu-
rity policiesfor a nationalelectronichealthrecordsystem.
We alsodiscussour prototypeimplementatiorandprelim-
inary experimentaresults.Finally we discusgelatedwork
andconclude.

2. Policy speci cation overview

Cassandras a trustmanagemergystemallowing a po-
tentially large network of entitiesto sharetheir resources
underwell-de ned restrictions,speci ed by local access
control policies, evenif they are mutual strangers.Every
entity runs its own copy of a Cassandraservice, which
actsas a protectie layer aroundthe resources.Figure 1
shavs theinternalcomponent®f a Cassandraervice.In-
teractionwith otherentitiesis donevia the interfacethat
de nes requestdor performingan action(i.e. accessing
resource)activating and deactvating a role, andrequest-

ing a credentiathatcanbe usedto supportanotherequest
someavhereelse.Theaccessontol enginehandleghere-

questby invoking the policy evaluation engine which in

turn queriesthe local Cassandrgolicy. The expressie-

nessof the policy speci cation languagedependson the

globallychoserconstraindomain,C, anindependentod-

ule thatis pluggedinto the policy evaluationengine. As

policiescanreferto policiesof otherentities,policy eval-

uationmaytrigger queriesof remotepolicies(possiblythe

requester) over the network. The answerof the policy

evaluationengineis usedby the accessontrol engineto

decidewhetherthe requests to be granted.As aresultof

arequestthelocal policy may be modi ed. For example,
if aroleis activated,this new factis put into the policy;

similarly, deactvation of rolescausedactsto be removed

from thepolicy.

Cassandra policy speci cation languageis basedon
Datalog., a generic extension of negation-free Datalog
(Prolog without function symbols)wherethe expressie-
nesscanbetunedby varyingtheconstraindomainparam-
eterC[10]. A Datalog: ruleis of theform

Po(€0)  Pa(€1);:pn(en);c

wherethe p; are predicatenamesand the € are (possi-
bly empty) expressiontuples(that may containvariables)
matchingthe parametetypesof the predicate. po(€p) is
the headof therule, andthe sequencef predicateon the
right handside of the arrow is the bodyof therule; cis a
constaint ontheparametersccuringin therestof therule.
Intuitively, to deduceheheadof arule, all bodypredicates
mustbe deducablen suchaway thatthe constraints also
satis ed. A setof Datalog. rulescanthenbeinterpretedas
thedeductve closureof the set.

Theconstrainof arule, ¢, is aformulafrom some x ed
constaint domainC, a languageof rst order formulae
containingat leasttrue, false and the identity predicate
“=" betweerC-expressiongvariablesgntitiesandpossibly
otherconstructs) It mustbe closedundervariablerenam-
ing, conjunction(®) anddisjunction(_). Furthermoreijt
mustbe equippedwith aninterpretationthatde neswhen
formulaearesatis ed.

The expressivenessof Datalog. dependn the chosen
constraindomainC. For example theleastexpressve con-
straintdomainis theonewherethe only atomicconstraints
are equalitiesbetweenvariablesand constants.Choosing
thistrivial constraintdomainreduceghe expressienesof
the languageto standardDatalogor Horn clauseswithout
functionsymbols.More powerful constraindomainsoften
include boolean arithmeticand setconstraintsand make
useof morecomple expressionsuchastuples,setexpres-
sionsand(side-efectfree)functionapplicationge.g.to ac-
cessthe currenttime). The computationacompleity of
evaluating Datalog. programsincreaseswith expressie-
ness:with setconstraintst is alreadypossibleto encode



the Hamiltoniancycle problem,andthusall NP-complete
problems. Caremustbe taken not to choosea constraint
domainthatis too expressve asthis canresultin programs
in which queriesare undecidable We will laterintroduce
the notion of constaint compactnes$o restrictconstraint
domaingto thosethatguaranteg¢erminationof queries.

In Cassandragaccesgontrolis role-basedandroles,as
well asactions,areparameterisedrole-basedccesson-
trol (RBAC) [17, 8] wasinitially introducedo simplify se-
curity administratiorof large enterprisesin the context of
distributedtrust managementolescanmoregenerallybe
usedasa representationf authenticatedubjectattributes
in decentralisediccesontrol [13]. Formally, aroleis a
typedrole nameappliedto an expression(that may con-
tain variables)of a matchingtype, e.g. Manager (Sales-
dept ). Similarly, anactionis anactionnameappliedto an
expressiong.g.Read-file  (le). For theremaindeiof the
paper variableswill be written in small lettersanditalics
(e.g.f il &), genericconstantsn italics but capitalisede.g.
someentity E), and concreteconstantsn typewriter font
(e.g.Sales-dept ).

Policiesare speci ed by rulesde ning predicateghat
govern accessontrol decisions:permits de nes who can
performwhich action;canActivatespeci eswho canacti-
vatewhichroles(andthusimplicitly de nestherole mem-
bershiprelation); hasActivatedspeci eswho is currently
active in which role; canDeactivatespeci eswho canre-
voke which role; isDeactivateds usedto de ne automat-
ically triggeredrole revocation; and nally, canReqCred
rules specify the conditionsto be satis ed beforethe ser
vice is willing to issueand disclosea credential. User
de ned auxiliary predicatesrealsoallowed.

In the trust managemenapproach,accesscontrol de-
cisionsarebasedon credentialsassertingoropertiesabout
the holders. In Cassandrathe propertiesassertedy cre-
dentialsare (constrainedpredicates. Therefore,in order
to satisfy a predicatein a rule body, eitherthe predicate
canbe deducedrom the local policy or it is assertedby
a foreign credentialissuedand signedby someotheren-
tity. Suchcredentialsare eitheralreadystoredlocally, or
aresubmittedo theservice por automaticallyfetchedby the
servicefrom someotherentity. To putconstraintontheis-
suerandthestoragdocationof credentialseachCassandra
predicatehasan issuerand a location (constantor vari-
able)parameterandis writtenloc@iss:p(€). For example,
Alice @UCanmxcanActivate(Alice ;Student (Maths)) is a
predicateassertingthat Alice is a Maths student. If this
predicatds partof arule body, CassandraancontactAl-
ice overthenetwork (unlesshisis Alice'slocalpolicy) and
requesthe correspondingredentiaissuedby the Univer
sity of Cambridge.

We will often write iss:p(e) as shorthand for
E @ss:p(e) andp(e) for E @E :p(e), if E is clearfrom the

contet. Intuitively, if a predicatd oc@ss:p(€) appearsn
the body of a rule in E's policy, andloc is equalto E,
it is deducedocally from E's policy (if iss is not equal
to E, this mustbe a foreign credential). If, however, loc
is not equalto E, this meansthat the authority over the
predicateis delegatedto the remoteentity loc, so E re-
questsacredentialss:p(€) from loc over thenetwork. loc
will allow this only if herlocal policy letsherdeduceboth
canReqCre(E ;iss:p(e)) andiss:p(e). If theseconditions
aremet,acredentiakontainingiss:p(€) (issuedandsigned
by iss) is sentbackto E. A moreformal treatmenif the
languagesemanticss givenin x5.1.

3. AccessControl Semantics

Cassandractsasa protectve layer aroundthe shared
resourcesallowing network accesonly throughan inter-
face.Thisinterfacede nesrequestdor performinganac-
tion, activating arole, deactvating a role, andfor request-
ing a credential.Incomingrequestarechecled by the ac-
cesscontrolengineagainstthelocal policy (Figurel). En-
tities can supporttheir requestsdy submittingcredentials
to theservicetheservicewill thenusetheassertionén the
credentialsalongwith its own local policy to evaluatethe
query Grantingarequestanhave side-efectsonpolicies,
e.g.whenaroleis activated,acorrespondindpasActivated
credentiakule is addedo the policy.

We have formally speci edthe operationasemanticof
the accesscontrol engineby a labelledtransitionsystem
wherethelabelsaretherequestandthetransitionsarebe-
tweensetsof policiesof all entities. Dueto lack of space,
we will only give a brief overview of the requestde ni-
tions.

Performing an action. Supposethe requesterE  at-
temptsto perform the (parameterisedaction A on S's
Cassandraervice.E 'srequests grantedf permitgE; A)
is deduciblefrom S's policy (andsubmittedcredentials).

Roleactivation. Supposd attemptdo activatethe (pa-
rameterisedjole R on S's Cassandraervice.Therequest
is grantedif therole hasnot alreadybeenactvatedandif
canActivatdE ; R) canbe deducedrom S's policy (and
submittedcredentials). As a resultof this transition, the
correspondindnasActivatedcredentiakule is addedo S's
policy.

Role deactivation. SupposeE requestso deactvate
V's role R on S's Cassandraservice. The requestis
grantedif V is really currently active in the role R and
if canDeactivat¢E; V;R) is deduciblefrom S's policy
(andsubmittedcredentials) Dependingon thelocal policy
rules,this deactvation may alsotriggerthe deactvation of
otherrole activationsin S's policy (local cascadingleacti-
vation). For this purposewe needto computethe setof all



hasActivatedcredentiakulesin S'spolicy for whichacor
respondingsDeactivatedcredentialcanbe derived under
the assumptiorisDeactivatedV; R). Therole activations
in this setarethenremovedfrom S's policy.

RequestingCredentials. SupposeE requestghe cre-
dentiall :p(*¥) c(adigital certi cateassertingp(*) c,
issuedandsignedby | ) from S. S's service rst computes
theanswerto thequerycanReqCrefE ;1 :p(x)) c. The
answeris a constraintcy restrictingthe valuesthat x can
take.

If | and S areidentical, the answerc; of the query
p(*) Co is computedand,if c; is satis able,the new
credentialS:p(x) C; isissuedandsentto E. If | and
S aredifferent,this meanghattherequestedredentiais a
foreigncredentiaheldby S, soit cannotbefreshlyissued
andsigned. In this case,S sendskE all her credentialsof
theform1:p(*¥) ¢ suchthatc; is atleastasrestrictve

ascy.
4. Standard policies

Unlike otherpolicy speci cationlanguagesCassandra
doesnot have specialconstructsfor expressingstandard
policies such as role hierarchies,separationof dutiesor
delegation. Indeed we canshow thatCassandraequipped
with asufciently powerful constraindomain,canexpress
thesepoliciesin a conciseand readablewvay. Having no
constructsin the languagefor speci ¢ policy idioms not
only keepsthe languageandits semanticssmall and sim-
ple; it also avoids the necessityof having to constantly
extend the language. Furthermore our work on policies
for a national electronichealth record infrastructurehas
shavn that, in large-scalereal-world applications,these
“standard”policies occurin mary variantsand combina-
tions with subtle but signi cant semanticdifferenceq3].
Cassandravasdesignedn suchawaythatthewholerange
of policy variantscanbe expressedvithout additionalfea-
tures. It should be noted that Cassandrawas designed
speci cally for authorisatiorpolicies;in particular we do
not dealwith obligation policies specifyingthe automatic
triggeringof actions(asin [7]).

In the following, we shav how standargpoliciescanbe
writtenin Cassandra

Role validity periods. In thefollowing rule, a certi ed

doctor (with certi cation issuedat time t) is alsomember
of the role Doc() if t is at mostoneyearago. Thisis an
examplewherethefreshnessequiremenbf a certi cation

is setby the acceptornot by the certi cate issuer(asrec-
ommendedn [16]). The chosenconstraintdomainmust
containa (side-efectfree)built-in functionthatreturnsthe
currenttime, andintegerorderconstraints.

canActivate(x; Doc())
canActivate(x; CertDoc (t));

CurTime () Years (1) t CurTime ()

Auxiliary roles. Sometimesa role is usedsolely to ex-
presssomeproperty aboutits membersand can be used
without prior activation. In this rule, a logged-inusercan
reada le providedthatthe systemcandeducesheis the
owner of that le. Ownershipis hereexpressedwith the
auxiliary Owner role thatneednot be actvated.
permits(x; Read(f il €))
hasActivatedx; Login ());
canActivate(x; Owner(f il €))

Role hierarchy. In thisvariantof parameterisedble hi-
erarcly, membersf a superiorrole (Engineer working
in somedepartmentare automaticallyalsomembersof a
morebasicrole (Employee working in the samedepart-
ment).
canActivate(x; Employee (dep))
canActivate(x; Engineer (dep))

Separationof duties. In thiscommonexamplefor sepa-
rationof duties,apaymentransactiorrequireswo phases,
initiation and authorisation,which have to be executed
by two different people. The rule implementsthe dy-
namicandparameterisedariantof separatiorof duties:an
Authoriser of a paymentmustnot have activatedthe
Init  rolefor thesamepayment.Thisrestrictionis imple-
mentedby the userde ned countlnitiators predicate. Its
de nition is givenby thesecondule,anexampleof anag-
gregaterule. Thecountzi aggreate operatorcountshow
mary differentvaluesof z satisfythe body. Therefore the
parameten is 0 only if x hasnot activatedtheInit role
for the samepayment.
canActivate(x; Authoriser  (payment))
countlnitiators(n; x; payment); n = 0
countlnitiators(counthzi ; x; payment)
hasActivatedz; Init (payment)); z = x

Roledelegation. Here,anadministratoicandelegateher
role to somebodyelse by activating the DelegateAdm
role for thedelegatee.The delegateecanthensubsequently
activate the administratorrole. The rst parameteiof the
administratorrole speci es who the delegator was. The
secondgarameten is anintegerfor restrictingthelengthof
the delegation chain: the delegateecanactivatethe admin-
istratorrole only with a “rank” n° thatis strictly lessthan
the delggator's rank n but mustbe at least0. Settingthe
parameteto 1 for non-delgatedadministratorgi.e. those
at the top of a delegation chain)amountsto non-transitve
delegation. Remawing the constrainton n in the second
rule resultsin unboundedielggationchains.

canActivate(x; DelegateAdm (y; n))

hasActivatedx; Adn(z; n))
canActivate(y; Adm(x; n%)

hasActivatedx; DelegateAdm (y;n)); 0 n°

<n



With thefollowing rule,thedelegatedrole is automatically
revoked if the delegation role of the delegator is deacti-
vated.
isDeactivatedy; Adn(x; n%)
isDeactivatedx; DelegateAdm (y;n))

However, we needto specifywho is allowed to deactvate
adelggationrole. In grant-dependenevocation( rst rule
belaw), only the delegator herselfhasthis power. In grant-
independentevocation(secondrule below), every admin-
istrator (who hasat leastas high a rank asthe delegator)
candeactvatethedelegation.

canDeactivatéx; z; DelegateAdm (y;n)) x=2z

canDeactivatdx; z; DelegateAdm (y;n))

hasActivatedx; Adm(w;n%); n  n°

A ratherparanoidpolicy mayspecifycascadingevocation:
if adelegatedadministratois revokedfrom herrole,all her
delegationmustalsoberevokedrecursvely.
isDeactivatedx; DelegateAdm (y;n))
isDeactivatedz; DelegateAdm (x; n%)

The trust managemensystemOasis[21] hasa language
constructfor role appointmenta generalisatiof role del-
egation. Ourwork onreal-world policiessuggestshatvari-
antsof generalappointmentare indeedfar more frequent
thanrole delggation [3]. Appointmentand other stateful
policies can be expressedn Cassandrdn a very similar
way asshavn above for delegation.

Automatic trust negotiation & credential discovery.
Supposehefollowing rule is partof the policy of asener
holding the electronichealthrecords(EHR) for somepart
of the UK’ s population.To activatethe doctorrole, x must
be a certi ed doctorin somehealthorganisationorg, and
furthermorethe organisationmustbe a certi ed healthor-
ganisation Bothrequirementsnustbesatis edin theform
of credentialssignedby someentity auth belongingto a
locally de ned setof registrationauthorities.
canActivate(x; Doc(org))

auth: canActivate(x; CertDoc (org));

org@auth: canActivate(org; CertHealthOrg () ;

auth 2 RegAuthorities 0

In therule abore, thereis nolocationpre x in front of the
rst body predicate,so the doctor certi cation credential
is requiredto alreadybe in the local policy or have been
submittedby x togetherwith the role activation request.
No automaticcredentialrequestsareissuedthe credential
is not found. On the otherhand,thereis a locationpre x
org in front of thesecondodypredicate the healthorgan-
isationcredentialis automaticallyrequestedrom org, or,
morepreciselytheentity thevariableorg stand<or during
actualevaluation. However, the healthorganisation(say
Addenbroole's Hospital) will allow this retrieval request
only if its canReqCregolicy allows it. With the follow-
ing rule, Addenbrook's speci esthatit is willing to reveal

its CertHealthOrg  credentialsignedby theregistration
authorityof EastEnglandto certi ed EHR seners.
canReqCre(x; y:canActivate(z; CertHealthOrg ()
X @auth: canActivate(x; CertEHRServ ());
y = RegAuthEastEngland ~ z = Addenbrookes ;
auth 2 RegAuthorities 0

The x@auth pre x speci es that the requiredcredential
mustbe signedby someregistrationauthorityandthatit is
to be retrieved automaticallyfrom x; in this case,x will
have beeninstantiatedto be the EHR sener. The EHR
senerwill in turnhave canReqCregbolicy rulesspecifying
to whomits CertEHRServ credentialimay be disclosed.
As this exampleshaws, a simplerequestcantrigger mul-
tiple phasef credentialexchangedbetweerntwo or more
entitiesover the network until a sufcient level of mutual
trusthasbeenestablished.

5. Languagesemanticsand evaluation

This section de nes the syntax and semantics of
Cassandra policy speci cation language. We also de-
scribe a goal-orientedalgorithm for evaluating policy
queriesthatis soundandcompletewith respecto thelan-
guage,anddiscussa conditionfor guaranteedermination
of queryevaluation.

5.1.LanguageSemantics

Eachentity E|,c on the network protectsits resources
with a (possiblyempty) Cassandrgolicy, a nite setof
Cassandraolicy rulesof theform

Eloc@Eiss :pO(eO)
loc, @iss1:pi(€1); 110G, @ssh:pn (€); C:

Thelocationandtheissuerof therule, E|oc andEiss , are
entity constantsandthelog andiss; areentitiesor entity
typedvariablesThep; (&) arewell-typedpredicatesandc
is a constraintfrom the globally chosenconstraintdomain
C

A rule with emptybody of theform

Eloc@ziss 1I00(eo) c

is calleda credentialrule or just a credential (Thesecor
respondo factsin Logic Programming.)If it is sentover
the network, it canbe thoughtof asa certi cate asserting
Po(€y), signedandissuedby Eiss , and belongingto and
storedatE .. Thelocationandtheissuerof arule areusu-
ally identical;only in the caseof a credentiakule canthey
be different,asE o, may hold a foreign credentialsigned
by adifferententity Ejss .



Wewill omitthepre x E|oc fromaruleif it is clearfrom
thecontet, andalsoEss , |0Gg andiss; if they areequalto
Eloc-

Access control decisions are based on policy
gueries which have the same form as credentials:
E|oc @Eiss :Po(€o) c. The answerto a queryis a set
of constraintsc; suchthat Ejss :po(€p) c”™ ¢ canbe
deducedrom Eq.'s policy. For example thequery

UCan@UCamcanActivate(x; Student (subj))
subj = Maths

may returnthe constraintd x = Alice
thequery

; X = Bobg, and

UCan@UCamcanActivate(x; Student (subj))
x = Alice ” subj = Maths

would simply returnf trueg.

Thesemantic®f apolicy is de ned by thesetof all cre-
dentialsthatcanbededucedromit. To formally de ne the
notion of deductionwe extendthe notion of consequence
opefator known from constraintlogic programming[18].
We constructa consequenceperatorTp , whereP is the

nite union of the policiesof all entities. Given a set of

credentiald (whichwe distinguishonly up to variablere-
naming), Tp (1 ) returnsthe setof all credentialghat can
bededucedrom| andthepoliciesin P in onestep.

Thede nition of Tp assumeshe existenceof two com-
putableoperationson C-constraints9¢ and) €. 9%x: (c)
computeghe existentialquanti er eliminationof x andre-
turnsthe setof conjunctsin the disjunctive normal form
(DNF) of theresult.If V is asetof variableswe alsowrite
9€,, (c) for the setof conjunctsin the DNF of ¢, with all
free variablesapartfrom theonesin V existentially elimi-
nated.(Thisis in effecta projectionof ¢ ontothevariables
V.)

) € is a computable subsumptionrelation on C-
constraints:if ¢; ) € ¢, returnstruethenc; is subsumed
by c;, i.e. all substitutionghatsatisfyc; alsosatisfyc,.

ThentheconsequenceperatofTp (I ) is de nedto con-
tain all credentialof theform E|qc @Ess :p(¢) Co (for
someentitiesE|qc, Eiss ) if | containsno othercredential
thatalreadysubsumed: if E|oc@Eiss :p(*) €32 | and
c ) € cdthency = c§; andfurthermorejf thereis some
matchingrule

Eioc@Eiss :p(x)  P1;:;Pnjc
in P (i.e.in thepolicy of E o) suchthatthereis aconstraint
Co with thefollowing property:

Co 2 9Cx(cl NN cy), andg is satis able, for some
constraintgy; :;; ¢y, suchthateache; is acontributionfrom
Pi. We sayc; is acontributionfrom P;  Yjoc @Yiss :0(¥)
if oneof thefollowing two caseshold.

Eithery,qc is takento belocal, soP; hasto be deduced
from E|oc's own local policy. This meansthatc; mustbe

equalto some
(Cio " Yioc= Eloc  Viss = Egs)
suchthatE |, @ES, :q(y)  Pisalreadyin | .
Alternatively, yoc may refer to some remote entity
EQ.8 Ejoc, SOP; hasto be deducedrom EQ's policy.

loc
As this amountso a credentiarequesiandEC 's creden-

tials areprotectedoy canReqCredules,the C(I)?(r;esponding
canReqCregredicatemustalsobe satis ed,aswell asP;
itself. In this caseg; is someconstrainin
9%Xe: (CP n CiOOA Yioc= E|OOCA

Yiss = Ei%s " Xe= Ejoc)
suchthatbothcredentials
E {30 @E 5 :canReqCretke; Yiss ()
ER.@EL :q(y) cXarealreadyin | .

The consequenceperatorTp (I ) is continuouson the
powegsetof credentialsandthushasa uniqueleast x ed-
point ., Tg(;) whichwe call the x ed-pointsemantics
of P. It coincideswith our intuitive notion of deductve
closureof the policy rules.

Sometimesve needto know not only whethera pred-
icate canbe satis ed but alsohow often. For example, it
is oftennecessaryo know thatnobodyhasactivateda cer
tainrole,i.e.thecorrespondindpasActivatedpredicatecan
be satis ed 0 times. For thesepurposeswe de ne rules
with aggregation operators [15]. (Theserequirethe con-
straintdomainC to containequalitiesover setandinteger
constant&indvariables.)A Cassandraggregationrule is
of theform

Eloc @E|oc:p(aggopxi ; ¥) Eloc@ss:q(x);C
wherethe aggreation operatoraggopis either group or
count. The predicateq(x) is requiredto be onethat can
besatis edwith only nitely mary differentparametersn
Eioc, andx mustcontainx. If the operatoris group the
rst agumentof p standsfor the nite setof all different
valuesof x suchthatthe rule body canbe satis ed. If the
operatoris count, it standsfor the cardinality of that set.
For example,

getSetOfActiveDactors(grouphxi ; spcty)

hasActivated x; Doctor (spcty))
nds thesetof all active doctorswith specialtyspcty.

¢ and

5.2.Evaluation

Recallthatthe accessontrolenginemakesaccesson-
trol decisionsby invoking the policy evaluationengine,
which queriesthe local policy. We now describethe al-
gorithmsusedin the policy evaluationengine.

In deductve databasesgueriesare usually evaluated
agpinst a model that is pre-computedwith a bottom-up
algorithm that, startingfrom basicfacts, iteratively adds
derived facts until the x ed-point semanticsis reached.



This would not be an acceptablesvaluation strateyy for
Cassandra rstly , the constraintsmay contain(side-efect
free)functioncallsthatdependntheervironment,for ex-
amplefor gettingthe currenttime, andthereforecannotbe
pre-computedsecondlythe factthatrule bodiescanrefer
to remotepredicatesvould requirea distributed form of
bottom-upevaluationwhich would be highly impractical;
andthirdly, the modelwould have to bere-computedfter
every activation or deactvation of rolesasrole activation
anddeactvationmodify policies.

The standard SLD top-davn resolution algorithm
known from Logic Programminge.g.Prolog)is not suit-
ableeitherasit mayruninto in nite loopsevenwhenthe
X ed-pointsemanticds nite. Instead,Cassandraisesa
modi ed versionof Tomans memoingalgorithmfor evalu-
ating constraintextensionof Datalog[18]. Basedon SLG
resolution,it combinesadwvantagesof both the top-davn
andthe bottom-upapproachesit is goal-orientedandyet
preseres the terminationpropertiesof the bottom-upal-
gorithmsby memoing(tabling) alreadyseensubgoalsand
their answers. To solve a subgoalfor which a table en-
try alreadyexists, the algorithmusesthetabledanswersas
solutions;wheneer nev answersare addedfor the entry,
they areautomaticallypropagtedto otherwaiting evalua-
tion brancheslf norelevantentry existsfor the subgoala
new tableentryis createcandpopulated We have extended
thealgorithmin [18] to dealwith goalsreferringto remote
entities.

Supposethe query E|oc @Ejss :Po(¥0) Co is to be
evaluatedby the Cassandraerviceof E|o.. Evaluationis
startedby calling the ClauseResolutionprocedureon the

query

ClauseResolution. Findall policy ruleswith amatching
head,.e. of theform
Eloc@Eiss :Po(%0)  P1;iiPnjca.

For all suchc,, computec, ¢g ” ¢ if theresultis sat-
is able. If therule body is non-empty(n 1), call the
QueryProjectionprocedurenthelist Py ; ::; Py ; Co. Other
wisecall theAnswerProjectionprocedurenthecombined
constraintc,.

Query Projection. This procedureoperateson a list of
predicate®; ::; P, andaconstraint. Usingthe9¢ opera-
tion, projecttheconstrainontothefreevariablef the rst
predicateP; in thelist andcomputeheDNF constrainset.
For all ¢ from this set,call the AnswerPropagtionproce-
dureonP; ¢, andthe(possiblyempty)list of remaining
predicatesP,; ::; Py.

Answer Propagation. Thisprocedureperate®nasub-
goal P ¢, andalist of remainingpredicated,; ::; Py.

Checkwhetherwe have alreadyencountere@ queryP

c® suchthatc ) © ¢ in which casethe currentgoal can
be solved usinganswerdrom thatquery For eachalready

existing answerd, combineit with the currentconstraint
andcall the ClauseResolutionprocedureon the remaining
predicatesn thelist, or the AnswerProjectionprocedure,
if theremaininglist is empty We alsoneedto storethein-
formationthatthis querywaitsfor answerdrom the proof
ofP

If, however, no suchP c® exists yet, we need
to spavn a new query for P ¢ and wait for its an-
swers. If thelocationof P is remote,a credentialrequest
is sentto the remoteentity. The remoteentity will then
call its Query Projectionprocedureon the list containing
canReqCrefE |qc; P) andP with theconstraintc.

Answer Projection. This procedureis called whenthe

list of body predicatess empty Theremainingconstraint
is thenprojectedontothe free variablesof the querypred-
icate. The resultingconstraintsare storedin the answers
table and propagtedto all queriescurrently waiting for

suchanswersandexecutionis resumedhere.If the wait-

ing partyis a remoteentity, the answersaresentto it over

the network in the form of credentials.The remoteentity

will theninvoke its AnswerProjectionprocedureon these
answers.

On exit, the table entry for the original query will be
populatedwith all its answersThealgorithmis soundand
completewith respecto thelanguagesemantics.

Asin otherdatabaseapplicationswerequirequeryeval-
uationto alwaysterminate Clearly, if thechoserconstraint
domain C is too expressve, it is possibleto write poli-
ciesandqueriesghatareuncomputableOften,thefeatures
that make it too expressve seemratherinnocuousat rst
glance.For example,constraintdomainswith untypedtu-
ple constructorsor with negative gap-orderconstraintsof
theformx ¢ < y (wherecis apositive integerconstant)
enablethe constructiorof undecidablgolicies.

Constaint compactnesfL8] is asufcient conditionon
constraintdomainsto guaranteea nite and hencecom-
putable x ed-pointsemanticdor ary nite global policy
setP. A constraintdomainCis saidto be constraintcom-
pactif ary in nite setof C-constraintsn whichonly nitely
mary variablesandconstant®ccurhasa nite subsesub-
sumingthe entire set, thatis, for every constraintc in the
in nite setthereis a constraintc®in the nite setsuchthat
c) ¢

Unfortunately constrainicompactnesseverelyrestricts
the expressienessof the constraintlanguageand is also
oftenhardto prove. We usestaticgroundnessanalysis[1]
to restrictpoliciesin sucha way thatvariablesoccuringin
speci ¢ constructswill always have beengrounded(so a
unigue value can be deducedfor each)by the time exis-
tential quanti er eliminationis performedon them, given
thequerypatterndrom x3 (e.g.canActivatequeriesareal-
waysfully grounded)sotheseconstructscanbeignored.



We also usestatic groundnessnalysisto ensurethat the
locationpre x of body predicatedhecomegroundby the
time we evaluateit: otherwisethe evaluatorwould have to
guerymary differententities(all, in theworstcase)which
is clearlyunpractical.

6. Discussion

EHR casestudy. Cassandra designprocesswas par

tially guidedby our casestudy [3] on an accesscontrol

policy for a nationalelectronichealthrecord (EHR) sys-
tem. The backgroundof the casestudyis the British Na-

tionalHealthServicescurrentplanto developanelectronic
dataspinethatwill contain“cradle-to-grae” medicaldata
for all patientsin England.The projectis highly risky and
challengindfor severalreasonsit is extremelylarge-scale
with 100million recordsandbillions of accesseperyear;

therequirementsrelikely to changefrequently in partic-

ular thoseconcerningaccesscontrol; andit is inherently
distributed with interactinghealth organisations registra-
tion authoritiesand the data-spine.Thesechallengesan
bestbe metby a distributedtrust managemergystemthat
allows policiesto be speci edin a sufciently expressie

high-level language.

In our casestudy we proposea distributed three-level
infrastructureo copewith thelargescale.Basedon of cial
speci cation documents,we have developed Cassandra
policies for the entire infrastructure. Our proposedpoli-
ciescontaina total of 310 rules, de ne 58 parameterised
rolesandimplementall therequiredaccessontrolrules.

Therequirementsarenot only highly comple but also
containprinciplesunseerin traditionalaccesgontrolmod-
els. For example,the policiesneedto handleexplicit pa-
tientconsentthird-partydisclosureconsentjndividualised
accessdecisions(e.g. a patient could prohibit accessto
recorditemsconcerninga certainmedicalsubjectto a spe-
ci ¢ doctor), appointmentf agentsactingon a patients
behalfandworkgroup-basedccessontrol (e.g.basedon
wardor consultanteammembership).

Oneof themainlessongearntfrom thecasestudyis that
standardpolicy idioms suchasrole appointmenccurin
mary differentvariants. We thushadto designCassandra
in sucha way thatit could expressall of theseelegantly.
Our approactwasto identify the smallnumberof underly-
ing primitivesconcerningole membershipactiationand
deactvation,andto basethelanguagesolelyonthose.The
distributednatureof theEHR policiesalsonecessitatefia-
turesfor automatiacredentialdiscorery andcredentiajpro-
tection(automatidrustnegotiation).

For the casestudy we deviseda sufciently expressie
constraintdomain containingtuple expressionsand pro-
jections, disequalities,integer order inequalities, built-in
functionsto accessstate-dependemtataand setinclusion

constraints[} It is constraint-compactndthusguarantees
query termination, but its relatively high expressieness
still makesit possiblein principleto write policiesthatare
prohibitively expensveto evaluate.However, suchpolicies
do not seemto occurin practice,asthe recursiondepthis
usuallysmallandvariablesareinstantiatedo groundval-
uesearlyon.

Implementation and performance. A prototype of
Cassandradnasbeenimplementedn OCaml. The codeis
factoredinto independentmodulesas depictedin Figure
1. In particular constraindomainimplementationganbe
pluggedinto the policy evaluationengineasseparatenod-
ules,aslongasthey provide fundamentabperation®f pro-
jection, satis ability andsubsumptiorchecking. We have
implementedhe constraintdomainusedfor the EHR case
study includingatypeinferencemechanisnthatallows us
to omit explicit variabletyping.

At the time of writing, role deactvation and credential
requestsaandthe staticgroundnessnalyserarestill in the
processof beingimplemented. Furthermore the current
prototypeonly simulateghedistributedsystemandissued
credentialareimplementedvithout encryptionandpublic
key signatures.

Theprototypewastestedwith thepoliciesfromthe EHR
casestudy The systembehaed asexpectedandhandled
all requestsincludingthe mostcomplex oneswithin frac-
tions of a second. The preliminary results suggestthat
Cassandras indeedsuitablefor large-scaleeal-world ap-
plication. Of course authoritatve resultscanonly be pro-
ducedafter completionof a morecompleteandoptimised
implementatiorandundermorerealisticsettingswe have
for examplesofar only testedthe systemwith upto 10,000
patientq3].

Our experimentshave highlightedanotherrequirement
for policy-basedrustmanagemergystemghatneitherour
nor existing systemscurrentlyful I: - humanusersexpect
textualjusti cations of accessontroldecisionsgspecially
if their requestis denied;they feel ratherfrustratedand
helplessif the answeris simply “requestdenied”, espe-
cially if thepolicy is complex or unknavn to theuser Such
explanationscould be collectedfrom annotation®f policy
rulesusedduring deduction.The problemis non-trivial as
deductionproofscanbe long andaccessienialscanhave
mary andfarreachingreasonsMore worryingly, the tex-
tual justi cation may reveal more (andperhapssensitve)
information than could have beendeducedfrom the fact
of requestdenialalone: considey for example,a response
suchas“accessdeniedbecauseg/our daughtehasprohib-
ited you from accessingll her recordswith the subject
“abortion'”.

Related work. A large amountof work hasbeendone
on securitypolicy speci cationin anon-trust-management



contet. For instanceBarker[2] usesconstraintiogic pro-
grammingto encodeRBAC policiesin a non-distriluted
ervironment;assuch,his approactdoesnot dealwith cre-
dentials,trust managemenand trust negotiation. Policy-
Maker [5] introducedthe trustmanagemerparadigmand
its successQiKeyNote [4] de ned the rst policy speci -
cationlanguage Sincethen,mary othertrustmanagement
systemshave beenproposedfor policy speci cation and
distributed accessontrol (e.g. SPKI/SDSI[6], QCM [9],
SD3[11], RT [13], Oasis[21], Ponder[]).

The Cassandrapolicy speci cation languagewas in-
spiredby Oasis,a role-basedrust managemerngystemin
which Datalog-basedules specify which credentialsare
prerequisitdor role activationanddeactvation[21]. Oasis
hasa specialconstructfor role appointmentwhich wasin-
troducedasa usefulgeneralisatiof the delegationmech-
anismdoundin mary otherlanguagesOur casestudysup-
portsthe claim thatrole appointmen{andits variants)is a
very useful policy idiom. Oasisis the only other system
we areawareof thatsupportcascadingole revocation.lts
revocationmechanisnworks even acrossthe network be-
tweencollaboratingentities. This is implementedusinga
distributed eventinfrastructure.Anotherdifferenceis that
in Oasis,revocationis triggeredwheneer a speci ed sub-
setof the role activation prerequisitexeasedo hold. In
contrastfole deactvationsin Cassandrareallowedto be
triggeredby conditionghathave nothingto dowith therole
activationprerequisitesOasisdoesnotdealwith automatic
credentialdiscovery andtrust negotiation. It alsodoesnot
possesa full formal semanticanddoesnot guaranteger
minationof queries.

The RT family of role-basedtrust managementan-
guaged13] bearssomesimilaritiesto our system.In RT,
the Datalog-basedules, or credentialsasthey arecalled,
specifyonly the role membershipelation: eitherdirectly,
by role hierarcly, by (director attribute-basedjlelegation
of authority or any combinationof these.The subjectsof
the rule headand the body conditionsare implicitly the
samewhichis sufcient to expressdelegationbut notcon-
venientfor appointmentpolicies. In RT's youngestoff-
spring,RTE [12], rulesaretranslatednto Datalog.. Con-
straintsareusedonly to de ne arangeon eachrole param-
eter;constraintdetweerntwo parameterarenot permitted
in orderto keeppoliciesmorecomprehensiblandto guar
anteetractability We nd thata moreliberal useof con-
straintsis usefulandnecessaryasour EHR policy shavs,
andcanstill beefcient in practice. RT rolesarepre xed
with theissuingentity, justlike Cassandra predicatesre,
but do not specify the locationwherea matchingcreden-
tial may be found. RT solvesthis by statically specifying
for eachrole namewhethercredentialgle ning suchroles
are storedwith the issueror the subject. Our EHR pol-
icy hasrulesin which predicateshave locationsdifferent

from bothissuerandthe subjectentity. A distinctive fea-
ture of the RT framework is that RT credentialscontaina
link to a so-calledApplication DomainSpeci cationDoc-
ument(ADSD) that de nes a commonvocahulary (types
of role parameterspatural languagedescriptionsof role
namesetc.) for collaboratingentities.

SD3is anotheDatalog-basetrustmanagemengystem
[11]. Similarto CassandraSD3predicatesanbepre xed
with an issuer(a public key), therebydelegating author
ity of predicatede nition to thatkey. A predicatecanfur-
therbetaggedwith anIP addressvhich is usedto referto
a remotepolicy. SD3is a very generalsystemthat does
not specifyary accessontrol meaningfor ary predicates
andcanbe viewed asCassandravithout constraintsroles
and accesscontrol semantics. SD3 passeghe proof tree
from its highly optimisedpolicy evaluationenginethrough
a simpleand small proof checler to reducethe size of its
trustedcomputingbase. This would be a techniquethat
couldalsobeappliedto Cassandra

The problemof trust negotiationhasbeenaddresseih
[19], wherevariousdifferentnegotiationstrategies(which,
whenandin which ordercredentialaredisclosedredis-
cussedTheir CredentialAccessPolicy (CAP) corresponds
to Cassandra canReqCredulesspecifyingthe prerequi-
sitesfor credentialdisclosure.Cassandra uniform treat-
mentof rulesduring evaluationgives us trust negotiation
almost “for free”, with a negotiation strategy similar to
their “ParsimoniousStratgy”. It has been pointed out
thatthis stratgy canleakinformationaboutpossessiownf
credentialswithout actually disclosingthem. The “Eager
Stratgy” doesnot have this problembut is lessef cient.
[20] preventsthe problemby addinganotherpolicy protec-
tion layer. [22] arguethatentitiesshouldbe giventhefree-
domto chooseheir own neggotiationpolicy. They identify
alargefamily of stratgjiesthataremutuallycompatible.

Conclusions and future work. We have developeda
trust managemensystem, Cassandrawith a role-based
policy speci cationlanguagen which the expressieness
canbetunedaccordingo needby choosinganappropriate
constraindomain.Apartfrom managemerntf role permis-
sions,activationsand(cascadingjleactvations, the system
also uniformly provides e xible automaticcredentialre-
trieval andautomatidrustnegotiation. With the constraint
domainwe devisedfor the EHR casestudy Cassandra
expressvenessurpassethatof existing systemswhile pre-
servinga strongterminationproperty Thepolicy language
is small, simple and devoid of ary redundantconstructs
suchas delegation or hierarchiesand yet it can express
a wide variety of policies. Cassandraincluding the lan-
guagetheaccesontrolengineandthe goal-orientedis-
tributed policy evaluationalgorithm,is fully andformally
speci edandthusamenablédo formal reasoning.



We planto useCassandra formal framework to prove
securitypropertiesaboutspeci ¢ policies. Along thesame
lines,we wishto formalisealow-level modelof Cassandra
that speci es the underlyingnetwork protocols,the pub-
lic key infrastructureandthe designof certi cates. We will
alsoinvestigatepossibilitiesfor makinganswergo requests
more descriptve and userfriendly without leaking sensi-
tive information.

To gathermorereliabletestresults,we needto build a
completeprototypethatis truly distributedandusedigital
certi cates for sendingcredentialsover the network. We
hopeto improve ef ciency by usinga standardrelational
databaséor policy rule lookups. Suchanimplementation
will enableusto testreal-world policiesin amorerealistic
setting, with millions of role activationsand entitiesthat
interactvia anunreliablenetwork.
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