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Abstract

We study the speci�cation of accesscontrol policy in
large-scaledistributed systems.Our work on real-world
policieshasshownthatstandard policy idiomssuch asrole
hierarchyor roledelegationoccurin practicein manysub-
tle variants. A policy speci�cationlanguage shouldthere-
fore be able to expressthis variety of features smoothly,
ratherthanaddthemasspeci�c featuresin anadhocway,
asis thecasein manyexistinglanguages.

We presentCassandra, a role-basedtrust management
systemwith an elegant and readablepolicy speci�cation
language basedon Datalog with constraints. Theexpres-
siveness(and computationalcomplexity) of the language
canbeadjustedby choosingan appropriateconstraint do-
main. With just �ve specialpredicates,we can easilyex-
pressa wide range of policies including role hierarchy,
role delegation, separation of duties, cascadingrevoca-
tion, automaticcredentialdiscoveryandtrust negotiation.
Cassandrahasa formalsemanticsfor queryevaluationand
for theaccesscontrol enforcementengine. We usea goal-
orienteddistributedpolicy evaluationalgorithmthat is ef-
�cient andguaranteestermination.Initial performancere-
sultsfor our prototypeimplementationhavebeenpromis-
ing.

1. Intr oduction

The emergenceof wide-areanetwork-basedservices
posesnew andchallengingproblemsto securitymanage-
ment. The networks in questionare generallyheteroge-
neous,decentralisedandlarge-scale,with possiblymillions
of autonomousentities(which maybeindividuals,agents,
organisationsor otheradministrativedomains)thatwish to
sharetheir resourcesin a secureand controlled fashion.
Collaboratingentitiesmaybemutualstrangersat �rst, thus
accesscontrolcannotbebasedon identity, asit is thecase
in traditionalapproaches.

In the trust managementapproach[5], authorisationis
basedon credentials,digitally signedcerti�catesasserting

attributesaboutentitiesholdingthem. In systemssupport-
ing trust negotiation [19], peersestablishtrust between
eachother by exchangingsetsof suitablecredentials.A
policy speci�cation language is usedto de�ne a system's
securitypolicy, a setof rulesspecifyingthesecuritygoals
in a high-level language. This approachseparatespol-
icy from implementation,simpli�es securityadministration
andfacilitatespolicy evolution.

Thediversityof emerging applicationswith widely dif-
feringsecurityrequirementshasledto thedevelopmentof a
varietyof increasinglyexpressive policy speci�cationlan-
guages(e.g.[5, 6, 9, 11, 14, 13, 12, 7]). Existingonesare
extendedto accommodatemorecomplex policies. For ex-
ample,therole-basedtrustmanagementlanguageRT0 [14]
was extendedto RT1 to handleparameterisedroles, and
to RTT to expressseparationof duties[13]. Anotherex-
tensionof RT, RT C

1 [12], providesconstructsfor limiting
the rangeof role parametersusingconstraints.However,
addingconstructsto a languagein anadhocfashionto in-
creaseits expressivenesshasseveraldisadvantages.Firstly,
it is unlikely thattheextensionwill coverall policiesof in-
terest;secondly, thesemanticsandimplementationsof the
languagehaveto bechanged;thirdly, languageswith many
constructsare harderto understandand to reasonabout;
and lastly, policy evaluation usually becomescomputa-
tionally moreexpensive with increasingexpressiveness(in
somecases,thelanguageis evenTuring-complete).

We have designed a trust managementsystem,
Cassandra, in whichtheexpressivenessof thepolicy speci-
�cation languagecanbeadjustedby selectinganappropri-
ateconstraint domain. The advantageof this approachis
thattheexpressiveness(andhencethecomputationalcom-
plexity) canbe chosendependingon the requirementsof
theapplication,andcaneasilybechangedwithout having
to changethelanguagesemantics.In our prototypeimple-
mentationof Cassandra, a constraintdomainis a separate
modulethat canbepluggedinto thepolicy evaluationen-
gine.Wehaveidenti�ed aconditiononconstraintdomains,
constraint compactness, which ensuresthatpolicy evalua-
tion is decidableandguaranteedto terminate.

By factoringout the constraintdomain, the language
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Figure 1. Cassandra components.

syntaxand semanticsare kept small and simple. In par-
ticular, Cassandrahasno explicit provisions for standard
policy idioms suchasrole hierarchy, separationof duties
or delegation; instead,it is truly policy-neutral in that it
canencodesuchidioms (andmany variants). Its expres-
sivenesssuf�ces for policiesfoundin highly complex real-
world applications;this hasbeenshown by our work on a
large-scalesecuritypolicy for a nationalelectronichealth
recordsystem[3].

In x2 wegive aninformaloverview of Cassandra's pol-
icy speci�cation language. Unlike most other systems,
Cassandranot only formally speci�esthepolicy language
but also the accesscontrol semanticsgoverning the dy-
namic behaviour of an entire Cassandranetwork. This
operationalsemanticsis describedin x3. x4 shows how
examplesof standardpolicies,includingrole validity peri-
ods,rolehierarchy, separationof duties,roledelegationand
trust negotiationpolicies,canbe expressedin Cassandra.
The policy speci�cation languageand semanticsare for-
mally de�ned and an algorithm for policy evaluation is
given in x5. x6 brie�y discussesour casestudyon secu-
rity policiesfor a nationalelectronichealthrecordsystem.
We alsodiscussour prototypeimplementationandprelim-
inaryexperimentalresults.Finally wediscussrelatedwork
andconclude.

2. Policy speci�cation overview

Cassandrais a trustmanagementsystemallowing a po-
tentially large network of entitiesto sharetheir resources
underwell-de�ned restrictions,speci�ed by local access
control policies,even if they aremutualstrangers.Every
entity runs its own copy of a Cassandraservice,which
actsas a protective layer aroundthe resources.Figure1
shows theinternalcomponentsof a Cassandraservice.In-
teractionwith otherentitiesis donevia the interfacethat
de�nes requestsfor performingan action(i.e. accessinga
resource),activating anddeactivating a role, andrequest-

ing acredentialthatcanbeusedto supportanotherrequest
somewhereelse.Theaccesscontrol enginehandlesthere-
questby invoking the policy evaluationengine, which in
turn queriesthe local Cassandrapolicy. The expressive-
nessof the policy speci�cation languagedependson the
globallychosenconstraintdomain,C, anindependentmod-
ule that is pluggedinto the policy evaluationengine. As
policiescanrefer to policiesof otherentities,policy eval-
uationmaytriggerqueriesof remotepolicies(possiblythe
requester's) over the network. The answerof the policy
evaluationengineis usedby the accesscontrol engineto
decidewhethertherequestis to begranted.As a resultof
a request,the local policy maybemodi�ed. For example,
if a role is activated,this new fact is put into the policy;
similarly, deactivationof rolescausesfactsto be removed
from thepolicy.

Cassandra's policy speci�cation languageis basedon
DatalogC, a generic extension of negation-free Datalog
(Prolog without function symbols)wherethe expressive-
nesscanbetunedby varyingtheconstraintdomainparam-
eterC[10]. A DatalogC rule is of theform

p0(~e0)  p1(~e1); ::; pn (~en ); c
where the pi are predicatenamesand the ~ei are (possi-
bly empty)expressiontuples(that may containvariables)
matchingthe parametertypesof the predicate. p0(~e0) is
theheadof therule,andthesequenceof predicateson the
right handsideof the arrow is the bodyof the rule; c is a
constraint ontheparametersoccuringin therestof therule.
Intuitively, to deducetheheadof arule,all bodypredicates
mustbededucablein sucha way thattheconstraintis also
satis�ed.A setof DatalogC rulescanthenbeinterpretedas
thedeductive closureof theset.

Theconstraintof a rule,c, is a formulafrom some�x ed
constraint domain C, a languageof �rst order formulae
containingat least true, false and the identity predicate
“=” betweenC-expressions(variables,entitiesandpossibly
otherconstructs).It mustbeclosedundervariablerenam-
ing, conjunction(^ ) anddisjunction(_). Furthermore,it
mustbeequippedwith an interpretationthatde�nes when
formulaearesatis�ed.

Theexpressivenessof DatalogC dependson thechosen
constraintdomainC. For example,theleastexpressivecon-
straintdomainis theonewheretheonly atomicconstraints
areequalitiesbetweenvariablesandconstants.Choosing
this trivial constraintdomainreducestheexpressivenessof
the languageto standardDatalogor Horn clauseswithout
functionsymbols.Morepowerful constraintdomainsoften
includeboolean,arithmeticandsetconstraints,andmake
useof morecomplex expressionssuchastuples,setexpres-
sionsand(side-effectfree)functionapplications(e.g.to ac-
cessthe currenttime). The computationalcomplexity of
evaluatingDatalogC programsincreaseswith expressive-
ness:with setconstraintsit is alreadypossibleto encode



the Hamiltoniancycle problem,andthusall NP-complete
problems. Caremustbe taken not to choosea constraint
domainthatis tooexpressiveasthiscanresultin programs
in which queriesareundecidable.We will later introduce
the notion of constraint compactnessto restrictconstraint
domainsto thosethatguaranteeterminationof queries.

In Cassandra, accesscontrolis role-based,androles,as
well asactions,areparameterised.Role-basedaccesscon-
trol (RBAC) [17, 8] wasinitially introducedto simplify se-
curity administrationof largeenterprises.In thecontext of
distributedtrustmanagement,rolescanmoregenerallybe
usedasa representationof authenticatedsubjectattributes
in decentralisedaccesscontrol [13]. Formally, a role is a
typed role nameappliedto an expression(that may con-
tain variables)of a matchingtype, e.g.Manager (Sales-
dept ). Similarly, anactionis anactionnameappliedto an
expression,e.g.Read-file (�le ). For theremainderof the
paper, variableswill be written in small lettersanditalics
(e.g.f il e), genericconstantsin italics but capitalised(e.g.
someentity E), andconcreteconstantsin typewriter font
(e.g.Sales-dept ).

Policiesare speci�ed by rules de�ning predicatesthat
govern accesscontrol decisions:permits de�nes who can
performwhich action;canActivatespeci�eswho canacti-
vatewhich roles(andthusimplicitly de�nestherolemem-
bershiprelation); hasActivatedspeci�eswho is currently
active in which role; canDeactivatespeci�eswho canre-
voke which role; isDeactivatedis usedto de�ne automat-
ically triggeredrole revocation; and �nally , canReqCred
rulesspecify the conditionsto be satis�ed beforethe ser-
vice is willing to issueand disclosea credential. User-
de�ned auxiliarypredicatesarealsoallowed.

In the trust managementapproach,accesscontrol de-
cisionsarebasedon credentialsassertingpropertiesabout
the holders. In Cassandra, the propertiesassertedby cre-
dentialsare (constrained)predicates.Therefore,in order
to satisfy a predicatein a rule body, either the predicate
canbe deducedfrom the local policy or it is assertedby
a foreign credentialissuedandsignedby someotheren-
tity. Suchcredentialsareeitheralreadystoredlocally, or
aresubmittedto theservice,or automaticallyfetchedby the
servicefrom someotherentity. To putconstraintsontheis-
suerandthestoragelocationof credentials,eachCassandra
predicatehasan issuer and a location (constantor vari-
able)parameter, andis written loc@iss:p(~e). For example,
Alice @UCam:canActivate(Alice ; Student (Maths )) is a
predicateassertingthat Alice is a Maths student. If this
predicateis partof a rule body, CassandracancontactAl-
iceoverthenetwork (unlessthis is Alice's localpolicy) and
requestthecorrespondingcredentialissuedby theUniver-
sity of Cambridge.

We will often write iss:p(~e) as shorthand for
E@iss:p(~e) andp(~e) for E@E:p(~e), if E is clearfrom the

context. Intuitively, if a predicateloc@iss:p(~e) appearsin
the body of a rule in E 's policy, and loc is equal to E ,
it is deducedlocally from E 's policy (if iss is not equal
to E , this mustbe a foreign credential). If, however, loc
is not equal to E , this meansthat the authority over the
predicateis delegatedto the remoteentity loc, so E re-
questsa credentialiss:p(~e) from locover thenetwork. loc
will allow this only if herlocal policy letsherdeduceboth
canReqCred(E ; iss:p(~e)) andiss:p(~e). If theseconditions
aremet,acredentialcontainingiss:p(~e) (issuedandsigned
by iss) is sentbackto E . A moreformal treatmentof the
languagesemanticsis givenin x5.1.

3. AccessControl Semantics

Cassandraactsasa protective layer aroundthe shared
resources,allowing network accessonly throughan inter-
face.This interfacede�nes requestsfor performinganac-
tion, activatinga role, deactivatinga role, andfor request-
ing a credential.Incomingrequestsarecheckedby theac-
cesscontrolengineagainstthelocal policy (Figure1). En-
tities cansupporttheir requestsby submittingcredentials
to theservice;theservicewill thenusetheassertionsin the
credentialsalongwith its own local policy to evaluatethe
query. Grantingarequestcanhaveside-effectsonpolicies,
e.g.whenarole is activated,acorrespondinghasActivated
credentialrule is addedto thepolicy.

Wehaveformally speci�edtheoperationalsemanticsof
the accesscontrol engineby a labelledtransitionsystem
wherethelabelsaretherequestsandthetransitionsarebe-
tweensetsof policiesof all entities.Dueto lack of space,
we will only give a brief overview of the requestde�ni-
tions.

Performing an action. Supposethe requesterE at-
tempts to perform the (parameterised)action A on S's
Cassandraservice.E 's requestis grantedif permits(E ; A)
is deduciblefrom S'spolicy (andsubmittedcredentials).

Roleactivation. SupposeE attemptsto activatethe(pa-
rameterised)roleR onS's Cassandraservice.Therequest
is grantedif the role hasnot alreadybeenactivatedandif
canActivate(E ; R) can be deducedfrom S's policy (and
submittedcredentials). As a result of this transition,the
correspondinghasActivatedcredentialrule is addedto S's
policy.

Role deactivation. SupposeE requeststo deactivate
V 's role R on S's Cassandraservice. The requestis
grantedif V is really currently active in the role R and
if canDeactivate(E ; V; R) is deduciblefrom S's policy
(andsubmittedcredentials).Dependingon thelocalpolicy
rules,this deactivationmayalsotriggerthedeactivationof
otherrole activationsin S's policy (local cascadingdeacti-
vation).For thispurpose,weneedto computethesetof all



hasActivatedcredentialrulesin S'spolicy for whichacor-
respondingisDeactivatedcredentialcanbe derived under
the assumptionisDeactivated(V; R). The role activations
in thissetarethenremovedfrom S'spolicy.

RequestingCredentials. SupposeE requeststhe cre-
dentialI :p(~x)  c (adigital certi�cateassertingp(~x)  c,
issuedandsignedby I ) from S. S's service�rst computes
theanswerto thequerycanReqCred(E ; I :p(~x))  c. The
answeris a constraintc0 restrictingthe valuesthat ~x can
take.

If I and S are identical, the answerc1 of the query
p(~x)  c0 is computed,and, if c1 is satis�able, the new
credentialS:p(~x)  c1 is issuedandsentto E . If I and
S aredifferent,thismeansthattherequestedcredentialis a
foreigncredentialheldby S, soit cannotbefreshlyissued
andsigned. In this case,S sendsE all her credentialsof
the form I :p(~x)  c2 suchthatc2 is at leastasrestrictive
asc0.

4. Standard policies

Unlike otherpolicy speci�cationlanguages,Cassandra
doesnot have specialconstructsfor expressingstandard
policies suchas role hierarchies,separationof dutiesor
delegation. Indeed,we canshow thatCassandra, equipped
with asuf�ciently powerful constraintdomain,canexpress
thesepolicies in a conciseand readableway. Having no
constructsin the languagefor speci�c policy idioms not
only keepsthe languageandits semanticssmall andsim-
ple; it also avoids the necessityof having to constantly
extend the language. Furthermore,our work on policies
for a national electronichealth record infrastructurehas
shown that, in large-scalereal-world applications,these
“standard”policiesoccur in many variantsandcombina-
tions with subtlebut signi�cant semanticdifferences[3].
Cassandrawasdesignedin suchawaythatthewholerange
of policy variantscanbeexpressedwithout additionalfea-
tures. It should be noted that Cassandrawas designed
speci�cally for authorisationpolicies; in particular, we do
not dealwith obligation policiesspecifyingthe automatic
triggeringof actions(asin [7]).

In thefollowing, we show how standardpoliciescanbe
written in Cassandra.

Role validity periods. In the following rule, a certi�ed
doctor(with certi�cation issuedat time t) is alsomember
of the role Doc() if t is at mostoneyearago. This is an
examplewherethefreshnessrequirementof a certi�cation
is setby theacceptor, not by thecerti�cate issuer(asrec-
ommendedin [16]). The chosenconstraintdomainmust
containa (side-effect free)built-in functionthatreturnsthe
currenttime,andintegerorderconstraints.

canActivate(x; Doc())  
canActivate(x; CertDoc (t)) ;
CurTime () � Years (1) � t � CurTime ()

Auxiliary roles. Sometimesa role is usedsolely to ex-
presssomepropertyabout its membersand can be used
without prior activation. In this rule, a logged-inusercan
reada �le provided that the systemcandeducesheis the
owner of that �le. Ownershipis hereexpressedwith the
auxiliaryOwner role thatneednotbeactivated.

permits(x; Read(f il e))  
hasActivated(x; Login ()) ;
canActivate(x; Owner(f il e))

Rolehierarchy. In this variantof parameterisedrolehi-
erarchy, membersof a superiorrole (Engineer working
in somedepartment)areautomaticallyalsomembersof a
morebasicrole (Employee working in the samedepart-
ment).

canActivate(x; Employee (dep))  
canActivate(x; Engineer (dep))

Separationof duties. In this commonexamplefor sepa-
rationof duties,apaymenttransactionrequirestwo phases,
initiation and authorisation,which have to be executed
by two different people. The rule implementsthe dy-
namicandparameterisedvariantof separationof duties:an
Authoriser of a paymentmust not have activatedthe
Init role for thesamepayment.This restrictionis imple-
mentedby the user-de�ned countInitiators predicate. Its
de�nition is givenby thesecondrule,anexampleof anag-
gregaterule. Thecounthzi aggregateoperatorcountshow
many differentvaluesof z satisfythebody. Therefore,the
parametern is 0 only if x hasnot activatedtheInit role
for thesamepayment.

canActivate(x; Authoriser (payment ))  
countInitiators(n; x; payment ); n = 0

countInitiators(counthzi ; x; payment )  
hasActivated(z; Init (payment )) ; z = x

Roledelegation. Here,anadministratorcandelegateher
role to somebodyelseby activating the DelegateAdm
role for thedelegatee.Thedelegateecanthensubsequently
activatethe administratorrole. The �rst parameterof the
administratorrole speci�es who the delegator was. The
secondparametern is anintegerfor restrictingthelengthof
thedelegationchain: thedelegateecanactivatetheadmin-
istratorrole only with a “rank” n0 that is strictly lessthan
the delegator's rank n but mustbe at least0. Settingthe
parameterto 1 for non-delegatedadministrators(i.e. those
at the top of a delegationchain)amountsto non-transitive
delegation. Removing the constrainton n in the second
rule resultsin unboundeddelegationchains.

canActivate(x; DelegateAdm (y; n))  
hasActivated(x; Adm(z; n))

canActivate(y; Adm(x; n0))  
hasActivated(x; DelegateAdm (y; n)) ; 0 � n0 < n



With thefollowing rule, thedelegatedrole is automatically
revoked if the delegation role of the delegator is deacti-
vated.

isDeactivated(y; Adm(x; n0))  
isDeactivated(x; DelegateAdm (y; n))

However, we needto specifywho is allowedto deactivate
a delegationrole. In grant-dependentrevocation(�rst rule
below), only thedelegatorherselfhasthis power. In grant-
independentrevocation(secondrule below), every admin-
istrator (who hasat leastashigh a rank as the delegator)
candeactivatethedelegation.

canDeactivate(x; z; DelegateAdm (y; n))  x = z
canDeactivate(x; z; DelegateAdm (y; n))  

hasActivated(x; Adm(w; n0)) ; n � n0

A ratherparanoidpolicy mayspecifycascadingrevocation:
if adelegatedadministratoris revokedfrom herrole,all her
delegationmustalsoberevokedrecursively.

isDeactivated(x; DelegateAdm (y; n))  
isDeactivated(z; DelegateAdm (x; n0))

The trust managementsystemOasis[21] hasa language
constructfor roleappointment,ageneralisationof roledel-
egation.Ourwork onreal-world policiessuggeststhatvari-
antsof generalappointmentare indeedfar morefrequent
than role delegation [3]. Appointmentand other stateful
policies can be expressedin Cassandrain a very similar
wayasshown above for delegation.

Automatic trust negotiation & credential discovery.
Supposethefollowing rule is partof thepolicy of a server
holding theelectronichealthrecords(EHR) for somepart
of theUK' s population.To activatethedoctorrole,x must
be a certi�ed doctorin somehealthorganisationorg, and
furthermoretheorganisationmustbea certi�ed healthor-
ganisation.Bothrequirementsmustbesatis�edin theform
of credentialssignedby someentity auth belongingto a
locally de�ned setof registrationauthorities.

canActivate(x; Doc(org))  
auth: canActivate(x; CertDoc (org)) ;
org@auth: canActivate(org; CertHealthOrg ()) ;
auth 2 RegAuthorities ()

In therule above, thereis no locationpre�x in front of the
�rst body predicate,so the doctor certi�cation credential
is requiredto alreadybe in the local policy or have been
submittedby x togetherwith the role activation request.
No automaticcredentialrequestsareissuedthe credential
is not found. On the otherhand,thereis a locationpre�x
org in front of thesecondbodypredicate:thehealthorgan-
isationcredentialis automaticallyrequestedfrom org, or,
moreprecisely, theentity thevariableorg standsfor during
actualevaluation. However, the healthorganisation(say,
Addenbrooke's Hospital) will allow this retrieval request
only if its canReqCredpolicy allows it. With the follow-
ing rule,Addenbrooke'sspeci�esthatit is willing to reveal

itsCertHealthOrg credential,signedby theregistration
authorityof EastEngland,to certi�ed EHRservers.

canReqCred(x; y:canActivate(z; CertHealthOrg ())  
x@auth: canActivate(x; CertEHRServ ()) ;
y = RegAuthEastEngland ^ z = Addenbrookes ;
auth 2 RegAuthorities ()

The x@auth pre�x speci�es that the requiredcredential
mustbesignedby someregistrationauthorityandthatit is
to be retrieved automaticallyfrom x; in this case,x will
have beeninstantiatedto be the EHR server. The EHR
serverwill in turnhavecanReqCredpolicy rulesspecifying
to whomits CertEHRServ credentialmaybedisclosed.
As this exampleshows, a simplerequestcantrigger mul-
tiple phasesof credentialexchangesbetweentwo or more
entitiesover the network until a suf�cient level of mutual
trusthasbeenestablished.

5. Languagesemanticsand evaluation

This section de�nes the syntax and semanticsof
Cassandra's policy speci�cation language. We also de-
scribe a goal-orientedalgorithm for evaluating policy
queriesthat is soundandcompletewith respectto thelan-
guage,anddiscussa conditionfor guaranteedtermination
of queryevaluation.

5.1.LanguageSemantics

Eachentity E l oc on the network protectsits resources
with a (possiblyempty) Cassandrapolicy, a �nite set of
Cassandrapolicy rulesof theform

E l oc@E iss :p0(~e0)  
loc1@iss1:p1(~e1); ::; locn @issn :pn (~en ); c:

The locationandthe issuerof therule, E l oc andE iss , are
entity constants,andtheloci andiss i areentitiesor entity
typedvariables.Thepi (~ei ) arewell-typedpredicates,andc
is a constraintfrom theglobally chosenconstraintdomain
C.

A rulewith emptybodyof theform

E l oc@E iss :p0(~e0)  c

is calleda credentialrule or just a credential. (Thesecor-
respondto factsin Logic Programming.)If it is sentover
the network, it canbe thoughtof asa certi�cate asserting
p0(~e0), signedand issuedby E iss , andbelongingto and
storedatE l oc. Thelocationandtheissuerof aruleareusu-
ally identical;only in thecaseof a credentialrule canthey
be different,asE l oc may hold a foreign credentialsigned
by adifferententityE iss .



Wewill omit thepre�x E l oc fromaruleif it is clearfrom
thecontext, andalsoE iss , loci andiss i if they areequalto
E l oc.

Access control decisions are based on policy
queries which have the same form as credentials:
E l oc@E iss :p0(~e0)  c. The answerto a query is a set
of constraintsci suchthat E iss :p0(~e0)  c ^ ci can be
deducedfrom E l oc 's policy. For example,thequery

UCam@UCam:canActivate(x; Student (subj ))  
subj = Maths

mayreturntheconstraintsf x = Alice ; x = Bobg, and
thequery

UCam@UCam:canActivate(x; Student (subj ))  
x = Alice ^ subj = Maths

wouldsimply returnf trueg.
Thesemanticsof apolicy is de�nedby thesetof all cre-

dentialsthatcanbededucedfrom it. To formally de�ne the
notionof deduction,we extendthenotionof consequence
operator known from constraintlogic programming[18].
We constructa consequenceoperatorTP , whereP is the
�nite union of the policiesof all entities. Given a setof
credentialsI (which we distinguishonly up to variablere-
naming),TP (I ) returnsthe setof all credentialsthat can
bededucedfrom I andthepoliciesin P in onestep.

Thede�nition of TP assumestheexistenceof two com-
putableoperationson C-constraints,9C and) C. 9Cx: (c)
computestheexistentialquanti�er eliminationof x andre-
turns the set of conjunctsin the disjunctive normal form
(DNF) of theresult.If V is asetof variables,wealsowrite
9C

� V (c) for the setof conjunctsin the DNF of c, with all
freevariablesapartfrom theonesin V existentiallyelimi-
nated.(This is in effect a projectionof c ontothevariables
V .)

) C is a computable subsumption relation on C-
constraints:if c1 ) C c2 returnstrue thenc1 is subsumed
by c2, i.e. all substitutionsthatsatisfyc1 alsosatisfyc2.

ThentheconsequenceoperatorTP (I ) is de�ned to con-
tain all credentialsof the form E l oc@E iss :p(~x)  c0 (for
someentitiesE l oc, E iss ) if I containsno othercredential
thatalreadysubsumesit: if E l oc@E iss :p(~x)  c0

0 2 I and
c0 ) C c0

0 thenc0 = c0
0; andfurthermore,if thereis some

matchingrule
E l oc@E iss :p(~x)  P1; ::; Pn ; c

in P (i.e.in thepolicy of E l oc) suchthatthereis aconstraint
c0 with thefollowing property:

c0 2 9C
� ~x (c1 ^ :: ^ cn ), andc0 is satis�able, for some

constraintsc1; ::; cn , suchthateachci isacontributionfrom
Pi . We sayci is a contribution from Pi � yl oc@yiss :q(~y)
if oneof thefollowing two caseshold.

Eitheryl oc is takento belocal, soPi hasto bededuced
from E l oc 's own local policy. This meansthat ci mustbe

equalto some
(c0

i ^ yl oc= E l oc ^ yiss = E 0
iss )

suchthatE l oc@E 0
iss :q(~y)  c0

i is alreadyin I .
Alternatively, yl oc may refer to some remote entity

E 0
l oc 6= E l oc, so Pi hasto be deducedfrom E 0

l oc 's policy.
As this amountsto a credentialrequestandE 0

l oc 's creden-
tialsareprotectedby canReqCredrules,thecorresponding
canReqCredpredicatemustalsobesatis�ed,aswell asPi

itself. In thiscase,ci is someconstraintin
9Cxe: (c0

i ^ c00
i ^ yl oc= E 0

l oc ^
yiss = E 0

iss ^ xe= E l oc)
suchthatbothcredentials
E 0

l oc@E 0
l oc:canReqCred(xe; yiss :q(~y))  c0

i and
E 0

l oc@E 0
iss :q(~y)  c00

i arealreadyin I .

The consequenceoperatorTP (I ) is continuouson the
powersetof credentialsandthushasa uniqueleast�x ed-
point

S
n � 0 Tn

P (; ) whichwecall the�x ed-pointsemantics
of P. It coincideswith our intuitive notion of deductive
closureof thepolicy rules.

Sometimeswe needto know not only whethera pred-
icatecanbe satis�ed but alsohow often. For example,it
is oftennecessaryto know thatnobodyhasactivateda cer-
tainrole, i.e. thecorrespondinghasActivatedpredicatecan
be satis�ed 0 times. For thesepurposes,we de�ne rules
with aggregation operators [15]. (Theserequirethe con-
straintdomainC to containequalitiesover setandinteger
constantsandvariables.)A Cassandraaggregationrule is
of theform

E l oc@E l oc:p(aggophxi ; ~y)  E l oc@iss:q(~x); c
wherethe aggregation operatoraggopis either group or
count. The predicateq(~x) is requiredto be one that can
besatis�edwith only �nitely many differentparameterson
E l oc, and~x mustcontainx. If the operatoris group, the
�rst argumentof p standsfor the �nite setof all different
valuesof x suchthat the rule bodycanbesatis�ed. If the
operatoris count, it standsfor the cardinalityof that set.
For example,

getSetOfActiveDoctors(grouphxi ; spcty)  
hasActivated(x; Doctor (spcty))

�nds thesetof all active doctorswith specialtyspcty.

5.2.Evaluation

Recallthattheaccesscontrolenginemakesaccesscon-
trol decisionsby invoking the policy evaluation engine,
which queriesthe local policy. We now describethe al-
gorithmsusedin thepolicy evaluationengine.

In deductive databases,queriesare usually evaluated
against a model that is pre-computedwith a bottom-up
algorithm that, starting from basic facts, iteratively adds
derived facts until the �x ed-point semanticsis reached.



This would not be an acceptableevaluation strategy for
Cassandra: �rstly , theconstraintsmaycontain(side-effect
free)functioncallsthatdependontheenvironment,for ex-
amplefor gettingthecurrenttime,andthereforecannotbe
pre-computed;secondly, thefact that rule bodiescanrefer
to remotepredicateswould requirea distributed form of
bottom-upevaluationwhich would be highly impractical;
andthirdly, themodelwould have to bere-computedafter
every activation or deactivation of rolesasrole activation
anddeactivationmodify policies.

The standard SLD top-down resolution algorithm
known from Logic Programming(e.g.Prolog)is not suit-
ableeitherasit may run into in�nite loopsevenwhenthe
�x ed-pointsemanticsis �nite. Instead,Cassandrausesa
modi�ed versionof Toman'smemoingalgorithmfor evalu-
atingconstraintextensionsof Datalog[18]. BasedonSLG
resolution,it combinesadvantagesof both the top-down
andthe bottom-upapproaches:it is goal-orientedandyet
preserves the terminationpropertiesof the bottom-upal-
gorithmsby memoing(tabling)alreadyseensubgoalsand
their answers. To solve a subgoalfor which a table en-
try alreadyexists,thealgorithmusesthetabledanswersas
solutions;whenever new answersareaddedfor the entry,
they areautomaticallypropagatedto otherwaiting evalua-
tion branches.If no relevantentryexistsfor thesubgoal,a
new tableentryis createdandpopulated.Wehaveextended
thealgorithmin [18] to dealwith goalsreferringto remote
entities.

Supposethe query E l oc@E iss :p0(~x0)  c0 is to be
evaluatedby theCassandraserviceof E l oc. Evaluationis
startedby calling the ClauseResolutionprocedureon the
query.

ClauseResolution. Findall policy ruleswith amatching
head,i.e. of theform

E l oc@E iss :p0(~x0)  P1; ::; Pn ; c1.
For all suchc1, computec2 � c0 ^ c1 if the result is sat-
is�able. If the rule body is non-empty(n � 1), call the
QueryProjectionprocedureonthelist P1; ::; Pn ; c2. Other-
wisecall theAnswerProjectionprocedureonthecombined
constraintc2.

Query Projection. This procedureoperateson a list of
predicatesP1; ::; Pn andaconstraintc. Usingthe9C opera-
tion,projecttheconstraintontothefreevariablesof the�rst
predicateP1 in thelist andcomputetheDNF constraintset.
For all ci from thisset,call theAnswerPropagationproce-
dureonP1  ci , andthe(possiblyempty)list of remaining
predicates,P2; ::; Pn .

Answer Propagation. Thisprocedureoperatesonasub-
goal P  c, anda list of remainingpredicatesP2; ::; Pn .
Checkwhetherwe have alreadyencountereda queryP  
c0 suchthat c ) C c0, in which casethe currentgoal can
besolvedusinganswersfrom thatquery. For eachalready

existing answerd, combineit with the currentconstraint
andcall theClauseResolutionprocedureon theremaining
predicatesin the list, or theAnswerProjectionprocedure,
if theremaininglist is empty. We alsoneedto storethein-
formationthat this querywaits for answersfrom theproof
of P  c0.

If, however, no such P  c0 exists yet, we need
to spawn a new query for P  c and wait for its an-
swers. If the locationof P is remote,a credentialrequest
is sentto the remoteentity. The remoteentity will then
call its QueryProjectionprocedureon the list containing
canReqCred(E l oc; P) andP with theconstraintc.

Answer Projection. This procedureis called when the
list of bodypredicatesis empty. Theremainingconstraint
is thenprojectedontothefreevariablesof thequerypred-
icate. The resultingconstraintsarestoredin the answers
table and propagated to all queriescurrently waiting for
suchanswers,andexecutionis resumedthere.If thewait-
ing party is a remoteentity, theanswersaresentto it over
the network in the form of credentials.The remoteentity
will theninvoke its AnswerProjectionprocedureon these
answers.

On exit, the table entry for the original query will be
populatedwith all its answers.Thealgorithmis soundand
completewith respectto thelanguagesemantics.

As in otherdatabaseapplications,werequirequeryeval-
uationto alwaysterminate.Clearly, if thechosenconstraint
domain C is too expressive, it is possibleto write poli-
ciesandqueriesthatareuncomputable.Often,thefeatures
that make it too expressive seemratherinnocuousat �rst
glance.For example,constraintdomainswith untypedtu-
ple constructorsor with negative gap-orderconstraintsof
theform x � c < y (wherec is a positive integerconstant)
enabletheconstructionof undecidablepolicies.

Constraint compactness[18] is asuf�cient conditionon
constraintdomainsto guaranteea �nite and hencecom-
putable�x ed-pointsemanticsfor any �nite global policy
setP. A constraintdomainC is saidto beconstraintcom-
pactif any in�nite setof C-constraintsin whichonly �nitely
many variablesandconstantsoccurhasa �nite subsetsub-
sumingthe entireset,that is, for every constraintc in the
in�nite setthereis a constraintc0 in the�nite setsuchthat
c ) C c0.

Unfortunately, constraintcompactnessseverelyrestricts
the expressivenessof the constraintlanguageand is also
oftenhardto prove. We usestaticgroundnessanalysis[1]
to restrictpoliciesin sucha way thatvariablesoccuringin
speci�c constructswill alwayshave beengrounded(so a
uniquevalue can be deducedfor each)by the time exis-
tential quanti�er eliminationis performedon them,given
thequerypatternsfrom x3 (e.g.canActivatequeriesareal-
waysfully grounded),so theseconstructscanbe ignored.



We alsousestaticgroundnessanalysisto ensurethat the
locationpre�x of body predicatesbecomesgroundby the
time we evaluateit: otherwisetheevaluatorwould have to
querymany differententities(all, in theworstcase),which
is clearlyunpractical.

6. Discussion

EHR casestudy. Cassandra's designprocesswas par-
tially guidedby our casestudy [3] on an accesscontrol
policy for a nationalelectronichealthrecord(EHR) sys-
tem. The backgroundof the casestudyis the British Na-
tionalHealthService'scurrentplantodevelopanelectronic
dataspinethatwill contain“cradle-to-grave” medicaldata
for all patientsin England.Theprojectis highly risky and
challengingfor several reasons:it is extremelylarge-scale
with 100million recordsandbillions of accessesperyear;
therequirementsarelikely to changefrequently, in partic-
ular thoseconcerningaccesscontrol; and it is inherently
distributedwith interactinghealthorganisations,registra-
tion authoritiesandthe data-spine.Thesechallengescan
bestbemetby a distributedtrustmanagementsystemthat
allows policiesto be speci�ed in a suf�ciently expressive
high-level language.

In our casestudy, we proposea distributedthree-level
infrastructureto copewith thelargescale.Basedonof�cial
speci�cation documents,we have developed Cassandra
policies for the entire infrastructure. Our proposedpoli-
ciescontaina total of 310 rules,de�ne 58 parameterised
rolesandimplementall therequiredaccesscontrolrules.

Therequirementsarenot only highly complex but also
containprinciplesunseenin traditionalaccesscontrolmod-
els. For example,the policiesneedto handleexplicit pa-
tientconsent,third-partydisclosureconsent,individualised
accessdecisions(e.g. a patient could prohibit accessto
recorditemsconcerninga certainmedicalsubjectto a spe-
ci�c doctor), appointmentof agentsacting on a patient's
behalfandworkgroup-basedaccesscontrol (e.g.basedon
wardor consultantteammembership).

Oneof themainlessonslearntfrom thecasestudyis that
standardpolicy idioms suchasrole appointmentoccur in
many differentvariants.We thushadto designCassandra
in sucha way that it could expressall of theseelegantly.
Ourapproachwasto identify thesmallnumberof underly-
ing primitivesconcerningrole membership,activationand
deactivation,andto basethelanguagesolelyon those.The
distributednatureof theEHRpoliciesalsonecessitatedfea-
turesfor automaticcredentialdiscoveryandcredentialpro-
tection(automatictrustnegotiation).

For thecasestudy, we deviseda suf�ciently expressive
constraintdomain containingtuple expressionsand pro-
jections, disequalities,integer order inequalities,built-in
functionsto accessstate-dependentdataandset inclusion

constraints[3]. It is constraint-compactandthusguarantees
query termination,but its relatively high expressiveness
still makesit possiblein principleto write policiesthatare
prohibitively expensiveto evaluate.However, suchpolicies
do not seemto occurin practice,asthe recursiondepthis
usuallysmall andvariablesareinstantiatedto groundval-
uesearlyon.

Implementation and performance. A prototype of
Cassandrahasbeenimplementedin OCaml. The codeis
factoredinto independentmodulesas depictedin Figure
1. In particular, constraintdomainimplementationscanbe
pluggedinto thepolicy evaluationengineasseparatemod-
ules,aslongasthey providefundamentaloperationsof pro-
jection,satis�ability andsubsumptionchecking.We have
implementedtheconstraintdomainusedfor theEHR case
study, includinga typeinferencemechanismthatallowsus
to omit explicit variabletyping.

At the time of writing, role deactivation andcredential
requestsandthe staticgroundnessanalyserarestill in the
processof being implemented. Furthermore,the current
prototypeonly simulatesthedistributedsystem,andissued
credentialsareimplementedwithoutencryptionandpublic
key signatures.

Theprototypewastestedwith thepoliciesfromtheEHR
casestudy. The systembehaved asexpectedandhandled
all requests,includingthemostcomplex ones,within frac-
tions of a second. The preliminary resultssuggestthat
Cassandrais indeedsuitablefor large-scalereal-world ap-
plication. Of course,authoritative resultscanonly bepro-
ducedaftercompletionof a morecompleteandoptimised
implementationandundermorerealisticsettings;we have
for examplesofaronly testedthesystemwith upto 10,000
patients[3].

Our experimentshave highlightedanotherrequirement
for policy-basedtrustmanagementsystemsthatneitherour
nor existing systemscurrently ful�l: humanusersexpect
textual justi�cations of accesscontroldecisions,especially
if their requestis denied; they feel rather frustratedand
helplessif the answeris simply “requestdenied”, espe-
cially if thepolicy is complex or unknown to theuser. Such
explanationscouldbecollectedfrom annotationsof policy
rulesusedduringdeduction.Theproblemis non-trivial as
deductionproofscanbe long andaccessdenialscanhave
many andfar-reachingreasons.More worryingly, the tex-
tual justi�cation may revealmore(andperhaps,sensitive)
information than could have beendeducedfrom the fact
of requestdenialalone:consider, for example,a response
suchas“accessdeniedbecauseyour daughterhasprohib-
ited you from accessingall her recordswith the subject
`abortion' ”.

Related work. A large amountof work hasbeendone
onsecuritypolicy speci�cationin anon-trust-management



context. For instance,Barker [2] usesconstraintlogic pro-
grammingto encodeRBAC policies in a non-distributed
environment;assuch,his approachdoesnot dealwith cre-
dentials,trust managementand trust negotiation. Policy-
Maker [5] introducedthetrustmanagementparadigm,and
its successor, KeyNote [4] de�ned the �rst policy speci�-
cationlanguage.Sincethen,many othertrustmanagement
systemshave beenproposedfor policy speci�cation and
distributedaccesscontrol (e.g.SPKI/SDSI[6], QCM [9],
SD3[11], RT [13], Oasis[21], Ponder[7]).

The Cassandrapolicy speci�cation languagewas in-
spiredby Oasis,a role-basedtrust managementsystemin
which Datalog-basedrules specify which credentialsare
prerequisitefor roleactivationanddeactivation[21]. Oasis
hasaspecialconstructfor roleappointment,whichwasin-
troducedasausefulgeneralisationof thedelegationmech-
anismsfoundin many otherlanguages.Ourcasestudysup-
portstheclaim thatrole appointment(andits variants)is a
very usefulpolicy idiom. Oasisis the only othersystem
weareawareof thatsupportscascadingrolerevocation.Its
revocationmechanismworks even acrossthe network be-
tweencollaboratingentities. This is implementedusinga
distributedevent infrastructure.Anotherdifferenceis that
in Oasis,revocationis triggeredwhenever a speci�edsub-
set of the role activation prerequisitesceasesto hold. In
contrast,role deactivationsin Cassandraareallowedto be
triggeredby conditionsthathavenothingto dowith therole
activationprerequisites.Oasisdoesnotdealwith automatic
credentialdiscovery andtrustnegotiation. It alsodoesnot
possessa full formalsemanticsanddoesnotguaranteeter-
minationof queries.

The RT family of role-basedtrust managementlan-
guages[13] bearssomesimilaritiesto our system.In RT,
theDatalog-basedrules,or credentials,asthey arecalled,
specifyonly the role membershiprelation: eitherdirectly,
by role hierarchy, by (director attribute-based)delegation
of authority, or any combinationof these.Thesubjectsof
the rule headand the body conditionsare implicitly the
same,which is suf�cient to expressdelegationbut notcon-
venient for appointmentpolicies. In RT's youngestoff-
spring,RTC

1 [12], rulesaretranslatedinto DatalogC. Con-
straintsareusedonly to de�ne arangeoneachroleparam-
eter;constraintsbetweentwo parametersarenot permitted
in orderto keeppoliciesmorecomprehensibleandto guar-
anteetractability. We �nd that a moreliberal useof con-
straintsis usefulandnecessary, asour EHR policy shows,
andcanstill beef�cient in practice.RT rolesarepre�xed
with theissuingentity, just likeCassandra'spredicatesare,
but do not specify the locationwherea matchingcreden-
tial may be found. RT solvesthis by staticallyspecifying
for eachrole namewhethercredentialsde�ning suchroles
are storedwith the issueror the subject. Our EHR pol-
icy hasrules in which predicateshave locationsdifferent

from both issuerandthe subjectentity. A distinctive fea-
ture of the RT framework is that RT credentialscontaina
link to a so-calledApplicationDomainSpeci�cationDoc-
ument(ADSD) that de�nes a commonvocabulary (types
of role parameters,natural languagedescriptionsof role
namesetc.) for collaboratingentities.

SD3is anotherDatalog-basedtrustmanagementsystem
[11]. Similar to Cassandra, SD3predicatescanbepre�xed
with an issuer(a public key), therebydelegating author-
ity of predicatede�nition to thatkey. A predicatecanfur-
therbetaggedwith anIP addresswhich is usedto refer to
a remotepolicy. SD3 is a very generalsystemthat does
not specifyany accesscontrolmeaningfor any predicates
andcanbeviewedasCassandrawithout constraints,roles
and accesscontrol semantics.SD3 passesthe proof tree
from its highly optimisedpolicy evaluationenginethrough
a simpleandsmall proof checker to reducethe sizeof its
trustedcomputingbase. This would be a techniquethat
couldalsobeappliedto Cassandra.

Theproblemof trustnegotiationhasbeenaddressedin
[19], wherevariousdifferentnegotiationstrategies(which,
whenandin whichordercredentialsaredisclosed)aredis-
cussed.TheirCredentialAccessPolicy (CAP)corresponds
to Cassandra's canReqCredrulesspecifyingtheprerequi-
sitesfor credentialdisclosure.Cassandra's uniform treat-
mentof rulesduring evaluationgivesus trust negotiation
almost “for free”, with a negotiation strategy similar to
their “ParsimoniousStrategy”. It has beenpointed out
that this strategy canleak informationaboutpossessionof
credentialswithout actuallydisclosingthem. The “Eager
Strategy” doesnot have this problembut is lessef�cient.
[20] preventstheproblemby addinganotherpolicy protec-
tion layer. [22] arguethatentitiesshouldbegiventhefree-
domto choosetheir own negotiationpolicy. They identify
a largefamily of strategiesthataremutuallycompatible.

Conclusions and futur e work. We have developed a
trust managementsystem,Cassandra, with a role-based
policy speci�cation languagein which the expressiveness
canbetunedaccordingto needby choosinganappropriate
constraintdomain.Apartfrom managementof rolepermis-
sions,activationsand(cascading)deactivations,thesystem
also uniformly provides �e xible automaticcredentialre-
trieval andautomatictrustnegotiation.With theconstraint
domainwe devised for the EHR casestudy, Cassandra's
expressivenesssurpassesthatof existingsystemswhilepre-
servingastrongterminationproperty. Thepolicy language
is small, simple and devoid of any redundantconstructs
such as delegation or hierarchiesand yet it can express
a wide variety of policies. Cassandra, including the lan-
guage,theaccesscontrolengineandthegoal-orienteddis-
tributedpolicy evaluationalgorithm,is fully andformally
speci�edandthusamenableto formal reasoning.



We planto useCassandra's formal framework to prove
securitypropertiesaboutspeci�c policies.Along thesame
lines,wewishto formalisealow-level modelof Cassandra
that speci�es the underlyingnetwork protocols,the pub-
lic key infrastructureandthedesignof certi�cates.Wewill
alsoinvestigatepossibilitiesfor makinganswersto requests
moredescriptive anduser-friendly without leakingsensi-
tive information.

To gathermorereliabletestresults,we needto build a
completeprototypethatis truly distributedandusesdigital
certi�cates for sendingcredentialsover the network. We
hopeto improve ef�ciency by usinga standardrelational
databasefor policy rule lookups.Suchan implementation
will enableusto testreal-world policiesin a morerealistic
setting,with millions of role activationsand entitiesthat
interactvia anunreliablenetwork.
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