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Abstract

We study the speci�cation of accesscontrol policy in
large-scaledistributed systems. We presentCassandra, a
language and systemfor expressingpolicy, and the results
of a substantialcasestudy, a securitypolicy for a national
ElectronicHealthRecord system,basedon therequirements
for the ongoingUK National Health Serviceprocurement
exercise.

Cassandrapoliciesare expressedin a language basedon
Datalog with constraints. The expressivenessof the lan-
guage (and its computationalcomplexity) can be tunedby
choosingan appropriate constraint domain. Cassandrais
role-based;it supportscredential-basedaccesscontrol (e.g.
betweenadministrativedomains);andrulescanrefer to re-
motepolicies (for automaticcredential retrieval and trust
negotiation). Moreover, the policy language is small, and
it hasa formal semanticsfor queryevaluationand for the
accesscontrol engine.

For thecasestudywechoosea constraint domainC0 that
is suf�ciently expressiveto encodemanypolicy idioms.The
casestudyturnsout to requiremanysubtlevariantsof these;
it is importantto expressthis variety smoothly, rather than
add themasad hoc features. By ensuringonly a constraint
compactfragmentof C0 is used,we guaranteea �nite and
computable�xed-point model. We usea top-downevalua-
tion algorithm,for ef�ciency andto guaranteetermination.

Thecasestudy(with some310rulesand58roles)demon-
stratesthat this language is expressiveenoughfor a real-
world application; preliminary resultssuggestthat theper-
formanceshouldbeacceptable.

1. Intr oduction

In this paperwe studythespeci�cationandenforcement
of securitypolicy in large-scaledistributedsystems.Previ-
ouswork ontrustmanagementandrole-basedaccesscontrol
systemshasarguedthatit is desirableto:

� factorout thepolicy from theapplicationcode,so that
it canbeeasilyunderstood,andchangedover time;

� expresspolicy not in termsof individuals,but via the
indirectionof roles;

� expresspolicy in a languagewith a formally de�ned
semantics,againtoeasepreciseunderstanding,andalso
to supportstaticanalysis,to verify sanityproperties;

� supportdistributedaccesscontrol,basingauthorisation
on digital credentials,with policies that expressauto-
matic credentialretrieval over the network andstrate-
giesto establishmutualtrustbetweenstrangers;and

� bescalable– to largenumbersof sitesandentities,but
alsoto cover differentadministrative domainswith in-
dependentpoliciesor localadaptationsof adefaultpol-
icy.

Thereis a tensionin the designof policy languages,how-
ever: they shouldbeexpressive (sointendedpoliciescanbe
writtennaturally),smallandelegant,withoutadhocfeatures
(so policiescanbe easilyunderstood),andalsoef�ciently
computablein practicalexamples.

To addressthis, we have designeda trust management
system,Cassandra, in which the expressivenessof the lan-
guagecan be tunedby selectingan appropriateconstraint
domain– policiesareexpressedin anextensionof DatalogC,
or Datalogwith constraints. We ground this researchby
working out a substantialreal-world example, a security
policy for a nationalElectronicHealthRecord(EHR) sys-
tem,basedontherequirementsfor theongoingUK National
Health Serviceprocurementexercise. This is, to the best
of our knowledge,amongthe most complex policy exam-
plesdiscussedin theliterature.It hassome310rulesand58
rolesand,aswe shall see,demandsthe full expressiveness
of Cassandra.

For thecasestudywe choosea constraintdomainC0 that
is suf�ciently expressive to encodemany policy idiomssuch
as role hierarchy, separationof duties, role appointment,
cardinalityconstraints,role validity periods,anddistributed
trust negotiation. Interestingly, the casestudy turnsout to
requiremany subtlevariantsof theseidioms that cannotbe
expressedin otherlanguages;it is importantthatwe canex-
pressthisvarietysmoothly, ratherthanaddeachoneasanad
hocfeature.By usingstaticgroundnessanalysiswe restrict



policiessothatonly a constraint compactfragmentof C0 is
required,guaranteeinga �nite and computable�x ed-point
model.Weuseamemoizingtop-down evaluationalgorithm,
for ef�ciency andto guaranteetermination.

Cassandrais role-basedwith parameterisedrolesandac-
tions(supportingconcisepolicies);it is declarative (making
policiesasclearaspossible);it canexpresspowerful rolere-
vocationpoliciesincludingcascadingrevocation;it supports
credential-basedaccesscontrol decisionsbetweenadminis-
trative domains;andrulescanrefer to remotepolicies(pro-
viding automaticcredentialretrieval andtrust negotiation).
Moreover, thepolicy languageis small,andthesystemhas
a formal semanticsfor bothqueryevaluationandfor theac-
cesscontrolengine.

Existing trust managementsystemspossesssubsetsof
thesefeatures;it is however thecombinationof all thesefea-
tures,togetherwith Cassandra's tunableexpressiveness,that
makesit unique,andpowerful enoughfor us to expressthe
policiesof thecasestudy.

In x2 we discussthe backgroundfor the casestudy, and
outline an examplescenarioof the useof the EHR system.
In x3 we discusshow policies are speci�ed in Cassandra,
includingbrief outlinesof thesemanticsandtheevaluation
algorithm. For lack of spacewe omit full technicalde�ni-
tionsandtheoreticalresults.Cassandraneedsnot just a lan-
guagefor expressingpolicies, but an API and operational
semanticsfor theaccesscontrol engine;this is given in x4.
Wedemonstratehow somè classic'policy idiomscanbeex-
pressedin x5: particularformsof role hierarchy, separation
of duties,anddelegation. In x6 we returnto thecasestudy,
outlining its main features,payingcarefulattentionto what
idioms areusedandwhat expressivenessit demandsof the
policy language.The full policy is availableon-line [5]. In
x7 we describeour prototypeimplementation(thoughat the
timeof writing it doesnotcoverall aspects);preliminaryex-
perimentssuggestthatperformanceshouldbereasonablefor
suchapolicy. Finally wediscussrelatedwork andconclude.

2. Background: Electronic Health Records

ElectronicHealth Record(EHR) schemesare now be-
ing developedin Europe,CanadaandAustralia to provide
“cradle-to-grave” summariesof patients' records, linking
clinical informationacrosstheentirehealthsystem[16]. In
England,theNationalHealthService(NHS) hasbeenplan-
ning since 1998 to develop a nationwideIntegratedCare
RecordsService(ICRS)providing healthcareprovidersand
patientswith 24 hour on-line accessto EHRs on a cen-
tral data-spine[36, 19]. The deployment of what is now
one of the largest, most complex and riskiest IT projects
in the public sectorworld-wide is scheduledfor between
2005and2010. While the potentialbene�ts of sucha sys-
tem are obviously huge,the government's planshave also

beensubjectof a �ercely controversial public debate(see
e.g.[41, 15, 13,39, 14, 17, 22]).

A main issue of concernis the con�dentiality of pa-
tient healthinformation. At stake is not just the privacy of
sensitive personalinformationbut the successof the entire
project.Patientswill refuseto sharetheir dataif they do not
trustthesystemor donothavesuf�cient controlover theuse
of their data.It is equallyimportantto gain clinician buy-in
whichwill fail if thesystemis cumbersometo use,if theac-
cessrestrictionsaretoostrictor theresponsetimestoohigh.

Any EHR accesscontrol policy will be a compromise
betweencon�icting interests. The generalframework for
any suchpolicy hasto complywith relevant legislationand
regulationssuchasthe DataProtectionAct, Mental Health
Act, HumanFertilisationand EmbryologyAct, the Abor-
tion RegulationsandtheVenerealDiseasesRegulations.Ev-
ery healthorganisationis now requiredto have a privacy
anddataprotectionof�cer, alsocalled“Caldicott Guardian”
(namedafter therecommendationof thecommitteechaired
by Dame Caldicott in 1997 [35]), who is responsiblefor
overseeingtheorganisation's securitypolicy andinvestigat-
ing breachesof con�dentiality. Anything beyondthis is still
highly contentious.As anexample,theCaldicottcommittee
recommendedthataccessto patient-identi�ableinformation
shouldbeona“strict need-to-know basis”.In contrast,com-
mon medicalcodeof ethicsandprofessionalpracticegoes
furtherandrequiresthepatient's consentfor accessingper-
sonalinformation[44]. Anderson[3] stressesthesamepoint
in his securitypolicy commissionedby theBritish Medical
Association,andfurtherdemandsthatpatientsshouldauto-
maticallyreceive noti�cations whentheir dataareaccessed.
It now seemsto be currentconsensusthat patientconsent
shouldbe the basisfor accessdecisionsalthoughit is not
yet clearwhenexplicit consenthasto be soughtandwhen
implicit consentcanbeassumed.

It shouldbe suf�ciently clear from this that the access
controlpolicy of thenationalEHR systemwill undergo fre-
quentchangesas the public debateevolves. Furthermore,
health organisationswill likely have customisedpolicies,
compatiblewith but different from the nationalone. It is
thereforenecessaryto beableto specifythepolicy indepen-
dentlyof theimplementationinsteadof having it hard-coded
into theaccesscontrolengine.

2.1.A scenario

Thenationaldataspineis expectedto hold recordsfor up
to 100million patients(includingdeceasedpatientsandpa-
tientswho have movedabroad).Giventhelargescaleof the
dataspine,we proposea three-level architecture(asrecom-
mendedin [37]) insteadof onesinglephysicaldatabase.

At the top level we have the nationalMasterPatient In-
dex (MPI), acentralservicethatonly storesbindingslinking



patientidenti�ers with the EHR service(the secondlevel),
that is the locationof their EHR. The local NHS healthor-
ganisations(e.g.hospitals,doctors'practices)constitutethe
third level. The recordskept on this level arecalledElec-
tronicPatientRecords(EPR).ThesharedcentralEHRitems
are typically summariesof local EPR items. Registration
Authorities(RAs) issuecredentialsto NHS clinical andad-
ministrative staff andhealthorganisationsfor authentication
purposes.

Thefollowing scenarioillustratessomeof themorechal-
lenging requirementsof security policies for our national
EHR architecture.In thediscussionof thecasestudyin x6
we discusshow theserequirementsaremetby our example
policy (we usetherole andactionnamesfrom thepolicy in
thetext below).

AnsonArkwright goesto seeDr Zoe Zimmer, his fam-
ily' s GeneralPractitioner(GP),for anHIV test.Dr Zimmer
recordsthevisit in a local EPRitem by performinganAdd-
record-item action(with suitableparameters)but doesnot
sendinformationto theEHR dataspineon Anson's request.
Sometime later, Bob Arkwright, Anson's father, visits Dr
Zimmerbecauseof heartproblems.During thevisit healso
tells herthathebelieveshis sonAnsonmaybea hypochon-
driac. Dr Zimmer addsa recorditem to Bob's EPRabout
his heartconditionand an item in Anson's EPR abouthis
father's comments.The latter item is markedascontaining
third party information abouthis father, so as long as his
father(or theCaldicottGuardianon his behalf)doesnot ac-
tivatea matchingThird-party-consent role, Ansonwill
not be able to readit. (Note that we useroles not just to
modeljob positionswithin anorganisationbut alsoto indi-
catestatechanges,e.g.giving third-partyconsent.)

Dr Zimmeralsoattemptsto submita summaryof Bob's
new EPR item to his sharedEHR. She doesnot needto
query the MPI becauseshealreadyknows the location of
his EHR. She �rst activatesher Clinician role on this
EHRserviceby submittinganRA-issuedNHS-clinician-
cred role credentialalongwith theactivationrequest.Sub-
sequently, herAdd-EHR-record-item actionsucceedsbe-
causetheEHR servicecandeducesheis Bob's Treating-
clinician (Bobhasexplicitly consentedto treatmentyears
ago and has not withdrawn his Consent-to-treatment
role). Dr Zimmeralsodecidesto referBob to a local hospi-
tal'scardiologist,Dr HannahHassan.As Bob'streatingclin-
icianon theEHRservice,Dr ZimmercanenteraReferrer
role enablingDr Hassanto alsobecomea treatingclinician.
Bob's consentis not neededbut hehasthepower to deacti-
vatethereferral.

At the hospital,a Receptionist registersBob asa pa-
tientby activatingaRegister-patient role. After hisout-
patientvisit with Dr Hassan,the receptionistregistershim
with a surgical teamin thesamehospitalfor a heartbypass
operation. For this purpose,the receptionistactivatesap-

propriateRegister-team-episode andRegister-ward-
episode roles, therebyestablishinga legitimate treating
clinicianrelationshipbetweenBobandthesurgical teamand
the ward nurses.During surgery, abnormalliver valuesare
found. Yearsago,Bob activatedan Access-denied-by-
patient role to concealthecontentsof all itemsin hisEHR
concerninganalcohol-relatedliverproblemfrom everybody
exceptclinicianstreatinghim asGP. Theheadof thesurgical
team,Dr Lily Littlewood,decidesto “breaktheseal”to view
Bob's restrictedEHRitemby performingtheactionForce-
read-EHR-item . This canbedoneby any clinician with a
legitimaterelationshipbut will bemarked in theaudit to be
investigatedby thehospital's CaldicottGuardian.

Unfortunately, theteamencountersfurthercomplications
during the operationandBob needsto be kept in arti�cial
coma.Dr Zimmeragreesto appointBob'swife, Carol,to be
hisagentby activatingaRegister-agent roleon theEHR
service.Carolthenrequeststo activatetheAgent roleonthe
hospital'sservice.Thissucceedsaftersometrustnegotiation
betweenthe hospitalandthe EHR service: the hospitalre-
spondsto Carol's requestby requestinganagentregistration
credentialfrom Bob'sEHRservice;theEHRservicereplies
by requestinga healthorganisationcredential;the hospital
agreesby sendinganRA-issuedhealthorganisationcreden-
tial to the EHR service;and�nally the EHR servicesends
theoriginally requestedRegister-agent credentialto the
hospitalcertifying thatCarolis indeedBob's agent.

WhenBob is wokenandreleased,heattemptsto revoke
theagentregistrationfor hiswife but failsbecauseit wasDr
ZimmerwhoregisteredCarol.OnBob'srequest,Dr Zimmer
deactivatesherRegister-agent role for Carol. If Carol is
active with an Agent role on the EHR serviceat that mo-
ment,cascadingrevocationcausesthatroleto bedeactivated
immediatelyaswell.

3. Policy Speci�cation in Cassandra

Accesscontrol in large-scaleheterogeneousdistributed
computingenvironmentsis fundamentallydifferentfrom ac-
cesscontrol in a singleadministrative domain. In the latter
case,all usersareknown, so authorisationcanbe basedon
identity authentication. In the former case,entities(from
singleusersto entireorganisations)wish to sharetheir re-
sourceswith previously unknown entities.In thetrustman-
agementapproach[9], credentialsassertingattributesabout
theirholdersareusedasthebasisof accesscontroldecisions:
for example,a clinician may be grantedaccessto an EHR
serviceon thebasisof a clinician employmentcredentialis-
suedby aregistrationauthority. As accesscontrolpoliciesin
suchenvironmentscanbecomplex, they arebestdescribed
in ahigh-level policy speci�cationlanguage.TheCassandra
languageis summarisedin Figure 1; this sectiongives an
informal introductionto the language,thequerysemantics,



Predicatenamesp ::= canActivatej hasActivatedj permits j canDeactivatej
isDeactivatedj canReqCred; anduser-de�ned predicatenames

Policy rule: E l oc@E iss :p0(~e0)  loc1@iss1:p1(~e1); ::: ; locn @issn :pn (~en ); c
Credential(rule): E l oc@E iss :p0(~e0)  c
Aggregationrule: E l oc@E l oc:p(agg-ophxi ; ~y)  E l oc@iss:q(~x); c

whereagg-opis groupor count

Ceq expressions:e ::= x j E
Ceq constraints:c ::= true j falsej e = e0 j c ^ c0 j c _ c0.

C0 expressionse ::= x j E j N j C j () j (e1; ::; en ) j � n
i (e) j R(e1; ::; en ) j A(e1; ::; en ) j

f (e1; ::; en ) j ; j 
 j f e1; ::; en g j e � e0 j e \ e0 j e [ e0

C0 constraintsc ::= true j falsej e = e0 j e 6= e0 j e < e0 j e � e0 j c ^ c0 j c _ c0

andderivableconstraints:c ::= ::: j e 2 e0 j e =2 e0 j e 2 [e1; e2] j [e1; e2] � [e0
1; e0

2]
C0 types� ::= entity j int j const j unit j � 1 � ::: � � n j r ole(� ) j action(� ) j set(� )

Access-controloperations:
doAction(A(~e)) , activate(R(~e)) , deactivate(Ev ; R(~e)) , reqCred(Es@E iss :p(~x)  c)

Figure 1. Collected Syntax

andtheevaluationalgorithm(thelanguagehasa formaldef-
inition but for lackof spacewedonotgive it, or thesupport-
ing theorems,in this paper).Section4 describestheseman-
tics of theaccesscontroloperations,de�ning it preciselyin
termsof thequerysemantics.

Rolesand actions TheCassandrapolicy languageis role-
basedto make accesscontrol administrationsimpler and
more scalable. Our roles and actions (generalisedprivi-
leges)areparameterisedfor higherexpressiveness[24, 34]:
e.g. the role Clinician (org, spcty) hasparametersfor the
healthorganisationandthespecialtyof theclinician; theac-
tion Read-record-item (pat, id) hasparametersspecifying
theitem identi�er of a patientpat's healthrecord.Notethat
Cassandra's notion of role is moregeneralthane.g. in the
RBAC96 model [42], wherea role is typically a job posi-
tion within anenterprise'shierarchy; for example,enteringa
parameterisedAccess-denied-by-patient role may in-
dicatethatarecorditemis concealedby thepatient,depend-
ing on thesurroundingpolicy.

Predicates In role-basedaccesscontrol(RBAC), relations
areusedto de�ne role membership,sessionactivationsand
role permissions.In Cassandra, theseandotheraccesscon-
trol relationsare speci�ed implicitly by rules de�ning six
specialpredicates(theirpreciseoperationalsemanticsis for-
malisedin x4):

1. canActivate(e;r ) expressesthefactthattheentityecan
activaterole r (i.e.,e is amemberof r ).

2. hasActivated(e;r ) indicatesthat the entity e hasacti-
vated role r . The distinction betweenthe predicates

canActivateandhasActivatedcorrespondsto the dis-
tinction betweenrole membershipandsessionactiva-
tion in traditionalRBAC.

3. permits(e;a) saysthat theentity e is permittedto per-
form action a. This differs from the standardnotion
of role-permissionassignmentin two ways.Firstly, the
parametere allows constraintsto refer directly to the
subjectof theactivation. Secondly, permitshasno pa-
rameterfor a role associatedwith the action, thusal-
lowing more �e xible permissionspeci�cations,e.g. a
permissionthatis conditionedontheactivation(or per-
hapsmerelymembership)of morethanonesinglerole.

4. Cassandrarulescanalsospecify role deactivation: if
canDeactivate(e1; e2; r ) holds, the entity e1 has the
power to deactivatee2 's roleactivationr .

5. Thedeactivationof onerolecantriggerdeactivationsof
other(local) roles.This form of cascadingrevocationis
especiallyimportantin the context of delegatedor ap-
pointedroles.Thedeactivationof arolecanmakepred-
icatesof theform isDeactivated(e;r ) becometrue, in-
dicatingthetriggereddeactivationof theentity e's role
r .

6. Finally, accesscontrol acrossdifferent administrative
domains is basedon attribute-assertingcredentials.
In Cassandra, theseattributesare simply constrained
Cassandrapredicates.To protectthe informationcon-
tainedin predicates,we usecanReqCred(e1; e2:p(~e))
to saythattheentitye1 is allowedto requestcredentials
issuedby theentitye2 andassertingthepredicatep(~e).

Apart from thesesix predicateswith aspecialaccesscontrol
meaning,policy writers can introducefurther user-de�ned
auxiliarypredicates.



Rules Many existing policy languagesarebasedon Dat-
alog [1] (Horn clauseswithout function symbols)because
it is a rule-based,declarative languageand widely under-
stood.However, standardDatalogis not very expressive, so
many systemsextendthelanguagewith adhocfeatures.We
takeadifferentapproachandbaseour languageonrecursive
DatalogC in which theexpressiveness– andconversely, the
computationalcomplexity – is parameterisedon thechosen
constraint domainC[27]. Thelanguagecanthusbeadapted
to awiderangeof applicationswithoutchangingits basese-
mantics.

DatalogC extendsDatalog rules with a constraintfrom
some�x edconstraintdomain,which maycontainvariables
occuringin theheadpredicateor thebodypredicatesof the
rule(but maynotcontainany predicatenames).A constraint
domainC is a languageof �rst orderformulaecontainingat
leasttrue, falseand the identity predicate“=” betweenC-
expressions(variables,entitiesandpossiblyotherconstructs,
includingfunctionsymbols).Furthermore,it mustbeclosed
under variable renaming,conjunction(^ ) and disjunction
(_).

The policy rule language in Cassandra extends
DatalogC's predicates for the purpose of credential-
basedtrust management. A credentialcan be seenas a
constrainedpredicate,vouchedfor by an issuingentity and
stored at a location entity. Correspondingly, Cassandra
predicatesare thereforepre�xed with a location and an
issuer. A policy rule is thereforeof theform

E l oc@E iss :p0(~e0)  
loc1@iss1:p1(~e1); ::: ; locn @issn :pn (~en ); c

wherethe pi are predicatenamesand the ~ei are (possibly
empty)expressiontuples(thatmaycontainvariables)match-
ing the parametertypesof the predicate. c is a constraint
from some�x ed constraintdomain,andmay containvari-
ablesoccurringin theheadpredicateor thebodypredicates
of the rule (but maynot containany predicatenames).The
locationandtheissuerof therule,E l oc andE iss , areentities,
andtheloci andiss i areentitiesor entity typedvariables.

A policy ruleof thesimpleform

E l oc@E iss :p0(~e0)  c

is calleda credentialrule or just a credential. If it is sent
over thenetwork, it canbethoughtof asa certi�cate assert-
ing p0(~e0), signedandissuedby E iss , andbelongingto and
storedat E l oc. Thelocationandtheissuerof a rule areusu-
ally identical;only in thecaseof acredentialrulecanthey be
different,asE l oc mayhold a “foreign” credentialsignedby
a differententityE iss . A Cassandrapolicyof anentityE l oc

is a �nite setof rules (including credentials)with location
E l oc.

In standardDatalogC, a predicatecanbededucedif there
is arulewith amatchinghead,suchthattherule'sbodypred-

icatescanbededucedwhile satisfyingtheconstraintof the
rule. In Cassandra, a bodypredicateB @C:p(~e) canreferto
aremotelocation,if B is notequalto thelocalentity, sayA.
To deducethepredicate,A will contactB over thenetwork
anddelegateauthorityto B to deducethepredicate.Sucha
remotequeryamountsto acredentialrequest:B will �rst try
to deduceB @B :canReqCred(A; C:p(~e)) beforeattempting
to deducetherequestedpredicate.

To illustratethis, considerthe following examplewhere
likes is someuser-de�ned predicate. SupposeA's policy
containstherules

R1 � A@A:likes(A; x)  x@y:likes(y; x); x 6= y
R2 � A@B :likes(B ; A)  true

(soR2 is a foreigncredentialfrom B ), andC's policy con-
tains

R3 � C@D:likes(D ; C)  true

(so R3 is a foreign credentialfrom D). Intuitively, R1

means: A likes an entity x if x's policy proves that
someother entity y saysthat he likes x. More formally,
we can deduceA@A:likes(A; x) on A if we can deduce
x@y:likes(y; x) on theservicex providedthatx is notequal
to y. If, in thecontext of evaluation,x turnsout to beA, then
thebodybecomes

A@y:likes(y; A)  A 6= y;

to bededucedlocally onA, by �nding amatchingcredential
(foreignsinceA 6= y). R2 is sucha credential,thusA has
proved A@A:likes(A; A). Otherwise,if x turns out to be
different from A, say x = C, A automaticallyrequestsa
credentialfrom C of theform

C@y:likes(y; C)  C 6= y:

At this point, Cassandra's trust negotiation mechanism
comesinto play: C �rst triesto prove

C@C:canReqCred(A; y:likes(y; C))  C 6= y

onits own policy to seewhetherA is allowedto requestsuch
a credential.The resultof this deductionis eitherfalse(A
cannotrequestsucha credential)or someconstrainton the
variabley, sayy 6= E (A is allowedto getsucha credential
providedy 6= E). In thelattercase,C will thentry to prove

C@y:likes(y; C)  C 6= y ^ y 6= E:

This is satis�ed by R3, so C will reply to A with the an-
swer C@D:likes(D ; C), upon which A can �nally prove
A@A:likes(A; C).

In theremainderof thepaper, we will omit therule loca-
tion E l oc if it is clear from the context. We will alsoomit
locationandissuerpre�xesloci andiss i from body predi-
catesif they areequalto therule location.



Constraint domains All Cassandraentities on the net-
work must agreeon a commonconstraintdomainC. For
example,the leastexpressive constraintdomainCeq is the
onewheretheonly atomicconstraintsareequalitiesbetween
variablesand entities. Choosingthis trivial constraintdo-
mainreducestheexpressivenessof thelanguageto standard
Datalogor Hornclauseswithout functionsymbols.

Thedesignof themuchricherconstraintdomainC0 was
guidedby theEHRcasestudy. In C0, atomicexpressionscan
be variables,entities, integers,constantsof varioustypes,
the empty set ; and the universal set 
 . Compoundex-
pressionsarebuilt from theatomiconesrecursively: tuples
(e1; ::; en ), tuple projections� n

i (e), rolesR(e1; ::; en ), ac-
tions A(e1; ::; en ), function applicationsf (e1; ::; en ), and
the set expressionsf e1; ::; en g, e � e0, e \ e0 and e [
e0. C0-constraintsinclude equalitiese = e0, inequali-
ties e 6= e0, integer orders e < e0, set containments
e � e0 and, of course, �nite conjunctionsand disjunc-
tions of these. The function symbolsare interpretedby
a �x ed set of side-effect-free functions that may return
environment-dependentdata. For example, for our case
studywehavefunctionsto accessdata�elds of healthrecord
itemssuchasGet-EHR-item-author (pat; id), anda func-
tion Current-time () thatreturnsthecurrenttime.

A type systemfor C0 wherethe types� areof the form
int , entity , const, unit , � 1 � ::: � � n , r ole(� ), action(� )
andset(� ) ensuresthatexpressionsandconstraintsarewell-
formed.Moreover, withouttypingonecouldtrivially encode
undecidableproperties,with policiesthatperformarithmetic
onunary-encodedintegers.

We also allow constraintsthat can be de�ned in terms
of the existing ones,suchas non-membershipe =2 e0, in-
teger rangese 2 [e1; e2] andrangecontainments[e1; e2] �
[e0

1; e0
2].

Aggregation rules Policiesoften requirenegative condi-
tions in thepremiseof a rule, e.g.thatanentity hasnot ac-
tivateda particularrole, or that no entity hasactivatedthe
role. The former examplecanbe expressedby introducing
negatedbody predicates;this methodhowever cannotex-
pressthelatterexample,which implicitly involvesuniversal
quanti�cation. Instead,we introduceruleswith aggregation
operators [40] with which bothexamplescanbeexpressed.
Aggregationis alsousefulfor groupingandcardinalitycon-
straints,e.g.constraintson the setof all role activationsof
a particularentity, or on thenumberof all suchactivations.
For aggregation,theconstraintdomainC is requiredto con-
tain equalitiesover setandinteger constantsandvariables.
An aggregationrule is of theform

E l oc@E l oc:p(agg-ophxi ; ~y)  E l oc@iss:q(~x); c

where the aggregation operatoragg-op is either group or
count. ThepredicateE l oc@iss:q(~x) mustbeonethatcanbe

satis�edwith only �nitely many differentparameters,and~x
mustcontainx. The�rst argumentof p is instantiatedto the
(�nite) setof all differentvaluesof x that satisfythe body.
If agg-op= count, it is instantiatedto thecardinalityof that
set.For example,

group-active-doctors(grouphxi ; spcty)  
hasActivated(x; Doctor (spcty))

�nds thesetof all activedoctorswith specialtyspcty. Simi-
larly,

count-specialties(counthspctyi ; x)  
hasActivated(x; Doctor (spcty))

countsthenumberof differentspecialtiesin whichx isactive
asadoctor.

The restriction that the body predicateof an aggrega-
tion rule mustbe local (its locationmustbe equalto E l oc)
is necessarybecauseaggregation requirescompleteknowl-
edgeof thepredicate.Answersfrom remoteentitiesareal-
ways soundbut may be incompleteas they are subjectto
canReqCredrestrictions.Therestrictionthatthebodypredi-
catecanonly besatis�edwith �nitely many differentparam-
etersandthatx is mentionedin it ensuresthataggregationis
�nite. In termsof negation,thiscorrespondsto semi-positive
policies,thusavoidingnegation-relatedissuessuchasunde-
cidability andsemanticambiguity.

Theseparation-of-dutiesexamplein x5 showshow aggre-
gationcanbeusedtoexpressuniversallyquanti�ednegation.
Note that the kind of negation we canexpressvia aggrega-
tion canonly occur in the body of a rule andnever in the
head. In particular, we cannotexpressexplicit prohibitions
(asin e.g.HalpernandWeissman'slogic [25], Ponder[18] or
in FAF [28]); rather, weassumethateverythingis prohibited
unlessit is explicitly permitted(closedworld assumption).

3.1.Semanticsand Evaluation

Cassandraprovidesdirectsupportfor accesscontrolde-
cisions: the accesscontrol engine issuespolicy queries
and basesdecisionson the query answers,as speci�ed
in x4. A typical query issuedby the accesscontrol en-
gine (queriesare never madedirectly by users)would be
hasActivated(x; Doctor (spcty))  spcty 6= GP. The an-
swerof a queryis a C-constraintdescribingall (potentially
in�nitely many) variableinstantiationsthatsatisfythequery
accordingto the policy. In this example,the answerwould
beaconstraintspecifyingall non-GPdoctorsandtheirasso-
ciatedspecialties.For a completelygroundquery(all vari-
ablesforcedto a uniquevalue),theanswerconstraintwould
beeithertrue or false. In general,aqueryhasthesameform
asa credentialrule, i.e. E l oc@E iss :p0(~e0)  c. Theanswer
constraintto suchaquerymaydependonpoliciesof several
differententities,astherulescanreferto remotepolicies.



A policy evaluationalgorithmtakesa queryasinput and
returnstheanswerconstraint.We requiresuchanalgorithm
to terminatefor all queriesandpolicies,tobeef�cient, andof
courseto besoundandcompletewith respectto thelanguage
semantics.

We de�ne the languagesemanticsby an immediatecon-
sequenceoperatorTC;P whereC is theglobalconstraintdo-
mainandP the(naturallydisjoint) unionof thepolicy rules
of all entities.TC;P is anextensionof theimmediateconse-
quenceoperatorfor standardDatalogwith which thededuc-
tive closure,thesetof all deduciblegroundfacts,of a Data-
log programcanbecomputed[1]. In Cassandra, credential
rulescorrespondto Datalogfacts,hencethe deductive clo-
surecontainsthesetof all deduciblecredentialsrules.TC;P

is thusafunctionbetweensetsI of credentialrules:TC;P (I )
is thesetof all credentialrulesthatcanbededucedfrom I
in onesinglestep.We omit the formal de�nition [6] dueto
lack of spacebut point out thatTC;P assumesof C only the
existenceof certainoperations,satis�ability test,subsump-
tion (implication) testandan existentialquanti�er elimina-
tion procedure,andis otherwiseindependentof C.

The deductive closureor �xed-point modelof P is the
uniqueleast�x ed-pointof TC;P (I ), whichcanbecomputed
in theusualiterative bottom-upfashionif it is �nite. How-
ever, it is not obvious whetherthe �x ed-pointmodel is �-
nite. Indeed,it is easyto show that many simple looking
constraintdomains,suchas one that supportsuntypedtu-
ple constructors,or onewith negative gap-orderconstraints
(x � c < y, wherec is a positive integer constant),enable
theconstructionof undecidablepolicies.

Constraint compactness[45] is a suf�cient conditionon
constraintdomainsto guaranteea �nite and hencecom-
putable�x ed-pointmodelfor any �nite globalpolicy setP.
A constraintdomainC is said to be constraintcompactif
any in�nite setof C-constraintsin which only �nitely many
variablesandconstantsoccurhasa �nite subsetsubsuming
theentireset,thatis, for every constraintc in thein�nite set
thereis aconstraintc0 in the�nite setsuchthatc impliesc0.

Unfortunately, constraintcompactnessseverely restricts
theexpressivenessof theconstraintlanguageandis alsoof-
tenhardto prove. We usestaticgroundnessanalysis[4] to
restrictpoliciesin suchaway thatvariablesoccuringin spe-
ci�c constructswill alwayshavebeengrounded(soaunique
valuecanbededucedfor each)by thetime existentialquan-
ti�er eliminationis performedon them,giventhequerypat-
ternsfrom x4, so theseconstructscan be ignored. In the
caseof C0 we requirethatvariablesoccuringin functionar-
gumentsor in setexpressionsaregroundat quanti�er elimi-
nationtime. This reducesC0 to a constraintdomainthatwe
have provedto beconstraintcompact.

Staticgroundnessanalysisis alsousedto ensurethat the
location pre�x of body predicatesbecomesgroundby the
time we evaluateit: otherwisethe evaluatorwould have to

querymany differententities(all, in theworstcase),which
is clearlyunpractical.

In the context of constraintlogic databases,queriesare
usually evaluatedagainst the complete�x ed-point model,
pre-computediteratively in abottom-upfashion.Thiswould
not be an acceptableevaluation strategy for Cassandra:
�rstly , theconstraintsmaycontain(side-effect free)function
calls that dependon the environment,for examplefor get-
ting thecurrenttime,andthereforecannotbepre-computed;
secondly, the fact that rule bodiescanrefer to remotepred-
icateswould requirea distributed form of bottom-upeval-
uationwhich would be highly unpractical;and thirdly, the
modelwould have to be re-computedafter every activation
or deactivation of roles as role activation and deactivation
modify policies.

Instead,Cassandrausesa modi�ed versionof Toman's
top-down CLP evaluationalgorithm[45] basedon SLG res-
olution, a memoizationstrategy [11]. The usualtop-down
algorithmsbasedon SLD resolutionasusedin Prologsys-
temsare unsuitablebecausethey do not guaranteetermi-
nationeven in caseswherethe �x ed-pointmodel is �nite.
TheSLG algorithm,on theotherhand,preservesthetermi-
nationpropertiesof the bottom-upevaluationmethod. We
have extendedthealgorithmin [45] to dealwith goalsrefer-
ring to remoteentities[6]. Theevaluationalgorithmis sound
andcompletewith respectto the �x ed-pointsemanticsand
is far moreef�cient thanthe bottom-upmethod,especially
when queriesare fully instantiatedas is often the casein
Cassandra.

4. AccessControl Semantics

Theonly way to querythepolicy is throughtheinterface
of the accesscontrol engine. We de�ne an operationalse-
manticsfor thefour operationsthatanentityE r canrequest
from an entity Es actingasa Cassandraservice:perform-
ing an action,activating a role, deactivating a role, andre-
questinga credential. As thesefour operationsmay have
side-effectson thepolicies,their semanticsis mostnaturally
speci�edby a labelledtransitionsystemwith transitionsbe-
tweenglobalpolicy setsP. Thelabelsof thetransitionsys-
tem areparameterisedby the requesterE r , the serviceEs,
therequestedoperation,anda setof credentialsCr belong-
ing to the requesterthataresubmittedto Es alongwith the
request.(In an implementation,thesewould besignedcer-
ti�cates.) Thefactthatthesecredentialsnow belongto Es is
expressedby renamingtheir locationto Es. Wewrite

SubmitE s (Cr ) =
f Es:E iss @p  c j E 0:E iss @p  c 2 Cr g

for therenamedsetof credentials.



Performing an action E r attempts to perform the
(ground)actionA(~e) onaserviceEs.

P
E r ;E s ;doAction(A (~e)) ;C r� � � � � � � � � � � � � � � ! P

is a valid transition if Es@Es:permits(E r ; A(~e)) is de-
duciblefrom P [ SubmitE s (Cr ). (Notethatdeductionmay
involve This transitionhasnoeffecton thestate.

Role activation E r attemptsto activatethe (ground)role
R(~e) onaserviceEs.

P
E r ;E s ;activate(R (~e)) ;C r� � � � � � � � � � � � � � � ! P 0

(where P0 = P ] f Es@Es:hasActivated(E r ; R(~e))g) is
a valid transition if the role has not already been acti-
vated and if Es@Es:canActivate(E r ; R(~e)) is deducible
from P [ SubmitE s (Cr ). As a result of this transition,a
new hasActivatedcredentialrule is addedto Es 's policy.

Role deactivation E r requeststo deactivatethe“victim”
Ev 's role R(~e) on a serviceEs. This transitionrule also
implementscascadingdeactivation.

P
E r ;E s ;deactivate(E v ;R (~e)) ;C r� � � � � � � � � � � � � � � � � � ! P � Victims s

is a valid transition if Ev has actually activated R(~e)
and if Es@Es:canDeactivate(E r ; Ev ; R(~e)) is deducible
from P [ SubmitE s (Cr ). The set Victims s is the
set of all hasActivated credential rules in Es 's pol-
icy for which a correspondingisDeactivated credential
can be derived under the assumptionthat the predicate
Es@Es:isDeactivated(Ev ; R(~e)) holds. As a resultof the
transition,all roleactivationsin Victims s areremovedfrom
Es 's policy. Note that Victims s containsonly role acti-
vationswith locationEs; Cassandradoesnot supportdis-
tributedcascadingrevocationacrossthenetwork, asis pro-
posedin Oasis[26, 48]. Sucha mechanismwould be very
hardto implementonawidescaleasit would requirea reli-
ableeventinfrastructureandthemanagementof amuchbig-
ger staterecordingwhich entitieshave to be noti�ed about
whichdeactivationevents.

Requesting Credentials E r requests the credential
Es@E iss :p(~x)  c from a serviceEs. If E iss andEs are
identical, Es computesan exact answerof the requested
predicatep and sendsa freshly signedcerti�cate to E r .
Otherwise,Es sendsall foreign certi�cates matchingthe
requestto E r . (Notethat thecredentialsthatE r receivesas
a resulthave constraintsthat are in generalmorerestricted
thantherequestedconstraintc.) More formally:

P
E r ;E s ;reqCred(E s @E iss :p(~x )  c) ;C r� � � � � � � � � � � � � � � � � � � � � � � ! P [ Creds

is avalid transitionprovidedthefollowing: let c0 bethesat-
is�able answerof thequery

Es@Es:canReqCred(E r ; E iss :p(~x)  c)

against P [ SubmitE s (Cr ). If Es = E iss , Creds only
containsthe credentialE r @Es:p(~x)  c0 wherec0 is the
satis�able answerof the queryEs@Es:p(~x)  c0 against
P [ SubmitE s (Cr ). Otherwise,Es 6= E iss , in which case
Cr edsis thesetof all foreignp(~x)-credentialsbelongingto
Es but issuedby E iss whoseconstraintsareat leastasre-
strictive asc0. (The credentiallocationsmustof coursebe
renamedfrom Es to E r .)

5. ExpressingPolicy Idioms

Cassandrais powerful enoughto expresscommonRBAC
policy idiomssuchasrolehierarchy, separationof dutiesand
role delegation, so thereis no needto supportthemspecif-
ically with ad hoc languageextensions.This approachnot
only keepsthe languagede�nition simpler and more uni-
form, it alsoenablesthepolicy designerto expressvariants
andcombinationsof theseidioms that cannotbe expressed
in otherpolicy languages.Naturally, theseadvantagescome
atacost:rulesmaylook morecomplicatedthanin languages
with built-in application-tailoredfeatures.Herewe give en-
codingsof the threeabove mentionedidioms in their pure
forms.TheEHRcasestudyexhibitsvariantsof roleappoint-
ment,aswell asotheridiomssuchascardinalityconstraints,
rolevalidity periodsanddistributedtrustnegotiation.

Role Hierar chy A projectleaderis moreseniorthanboth
a productionengineeranda quality engineer. Both produc-
tion engineerandquality engineeraremoreseniorthanthe
engineerrole. This exampleis taken from [43]. The hier-
archy graphcanbedirectly representedby canActivatede-
pendencies.We extendtheexampleby usingrolesthathave
a “department”parameter:

canActivate(x; Prod-eng(dep))  
canActivate(x; Proj-leader (dep))

canActivate(x; Qual-eng(dep))  
canActivate(x; Proj-leader (dep))

canActivate(x; Eng(dep))  
canActivate(x; Prod-eng(dep))

canActivate(x; Eng(dep))  
canActivate(x; Qual-eng(dep))

Separationof Duties To encodeseparation-of-dutiescon-
straintsit is necessaryto be able to expressnegatedcon-
ditions suchas “x hasnot activated role R(y)”, wherex
andy will have beeninstantiatedby the time the condition
is processed.We will write this condition in the body as



: hasActivated(x; R(y)) as shorthandfor the user-de�ned
aggregationconditionexistsActivationR (0; x; y), de�nedby
a rule

existsActivationR (counthx0i ; x; y)  
hasActivated(x0; R(y)) ; x0 = x

Clearly, existsActivationR (0; x; y) holds if and only if x
hasnot activatedR(y). As anexamplefor dynamicn-wise
parameter-centricseparationof duties,supposethatnobody
canworkontwo projectsatthesametimeif they bothbelong
to a set of n pairwisemutually con�icting projects. With
a function Conflict () that returnsthis set of con�icting
projects,this canbeencodedas

canActivate(x; Projmem(p))  
: hasActivated(x; Projmem(p0)) ;
f p; p0g � Conflict ()

Delegationand Appointment Delegationcanbeviewed
as a specialcaseof the moregeneralappointmentmecha-
nismwheretheappointeris requiredto bea memberof the
appointedrole [48]. Appointmentcaneasilybeencodedin
Cassandra. It is alsopossibleto encodedifferentversions
of delegation, suchastransitive delegation wherethe dele-
gateeis able to further delegate the role or �nitely transi-
tive delegation wherethe delegation chain is of a �x ed �-
nite length(cf. [49]). Herewe only show the encodingof
a simple versionof appointment. A managerM can ap-
point A as an employee by activating an “appointerrole”
AppointEmployee(A). This thenenablesA to activatethe
“employeeappointedby M ” roleEmployee(M ).

canActivate(mgr; AppointEmployee(emp))  
hasActivated(mgr; Manager())

canActivate(emp;Employee(appointer ))  
hasActivated(appointer ; AppointEmployee(emp))

Furthermore,A's employee role is revoked automatically
whenAppointEmployee(A) is deactivated:

isDeactivated(emp;Employee(appointer ))  
isDeactivated(appointer ; AppointEmployee(emp))

We also have to specify who is allowed to revoke the ap-
pointmentrole. With grant-dependentrevocation,only the
appointerherselfcanrevoke it:

canDeactivate(x; appointer ; AppointEmployee(emp))  
x = appointer

Grant-independentrevocation,on theotherhand,allows ev-
erymanagerto revoke employeeroles:

canDeactivate(x; appointer ; AppointEmployee(emp))  
hasActivated(x; Manager())

In somecases,all rolesappointedby M shouldberevoked
wheneverM is revokedfrom herroleherself,in thiscasethe
managerrole. We canencodea cascadingchainof revoca-
tionsasfollows:

isDeactivated(mgr; AppointEmployee(emp))  
isDeactivated(supermgr; AppointManager(mgr ))

6. Expressingthe Casestudy in Cassandra

We have drafteda completeCassandrapolicy for a na-
tionalEHRsystem,basedmainlyontheOutputBasedICRS
Speci�cation [38] (a 570-pagedocumentgiven to potential
suppliersduring the currentprocurementprocess),reports
from NHS pilot projectsof the ElectronicRecordsDevel-
opmentandImplementationProgramme(ERDIP) [37, 23],
andvariousDepartmentof Healthdocuments[20, 21]. The
policy comprises310 rules, 58 roles and 10 actions. Of
the 310 rules, thereare84 canActivateandcanDeactivate
ruleseach,52isDeactivated, 28permitsand24canReqCred
rules. The remaining38 are user-de�ned aggregate rules.
The casestudy suggeststhat commonpolicy idioms such
asappointmenthardlyoccurin their pureformsin practice;
rather, it is necessaryto beableto expressdifferentvariants
of them.Interestingly, oneof themostcommonlymentioned
policy idiomsin the literature,separationof duties,wasnot
encounteredin this casestudy. Therulescanberoughlydi-
videdinto thefollowing categories:
Permissionsassignment: many of the permits rules are
straightforward parameterisedrole-actionassignments,e.g.
“patientscanannotatetheir own recorditems”. Othersre-
quiremorethanonerole-relatedprerequisitecondition,e.g.
“clinicians can force-readrecorditemsconcealedby a pa-
tient if they haveactivatedtheir clinician roleandif they are
memberof a workgroup(clinical teamor ward) currently
treatingthe patient”. The last condition is also an exam-
ple of an auxiliary or derived role: the Group-treating-
clinician role neednot beactivatedwhenusingthe rule;
it is suf�cient that it can be activated. The permits rules
concerningreadingrecord items are typically also condi-
tioned on consentand (absenceof) accessdenial role ac-
tivations(activatedby otherentities);suchrulescannotbe
easilyexpressedin languagesin which thesubjectparame-
tersof the headandthe body arethe same,e.g.RT [33] or
Oasis[26, 48].
Consent: accessto healthrecordsis primarily basedon ex-
plicit patientconsent. Consentmay be requiredfor initial
treatment,for referralsandfor disclosureof third-party in-
formation.Weimplementconsentasaform of appointment:
by activatinga consentrole, a patient“appoints”a clinician
to be e.g. a Treating-clinician with a legitimate rela-
tionship. To prevent frivoloususersfrom unsolicitedlyacti-
vatingmyriadsof consentroles,theusermust�rst havebeen



requestedto activate that role. Theseconsentrequestsare
again implementedasa form of appointment,but now the
otherway round: by activating a consentrequestrole, the
clinician enablesthepatientto activatea consentrole. Con-
sentis thusimplementedasa two-stageappointmentmech-
anism.
Registration is an administrative task that takes on many
formsin ourcasestudy:e.g.MPI-administratorsenternewly
born patientsinto the MPI, receptionistsregister new pa-
tients,humanresourcemanagersemploy cliniciansandother
staff, headnursesassignnursesto wards,andheadsof clin-
ical teamsassignclinicians to their respective teams. It is
easyto seethatregistrationcanagain beimplementedusing
variantsof the appointmentencodinggiven in x5. Variants
includecombinationswith cardinalityrestrictions(“patients
canregisterat mostthreedistinctagentsactingon their be-
half”) anduniquenessconstraints(“a patientcanonly bereg-
isteredif no onehasalreadyactivatedthe registrationrole
for thatpatient”). The two mentionedvariantsmake useof
Cassandra'saggregationoperators.
Referral is implementedasa form of delegation. Our case
studyexhibits two kindsof patientreferral.OntheEHRser-
vice, no patientconsentis required,andreferralchainsare
of unboundedlength. On the level of the local healthor-
ganisation,we decidedto implementa stricter alternative:
a local treatingclinician canrefer thepatientto anexternal
clinician (who will thenhave restrictedrightsto readthelo-
calEPRrecorditems)only with explicit patientconsent,and
delegationchaincanonly beof lengthone.
Accessdenial: this is a policy idiom motivatedby the re-
quirementthat patientsmay concealtheir data. By activat-
ing anaccessdenialrole,patientscan�ne-tune therightsto
accesstheir records.Thecorrespondingpermits rulesneed
to checkthatno suchaccessdenialrole hasbeenactivated;
this requiresuniversallyquanti�ed negation,expressedwith
thehelpof aggregationoperators.
Deactivation: canDeactivaterulesspecifywho candeacti-
vatewhich roles. Although theserulesare ratherstraight-
forward, it is important that deactivation can be speci�ed
�e xibly. For example, revocation of patient agentregis-
trations is asymmetricin the sensethat patientscan only
revoke the agentsthey have appointedthemselves (grant-
dependentrevocation),whereasCaldicottGuardianscanre-
vokenotonly theagentsthey haveappointedfor apatientbut
alsothoseappointedby thepatienthimself(variantof grant-
independentrevocation). Cascadingdeactivation, speci�ed
by isDeactivatedrules, is usedto automaticallydeactivate
a role if someother role is deactivated. For example,the
revocationof a patient's registrationin thehospitaltriggers
the deactivation of all rolesthat have somethingto do with
that patient,includingagentregistrations,inpatientepisode
registrations,legitimaterelationshipswith clinicians,access
denialroles,andconsentroles.

Credentialmanagement:credential-basedtrustnegotiation
andcredentialprotectionaregovernedby theinteractionbe-
tweencanReqCredrulesandruleswith remotebodypredi-
cates.Thescenarioin x2.1givesanexampleof multi-phase
automatictrustnegotiation.canReqCredrulesarealsoused
for regulatingdirectcredentialrequestsfromentities.Forex-
ample,agentcredentialscanberequestedby certi�ed health
organisations,andalsoby the agenthimself. The location
parameterof Cassandrapredicatesfacilitatesvery �e xible
forms of automaticcredentialretrieval: unlike most other
systems,credentiallocationsarenot restrictedto the issuer
or the credentialsubject. For example,a credentialof the
form

RA:hasActivated(RA-adm;
NHS-health-org-cred (Org; Start ; End))

maybefoundat thelocationOrg which is neithertheissuer
(RA) nor thesubject(RA-adm).

Theusersof thesystem–patients,cliniciansandadminis-
trativestaff – aremodelledasentitieswhosepoliciesconsist
only of the credentialsthey acquireover time. We assume
theexistenceof aninfrastructurefor theidenti�cation of in-
dividuals.TheNHSnumberidenti�es patientsuniquely, but
we do not specifytheexactauthenticationmechanism(e.g.
a password, a namecerti�cate, or a smartcard-storedkey).
Furtherweassumethatnetwork communicationis secured.

In thefollowing we outlinethepolicy for theEHR archi-
tectureproposedin x2 andillustratedin the scenario(x2.1)
and give examplesof policy rules that illustrate particular
featuresof Cassandraor expressa variantof an interesting
policy idiom.

Master Patient Index RecallthattheMPI is acentralna-
tionalservicethat,for eachpatient,storesthelocationof his
EHR.ThisMPI patient/EHR-servicebindingcanbequeried
by patients,healthprofessionalsandorganisationsandthen
usedto retrieve theEHR itemsfrom theEHR service.This
approachkeepsthe size of the centralservicemanageable
andcancopewith high accessratessinceour MPI policy is
verysimpleandtheamountof transferreddatasmall.

Therewill be an estimatednumberof 300 million GP
appointments,70 million inpatientepisodesandout-patient
hospital attendances,and about 30 million other health
episodesand encountersper year [38]. For eachof these
events,the MPI will typically be consultednot more than
two or threetimes,hencethe expectednumberof accesses
will be aroundonebillion per year. The servicetherefore
needsto beableto handleat mosta few thousandaccesses
persecondif wetakepeaktimesinto account.TheMPI pol-
icy de�nesonly four rolesand17 rules.

A new patient/EHR-servicebinding can be entered
by an MPI administrator, by activating the Register-
patient (pat, ehr-srv) role, if no binding for that patient



exists yet. This negative conditionholdsif the aggregation
parameterof the user-de�ned aggregation predicatecount-
patient-regsis 0. Patientregistrationcanbeseenasavariant
of appointmentin whichthereappointees(patients)canonly
beappointed(registered)once.

canActivate(adm; Register-patient (pat; ehr-srv))  
hasActivated(adm; MPI-admin()) ;
count-patient-regs(0; pat)

count-patient-regs(counthxi ; pat)  
hasActivated(x; Register-patient (pat; ehr-srv))

The MPI policy also contains rules for removing
patient/EHR-servicebindings and various rules for re-
questingcredentialscontainingthe binding. Oneexamples
for credentialrequestis given below. The rule authorises
health organisationsto requesta credentialassertingthe
binding if they in turn can (andarewilling to) provide an
RA-approved NHS health organisation credential. This
is an example for encodinga particular distributed trust
negotiation strategy in Cassandra. Cassandra's evaluation
algorithm ensuresthat trust negotiation strategies always
terminate,evenin thepresenceof mutuallyrecursive rules.

canReqCred(org; MPI:hasActivated(x;
Register-patient (pat; ehr-srv)))  

org@r a:hasActivated(x;
NHS-health-org-cred (org; star t; end)) ;

r a 2 NHS-registration-authorities () ;
Current-time () 2 [star t; end]

EHR services TheEHR recordsarephysically storedon
EHR servicesthat could be deployed below the Strategic
HealthAuthority (SHA) level. Thereare28 SHAs in Eng-
land, eachcovering one to two million living patients. So
if therearefour EHR servicesperSHA, eachwill keepthe
completehealthrecordsof upto amillion patients(including
deceasedor movedabroad).TheEHRservicepolicy de�nes
18 roles,� ve actionsand98 rules.

Eachpatientis associatedwith exactly onehealthrecord
consistingof a setof items,indexedby someitem ID. Only
healthprofessionalscan createnew items but patientscan
annotateexisting items. The systemfunction Get-EHR-
item-author (pat, id) returnstheauthorof therecorditem
id of patientpat. Similarfunctionsexist for gettingthehealth
organisationof theauthor, a setof subjectsthe item relates
to, thetime theitem wascreated,andthesetof third parties
whoseconsentmustbesoughtbeforethepatientmayview
theitem.

A clinician can generallyonly read (Read-EHR-item)
a patient's recorditem if eithersheis the item's authoror
sheis currently treatingthe patient. The rule for the latter
casealso speci�es that shemust be treatingthe patient in
a specialtythat allows her to readthe subjectsof the item.
Furthermore,sheis deniedaccessif thepatienthasactivated

a matching Access-denied-by-patient role. The
parametersof this role specifywhich itemsareaffected,to
whomaccessshouldbedenied,andavalidity daterangefor
theaccessrestriction.Recallthescenariofrom x2.1,where
Bob concealsall recorditemsconcerninganalcohol-related
liver problem from everybody except clinicians treating
him as GP. This can be accomplishedby activating the
role Access-denied-by-patient (what; whom; 0; 1 )
wherewhat = (Bob; 
 ; 
 ; 
 ; f Liver ; Drugsg; 0; 1 ) and
whom = (
 ; 
 ; 
 � f GPg). The rather complex user-
de�ned aggregation rule for count-access-denied-by-pat
is usedin the permits rule to ensurenobodyhasactivated
a matchingaccessdenial role. This conditionholds if the
aggregationparameteris 0.

permits(cli; Read-EHR-item(pat; id))  
hasActivated(cli; Clinician (org; spcty)) ;
canActivate(cli; Treating-clinician (pat; org; spcty)) ;
count-access-denied-by-pat(0; (pat; id); (org; cli; spcty)) ;
Get-EHR-item-subjects (pat; id) �

Permitted-subjects (spcty)

count-access-denied-by-pat(counthxi ; (pat; id);
(org; r eader; spcty))  

hasActivated(x; Access-denied-by-patient (
what; whom; star t; end)) ;

what = (pat; ids; orgs; author s; subj ects;
from-time; to-time)^

whom = (orgs1; r eaders1; spctys1)^
Get-EHR-item-org (pat; id) 2 orgs^
Get-EHR-item-author (pat; id) 2 author s^
Get-EHR-item-subjects (pat; id) \ subj ects 6= ;^
Get-EHR-item-time (pat; id) 2 [from-time; to-time]^
(id 2 ids) ^ (org 2 orgs1) ^ (r eader 2 r eaders1)^

(spcty 2 spctys1) ^ (Current-time () 2 [star t; end])

TheClinician rolecanbeactivatedby submittingacur-
rently valid clinician approval credentialissuedby a reg-
istration authority to the EHR service. Clinicians have a
legitimate relationshipwith a patient if they can activate
theTreating-clinician role (anexampleof anauxiliary
role that neednot be activated,hencethe canActivatecon-
dition insteadof hasActivatedin the permits rule above).
This is permitted if the patient or his agent have previ-
ouslygivenconsentto this treatment(activateda Consent-
to-treatment role), in the case of emergency (active
Emergency-clinician for the patient),or if the clinician
hasbeenreferredby anothertreatingclinician (who hasac-
tivatedReferrer for her).Finally, if thehealthorganisation
of the clinician supportsCassandraand is NHS-approved,
shecansimplysubmitacredentialthatprovessheis amem-
berof a workgroupinvolved in thetreatmentof thepatient.
This allows local hospitalsto manageworkgroupmember-
shipsthemselves.Therule for this caseis shown below and
is an exampleof distributed delegation of authority. Note



how therulespeci�esthattheclinician'sGroup-treating-
clinician rolecredentialhasto besubmitteddirectlyto the
EHRservice,whereastheNHS-health-org-cred rolecre-
dential is retrieved automatically, so we have two different
automaticcredentialretrieval strategieswithin onerule.

canActivate(cli; Treating-clinician (pat; org; spcty))  
org:canActivate(cli;

Group-treating-clinician (pat; gr oup;spcty)) ;
org@r a:hasActivated(x;

NHS-health-org-cred (org; star t; end)) ;
r a 2 NHS-registration-authorities () ;
Current-time () 2 [star t; end]

Patients(andsimilarly, theiragents)canreadtheir record
items if they arenot concealedby a clinician (nobodyhas
activatedamatchingAccess-denied-by-clinician role)
or by the patienthimself, e.g. if a patientdoesnot want to
seeany itemsconcerning“Cancer”. Furthermore,all third
partiesaffectedby the item must have given their explicit
consentto disclosure.Thesetof all suchthird partieswhose
consenthasbeenregisteredis foundusingthegroupaggre-
gationoperator(theactualpermits rule for patientaccessis
not shown here):

third-party-consent(grouphparty i ; pat; id)  
hasActivated(x; Third-party-consent (par ty ; pat; id))

Patientagentsare registeredon the patient's EHR service,
either by the patientor by his GP. A registeredagentcan
act on behalf of the patient on the EHR servicebut can
also requestan agentcredentialto be usedat e.g. a local
Cassandra-supportinghospital. Our revocationpolicy for
agentsis acombinationof grant-dependent(patientscande-
activatetheirown agentregistrations)andgrant-independent
revocation(theGPcanalsodeactivateherpatients'registra-
tions, e.g. if a patientis deemedincompetent).The agent
registrationrule for patientsis a anothervariantof appoint-
mentwith a restrictionon thenumberof appointments:pa-
tientsmay appointat mostthreedifferentagents.(The ag-
gregation rule for agent-regs(n, pat) countsthe numberof
agentregistrations,andis not shown here.)

canActivate(pat; Register-agent (agent; pat))  
hasActivated(pat; Patient ()) ;
agent-regs(n; pat);
n < 3

Other patient-centredissuessuch as consentto treatment
are also managedat the EHR service level. The policy
is designedin such a way that usersare forced to acti-
vate at leastone of the main roles, EHR-service-admin ,
Clinician , Emergency-clinician , Patient , Agent or
Third-party , beforethey canperformany actionor acti-
vatea registration,consentor accesscon�gurationrole.

Local Health Organisations/EPRservices It is expected
thatlocalhealthorganisationswill graduallymigrateto elec-
tronic systemsthat conform to nationalstandardsand are
compatiblewith thenation-wideservices.This processmay
take a long time, so noneof the nationalservicesputsany
policy relatedrequirementson local systemsrunningin the
healthorganisations.This is alsothe reasonwhy the EHR
cannotbedeployedat this level. However, our EHR service
policy is designedin sucha way that if a healthorganisa-
tion can producecredentialsand hasa compatiblepolicy-
enforcementsystem,working with the EHR servicecanbe
moreef�cient. Healthorganisationscanbeassmallassin-
gle GP practicesbut could alsobe entireNHS acutetrusts
with up to half a million registeredpatients.The policy of
our model hospital de�nes 31 roles, � ve actionsand 168
rules. It is mainly concernedwith staff andpatientregistra-
tion (a Receptionist canregisternew patientsby activat-
ing Register-patient (pat)) andthetrustmanagementof
local electronicpatientrecords(EPR).Therulesfor access-
ing thelocalEPRaresimilar to thosefor thesharedEHRon
the EHR services,so we do not give any explicit examples
of policy ruleshere.

One differenceis that our model hospital is workgroup
based,with two kindsof workgroups,teamsandwards.Pa-
tientsaretreatedin clinical teams,usuallyheadedby a con-
sultant,andduringinpatientepisodespatientsalsobelongto
a ward,usuallyheadedby a headnurse.As such,thelegiti-
materelationshipbetweenpatientandclinician is not based
onexplicit consentto treatmentasin thecaseof theEHRser-
vicesbut only requiresareceptionistor theheadof thework-
groupto registerthepatientwith a workgroupby activating
Register-team-episode or Register-ward-episode .
Any clinician belongingto theworkgroupautomaticallybe-
comesa treatingclinician. Clinicianscanalsorequestwork-
group credentialsfor supportingrequeststo accessa pa-
tient'sEHR itemonanEHRservice.

Registration Authorities RAs could be locatedon the
NHS cluster level, of which thereare � ve in England. A
typical clustercomprisesup to 2000PrimaryCarePractices
and 100 Acute Hospital Trustsand other healthorganisa-
tions. An RA shouldbe able to copewith up to 200,000
registeredhealthprofessionals[38]. Thepolicy of ourmodel
RA (“RA-East”) de�nes� ve rolesand27 rules.

For example, the person cli is registered as a clini-
cian with specialtyspctyworking for the healthorganisa-
tion org if somebodyactivatesthe appointmentrole NHS-
clinician-cred (org, cli, spcty, start,end). RA credentials
arerequiredto be time-limited,soall RA roleshave a start
andanenddateamongtheirparameters.Therolecanbeac-
tivatedby local administrators,andonly if org is registered
asacurrenthealthorganisationonthisRA. Furthermore,the
validity periodmustbecoveredby thevalidity periodof the



organisation's registration:
canActivate(adm;

NHS-clinician-cred (org; cli; spcty; star t; end))  
hasActivated(adm; RA-admin()) ;
hasActivated(x; NHS-health-org-cred (org; star t 0; end0)) ;
[star t; end] � [star t0; end0]

The registration can be revoked by deactivating the role.
This is anexampleof a variantof time-limitedappointment
with grant-independentrevocation, as deactivation can be
doneby any active administrator(note that x occursonly
in theheadof therule):

canDeactivate(adm; x;
NHS-clinician-cred (org; cli; spcty; star t; end))  

hasActivated(adm; RA-admin())
The registrationis cancelledautomaticallyif the healthor-
ganisationlosesits registrationfor therelevantperiod.This
isDeactivatedrule implementsa rathercomplex variantof
cascadingdeactivation(thatcannotbeexpressedin e.g.Oa-
sis): thecancellationshouldonly proceedif thereis noother
registrationfor the healthorganisationthat is valid during
the relevant period. This negative condition is ensuredby
the user-de�ned aggregation predicateother-NHS-health-
org-regswhose�rst parameteris 0 if andonly if the con-
dition holds.

isDeactivated(adm;
NHS-clinician-cred (org; cli; spcty; star t; end))  

isDeactivated(x;
NHS-health-org-cred (org; star t 0; end0)) ;

other-NHS-health-org-regs(0; x; org; star t 0; end0);
[star t; end] � [star t0; end0]

other-NHS-health-org-regs(counthyi ; x; org; star t; end)  
hasActivated(y;

NHS-health-org-cred (org; star t 0; end0)) ;
[star t; end] � [star t0; end0]^
(x 6= y _ star t 6= star t0 _ end 6= end0)

A registeredclinician canrequesta credentialassertingthat
someonehasactivatedthecorrespondingregistrationrolefor
her during a given period. Similarly, EHR services,other
RAs aswell asthehealthorganisationemploying theclini-
cian canalsorequestthe credential.The rule for the latter
caseis shown below.
canReqCred(org; r a:hasActivated(x;

NHS-clinician-cred (org; cli; spcty; star t; end))  
hasActivated(y; NHS-health-org-cred (org; star t 0; end0)) ;
Current-time() 2 [star t0; end0]

As we cansee,in this variantof appointment,theappointee
(the clinician) never actually activates the appointedrole
NHS-health-org-cred . The appointer(the RA-admin)
only enablesher to requesta credentialcertifying the ap-
pointment.Similarrulesexist for CaldicottGuardians(NHS-
Caldicott-guardian-cred ) and healthorganisationau-
thentication(NHS-health-org-cred ) credentials.TheRA

policy furthercontainsrulesfor theappointmentof new ad-
ministrators.

7. Discussion

Implementation and performance A prototype of
Cassandrahas beenimplementedin OCaml. The access
control engineforms the core of the implementation. It
provides a simple user interface for reading in policies
andhandlinguserrequestsconcerningactions,credentials,
and role activation and deactivation. On a request,the
accesscontrol engineusesthe policy evaluationengine,an
implementationof the top-down evaluationalgorithmfrom
x3, to decidewhetherto grantor to deny access.If access
is granted,the state(the global set of policies) might be
changed,asspeci�ed in x4. Theglobally chosenconstraint
domaincan be pluggedinto the accesscontrol and policy
evaluationenginesas an independentmodule. Constraint
domain modulesmust only provide implementationsfor
standardfunctions such as conjunction, satis�ability and
implicationchecking,andexistentialquanti�er elimination.
We have implementedthe constraintdomainC0, including
a type inferencemechanismthat allows us to omit explicit
variabletyping.

At the time of writing, role deactivation and credential
requestsand the static groundnessanalyserare still in the
processof beingimplemented.Furthermore,thecurrentpro-
totypeonly simulatesthedistributedsystem,andissuedcre-
dentialsareimplementedwithout encryptionandpublic key
signatures.

Theprototypewastestedwith theEHR policiesfrom x6
by going throughvariousscenarios.The initial test results
werepromising:eventhemostcomplex requestswerehan-
dled within fractionsof a second. We believe it would be
feasibleto useCassandrato enforceourEHRpolicy onana-
tionwidesystem,despiteits relative complexity. Of course,
authoritative resultscanonly be producedafter completion
of a lessnaive implementationandundermorerealisticset-
tings; we have for exampleso far only testedthe system
with up to 10,000patients. Even thoughDatalogC queries
in C0 may theoreticallybe intractable,the test resultswith
the EHR policy suggestthat the worst-casedoesnot occur
in practice: the policy seemscomplex but a closeranaly-
sis revealsthat recursionis very shallow andthatnearlyall
variablesbecomegroundat anearlystage.This meansthat
neithertheevaluationenginenor theconstraintsolvingpro-
ceduresneedto work veryhard.Thecurrentimplementation
is ratherinef�cient in thatcredentialrulesfor roleactivations
arestoredin a linear list. If a hashtableis usedinstead,the
costof almostall requestswould be nearly independentof
the numberof patientsin the system;for the rest, the cost
wouldbeatmostlinearin thenumberof patients.



Related work A large amountof work has beendone
on policy speci�cation in a non-trust-managementcontext
(e.g.Ponder[18], GTRBAC [30], FAF [28], RCL2000[2],
RDM2000[49], just to namea few): theselanguagesdo not
supportcredential-basedauthorisation,credentialretrieval
anddistributedtrustnegotiation,or they donot focusondis-
tributedresourcesharingatall.

Thenotionof credential-basedtrustmanagementwasin-
troducedby Blaze et al. with PolicyMaker [10, 9] and its
successor, KeyNote [8, 7]. PolicyMaker's credentialsand
policies are fully programmablein that the choice of the
policy speci�cation languageis left opento the user. This
makesit very �e xible but makespolicy compliancecheck-
ing undecidablein general.In KeyNote,policiesarewritten
in aspeci�c assertionlanguagecontainingsimplestringand
arithmeticconstraintson environmentvariables.Both Pol-
icyMaker and KeyNote do not handlecredentialretrieval.
Unlike Cassandra, thesesystemsdo not act asa protective
layer aroundthe resources;they are just called by the ap-
plicationto checkpolicy compliance.Theapplicationis re-
sponsiblefor interpretingthe answerand the actualpolicy
enforcement.Oneof thedistinctive aspectsof Cassandrais
that not only the policy languagebut also the accesscon-
trol semanticsis formally speci�ed, with exact de�nitions
for the conditionsandconsequencesof role activation and
deactivation,actionandcredentialrequests.Thepolicy lan-
guagetogetherwith the accesscontrol semanticsprovide a
rigorousframework unifying dynamicRBAC, role revoca-
tion, distributedtrustmanagementandtrustnegotiation.Ex-
istingdistributedtrustmanagementsystemshaveanarrower
scopeandspecifyat mostthepolicy speci�cationlanguage,
not theaccesscontrolsemantics.

TheCassandrapolicy speci�cationlanguagewasinspired
by Oasis[48, 26], a role-basedtrustmanagementsystemin
which Datalog-like rulesspecifywhich credentialsarepre-
requisitefor role activationanddeactivation.Oasisdoesnot
retrievecredentialsautomaticallyanddoesnotguaranteeter-
minationof queries. Oneof the main contributionsof the
work on Oasiswas the developmentof the conceptof ap-
pointmentasa generalisationof delegation. Previous sys-
temshave concentratedon delegation (e.g.RDM2000[49],
a rule-basedlanguagewith built-in role delegation),which,
asourcasestudysuggests,is farlessusefulin practice.Stan-
dardappointmentcanbeexpressedin Oasiswith its built-in
appointmentmechanism.However, asthesubjectof therole
activation prerequisitesmustbe equalto the subjectof the
conclusionof therule, it is not impossibleto encodethedif-
ferentvariantsof appointmentweencountered.

RDM2000canexpressrole revocationpoliciesincluding
revocationauthorisationandcascadingrevocationin much
the sameway as Cassandra. Oasisis the only other trust
managementsystemwe are aware of that supportsrule-
basedcascadingrole revocation. However, its revocation

mechanismis notexpressiveenoughfor someof therevoca-
tion policiesin our casestudy. In particular, Oasis's revoca-
tion triggersarerestrictedto thoserole activationsthatwere
actuallyusedto activatetherole; furthermore,revocationis
triggeredwhenever a role membershipconditionceasesto
hold,evenif othercurrentconditionsmightallow theactiva-
tion to stayalive. Cassandra's isDeactivatedmechanismis
expressive enoughto capturesuchpolicies. In Oasis,revo-
cationscanbeautomaticallypropagatedacrossthenetwork
via anevent infrastructure.In contrast,Cassandra's revoca-
tionsareexplicitly restrictedto localroleactivations.Webe-
lieve thatdistributedrevocationis too dif�cult to implement
reliably andsecurelyon a wide scale;for example,services
wouldneedto keepstateaboutwhichotherservicesto notify
aboutrevocations,andwouldneedto applyatotherservices
for theright to receive particularrevocations.

TheRT family of role-basedtrustmanagementlanguages
[33] bearssomesimilaritiesto oursystem.RT canbeseenas
anextension/combinationof SPKI/SDSI2.0 [12] andDele-
gation Logic [31]. In RT, the Datalog-basedrules,or cre-
dentials,as they arecalled,specifyonly the role member-
ship relation: either directly, by role hierarchy, by (direct
or attribute-based)delegationof authority, or any combina-
tion of these.As in Oasis,thesubjectsof therule headand
the body conditionsareimplicitly the same,which is suf�-
cient to expressdelegation but not convenientfor appoint-
mentpolicies. In RT's youngestoffspring,RT C

1 [32], rules
are translatedinto DatalogC. Constraintsare usedonly to
de�ne a rangeon eachrole parameter;constraintsbetween
two parametersarenot permittedin order to keeppolicies
morecomprehensibleandto guaranteetractability. We �nd
that a more liberal useof constraintsis useful and neces-
sary, asour EHR policy shows, andcanstill be ef�cient in
practice. RT rolesarepre�xed with the issuingentity, just
like Cassandra's predicatesare,but do not specifytheloca-
tion wherea matchingcredentialmay be found. RT solves
this by staticallyspecifyingfor eachrole namewhethercre-
dentialsde�ning suchrolesarestoredwith the issueror the
subject.Our EHR policy hasrulesin which predicateshave
locationsdifferentfrom bothissuerandthesubjectentity.

SD3 is anotherDatalog-basedtrust managementsystem
[29]. It is similar to Cassandrain that SD3 predicatescan
alsohave anissueranda location,which in thecaseof SD3
is an IP address.SD3 is a very generalsystemthat does
notspecifyany accesscontrolmeaningfor its predicatesand
canbe viewed asCassandrawithout constraints,rolesand
accesscontrol semantics,but with automaticcredentialre-
trieval andtrustnegotiation.SD3passestheproof treefrom
its highly optimisedpolicy evaluationenginethroughasim-
ple andsmallproof checker to reducethesizeof its trusted
computingbase.This would bea techniquethatcouldalso
beappliedto Cassandra.

The problemof trust negotiationhasbeenaddressedin



[46] wherevariousdifferentstrategiesarediscussed.Their
CredentialAccessPolicy (CAP)correspondsto Cassandra's
canReqCredrules. Cassandra's uniform treatmentof rules
duringevaluationgivesus trustnegotiation“for free”, with
a strategy similar to the“ParsimoniousStrategy” in [46]. It
hasbeenpointedout thatthis strategy mayleakinformation
aboutthepolicy without actuallydisclosingany credentials.
[47] preventsthis problemby addinganotherpolicy protec-
tion layer.

Conclusionand Futur e work We have developeda role-
basedpolicy speci�cation systemfor accesscontrol in a
distributedsystem,Cassandra, in which the expressiveness
can be tunedaccordingto need. In combinationwith the
constraintdomainC0, Cassandra's expressivenesssurpasses
that of existing systemswhile preservinga strongtermina-
tion property. The languageis truly policy-neutral in that
it canexpresssubtlevariantsof well-known policy idioms.
It can expresstrust-managementrelatedpolicies such as
credential-basedauthorisation,automatictrust negotiation
andautomaticcredentialretrieval strategies. Our work on
apolicy for anationalEHRsystem,oneof themostsubstan-
tial trustmanagementcasestudieswe areawareof, demon-
stratesthat Cassandrais expressive enoughfor large-scale
real-world applicationswith highly complex policy require-
ments.

To gathermorereliabletestresults,wewill �rst complete
the implementationof role deactivation and credentialre-
quests,andastaticgroundnessanalyser. In afurtherstep,we
plan to build a prototypethat is truly distributed,usesdigi-
tal certi�catesfor sendingcredentialsover thenetwork and
usesa relationaldatabaseto acceleratethe look-up of role
activations. Suchan implementationwill enableus to test
theEHRpolicy in amorerealisticsetting,with at leasta few
million policy entries.Wewill alsoproduceweb-basedEHR
userinterfacesto illustratehow applicationscanbebuild on
Cassandra.

Cassandrawas designedto satisfy complex policy re-
quirementsandat the sametime be simpleenoughthat its
languageandaccesscontrolsemanticscanbeformally spec-
i�ed. We plan to usethis formal framework to prove high-
level meta-propertiesabout speci�c policies or policy id-
ioms. Along the samelines, we wish to formalisea low-
level modelof Cassandrathat speci�es the underlyingnet-
work protocols,thepublic key infrastructureandthedesign
of certi�cates.
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