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Abstract

We study the speci cation of accesscontml policy in
large-scaledistributed systems. We presentCassandraa
language and systentfor expressingpolicy, and the results
of a substantialcasestudy a securitypolicy for a national
Electonic HealthRecod systembasedon therequirements
for the ongoing UK National Health Serviceprocurement
exercise

Cassandraoliciesare expressedn a language basedon
Datalog with constaints. The expressivenessf the lan-
guage (and its computationalcompleity) can be tunedby
choosingan appropriate constaint domain. Cassandrds
role-basedijt supportscredential-base@ccessontol (e.g.
betweeradministative domains);andrulescanreferto re-
mote policies (for automaticcredentialretrieval and trust
negotiation). Moreover, the policy languaye is small, and
it hasa formal semanticdor query evaluationand for the
accesgontol engine

For the casestudywe choosea constaint domainG, that
is sufciently expressiveto encodemanypolicy idioms. The
casestudyturnsoutto require manysubtlevariantsof these;
it is importantto expressthis variety smoothly ratherthan
addthemas ad hocfeatues. By ensuringonly a constraint
compactfragmentof G is used,we guaranteea nite and
computable xed-point model. We usea top-downevalua-
tion algorithm,for efciency andto guaranteetermination.

Thecasestudy(with some310rulesand58roles)demon-
stratesthat this language is expressiveenoughfor a real-
world application; preliminary resultssuggestthat the per-
formanceshouldbe acceptable

1. Intr oduction

In this paperwe studythe speci cationandenforcement
of securitypolicy in large-scaldistributed systems.Previ-
ouswork ontrustmanagemerdndrole-basedccessontrol
systemdhasarguedthatit is desirableo:

factorout the policy from the applicationcode,sothat
it canbe easilyunderstoodandchangedvertime;

expresspolicy notin termsof individuals, but via the
indirectionof roles;

expresspolicy in a languagewith a formally de ned
semanticsagpinto easgreciseunderstandingandalso
to supportstaticanalysisto verify sanityproperties;
supportdistributedaccessontrol,basingauthorisation
on digital credentialswith policiesthat expressauto-
matic credentialretrieval over the network and strate-
giesto establishmutualtrustbetweerstrangersand

be scalable- to large numbersof sitesandentities,but
alsoto cover differentadministratve domainswith in-
dependenpoliciesor localadaptationsf adefaultpol-

icy.

Thereis atensionin the designof policy languageshow-
ever: they shouldbe expressie (sointendedpoliciescanbe
written naturally),smallandelegant,withoutadhocfeatures
(so policies can be easily understood) and also ef ciently
computablén practicalexamples.

To addresghis, we have designeda trust management
system,Cassandrain which the expressienessf the lan-
guagecan be tunedby selectingan appropriateconstaint
domain- policiesareexpressedn anextensionof Datalog:,
or Datalogwith constraints. We ground this researchby
working out a substantialreal-world example, a security
policy for a nationalElectronicHealth Record(EHR) sys-
tem,basedntherequirementgor theongoingUK National
Health Serviceprocuremeniexercise. This is, to the best
of our knowledge,amongthe mostcomplex policy exam-
plesdiscussedn theliterature.Ilt hassome310rulesand58
rolesand,aswe shall see,demandghe full expressieness
of Cassandra

For the casestudywe choosea constraintdomainG, that
is sufciently expressieto encodemary policy idiomssuch
as role hierarcly, separationof duties, role appointment,
cardinalityconstraintsrole validity periods,anddistributed
trust negotiation. Interestingly the casestudyturnsout to
requiremary subtlevariantsof theseidioms that cannotbe
expressedn otherlanguagesit is importantthatwe canex-
presghisvarietysmoothly ratherthanaddeachoneasanad
hocfeature.By usingstaticgroundnessnalysiswe restrict



policiessothatonly a constaint compactfragmentof G is
required,guaranteein@ nite and computable x ed-point
model.We useamemoizingtop-davn evaluationalgorithm,
for ef ciency andto guarantegermination.

Cassandras role-basedvith parameterisetblesandac-
tions (supportingconcisepolicies);it is declaratve (making
policiesasclearaspossible)jt canexpresspowerful role re-
vocationpoliciesincludingcascadingevocation;it supports
credential-basedccessontrol decisionshetweenadminis-
trative domains;andrulescanreferto remotepolicies(pro-
viding automaticcredentialretrieval and trust negotiation).
Moreover, the policy languagés small,andthe systemhas
aformal semanticgor bothqueryevaluationandfor the ac-
cesscontrolengine.

Existing trust managemensystemspossessubsetsof
thesefeaturesit is howeverthecombinatiorof all thesefea-
tures,togethemith Cassandratunableexpressvenessthat
malesit unique,andpowerful enoughfor usto expressthe
policiesof the casestudy

In x2 we discussthe backgroundor the casestudy and
outline an examplescenarioof the useof the EHR system.
In x3 we discusshow policies are speci ed in Cassandra
including brief outlinesof the semanticeandthe evaluation
algorithm. For lack of spacewe omit full technicalde ni-
tionsandtheoreticafresults.Cassandraeedsotjustalan-
guagefor expressingpolicies, but an APl and operational
semanticdor the accessontrol engine;this is givenin x4.
We demonstratbowv some classic'policy idiomscanbeex-
pressedn x5: particularforms of role hierarcly, separation
of duties,anddelagation. In X6 we returnto the casestudy
outlining its main features payingcarefulattentionto what
idioms areusedandwhat expressienesdt demandof the
policy language.Thefull policy is availableon-line[5]. In
X7 we describeour prototypeimplementatior{thoughat the
time of writing it doesnot cover all aspects)preliminaryex-
perimentsuggesthatperformanceshouldbereasonabléor
suchapolicy. Finally we discusgelatedwork andconclude.

2. Background: Electronic Health Records

Electronic Health Record (EHR) schemesare now be-
ing developedin Europe,Canadaand Australiato provide
“cradle-to-grae” summariesof patients' records, linking
clinical informationacrosshe entirehealthsystem[16]. In
Englandthe NationalHealthService(NHS) hasbeenplan-
ning since 1998 to develop a nationwide Integrated Care
RecordsService(ICRS) providing healthcareprovidersand
patientswith 24 hour on-line accessto EHRs on a cen-
tral data-spind36, 19]. The deployment of what is now
one of the largest, most complex and riskiest IT projects
in the public sectorworld-wide is scheduledfor between
2005and2010. While the potentialbene ts of sucha sys-
tem are obviously huge, the governments planshave also

beensubjectof a ercely controversial public debate(see
e.g.[41, 15, 13,39, 14, 17, 22)).

A main issue of concernis the con dentiality of pa-
tient healthinformation. At stale is not just the privagy of
sensitve personalinformation but the succes®f the entire
project. Patientswill refuseto sharetheir dataif they do not
trustthe systemor do nothave sufcient controlovertheuse
of their data.It is equallyimportantto gain clinician buy-in
whichwill fail if thesystemis cumbersoméo use,if theac-
cesgestrictionsaretoo strict or theresponsgimestoo high.

Any EHR accesscontrol policy will be a compromise
betweencon icting interests. The generalframenork for
ary suchpolicy hasto comply with relevantlegislationand
regulationssuchasthe DataProtectionAct, Mental Health
Act, Human Fertilisationand Embryology Act, the Abor-
tion Regulationsandthe VenereaDiseasefRegulations.Ev-
ery health organisationis now requiredto have a privacy
anddataprotectionof cer, alsocalled“Caldicott Guardian”
(namedafterthe recommendationf the committeechaired
by Dame Caldicottin 1997 [35]), who is responsiblefor
overseeinghe organisations securitypolicy andinvestigat-
ing breache®f con dentiality. Anything beyondthisis still
highly contentious As anexample,the Caldicottcommittee
recommendethataccesgo patient-identi ableinformation
shouldbeona“strict need-to-kna basis”.In contrastcom-
mon medicalcodeof ethicsand professionapracticegoes
furtherandrequiresthe patients consentfor accessinger
sonalinformation[44]. Andersor{3] stressethesamepoint
in his securitypolicy commissionedy the British Medical
Association,andfurther demandghat patientsshouldauto-
matically receive noti cations whentheir dataareaccessed.
It now seemsto be currentconsensushat patientconsent
shouldbe the basisfor accesdecisionsalthoughit is not
yet clearwhenexplicit consenthasto be soughtandwhen
implicit consentanbeassumed.

It shouldbe sufciently clearfrom this that the access
control policy of the nationalEHR systemwill undego fre-
quentchangesas the public debateevolves. Furthermore,
health organisationswill likely have customisedpolicies,
compatiblewith but differentfrom the nationalone. It is
thereforenecessaryo beableto specifythe policy indepen-
dentlyof theimplementatiorinsteadof having it hard-coded
into theaccessontrolengine.

2.1.A scenario

Thenationaldataspineis expectedo hold recordsfor up
to 100 million patients(including deceasegatientsandpa-
tientswho have moved abroad).Giventhelarge scaleof the
dataspine,we proposea three-level architecturgasrecom-
mendedn [37]) insteadof onesinglephysicaldatabase.

At the top level we have the nationalMaster Patient In-
dex (MPI), acentralservicethatonly storesbindingslinking



patientidenti ers with the EHR service(the secondevel),
thatis the locationof their EHR. The local NHS healthor-
ganisationge.g.hospitalsdoctors'practices)constitutethe
third level. The recordskepton this level are called Elec-
tronic PatientRecordg EPR).ThesharedcentralEHR items
are typically summariesof local EPR items. Registration
Authorities (RAs) issuecredentialdo NHS clinical andad-
ministrative staf andhealthorganisationdor authentication
purposes.

Thefollowing scenaridllustratessomeof the morechal-
lenging requirementsof security policies for our national
EHR architecture.In the discussiorof the casestudyin x6
we discusshow theserequirementaremetby our example
policy (we usetherole andactionnamesrom the policy in
thetext below).

Anson Arkwright goesto seeDr Zoe Zimmer, his fam-
ily' s GeneralPractitioner(GP),for anHIV test.Dr Zimmer
recordsthevisit in alocal EPRitem by performingan Add-
record-item action(with suitableparametershut doesnot
sendinformationto the EHR dataspineon Anson's request.
Sometime later, Bob Arkwright, Anson’s father visits Dr
Zimmer becaus®f heartproblems.During the visit he also
tells herthathebelieveshis sonAnsonmaybe a hypochon-
driac. Dr Zimmer addsa recorditem to Bob's EPR about
his heartconditionand an item in Anson's EPR abouthis
fathers comments.The latteritem is marked ascontaining
third party information abouthis father so aslong as his
father(or the CaldicottGuardianon his behalf)doesnot ac-
tivatea matchingThird-party-consent  role, Ansonwill
not be ableto readit. (Note that we userolesnot just to
modeljob positionswithin anorganisationbut alsoto indi-
catestatechangese.g.giving third-partyconsent.)

Dr Zimmer alsoattemptso submita summaryof Bob's
newv EPR item to his sharedEHR. She doesnot needto
query the MPI becauseshealreadyknows the location of
his EHR. She rst activatesher Clinician  role on this
EHR serviceby submittinganRA-issued\NHS-clinician-
cred role credentialalongwith the activationrequest.Sub-
sequentlyher Add-EHR-record-item actionsucceed$e-
causehe EHR servicecandeducesheis Bob's Treating-
clinician  (Bobhasexplicitly consentedo treatmenyears
ago and has not withdrawvn his Consent-to-treatment
role). Dr Zimmeralsodecidedo referBob to alocal hospi-
tal'scardiologist Dr HannahHassanAs Bob'streatingclin-
icianonthe EHR service Dr Zimmercanentera Referrer
role enablingDr Hassarto alsobecomea treatingclinician.
Bob's consenis not neededout he hasthe power to deacti-
vatethereferral.

At the hospital,a Receptionist registersBob asa pa-
tientby activatinga Register-patient  role. After hisout-
patientvisit with Dr Hassanthe receptionistregistershim
with a sugical teamin the samehospitalfor a heartbypass
operation. For this purpose,the receptionistactivatesap-

propriateRegister-team-episode andRegister-ward-
episode roles, thereby establishinga legitimate treating
clinicianrelationshiphetweerBob andthesugicalteamand
the ward nurses.During suigery, abnormalliver valuesare
found. Yearsago, Bob activatedan Access-denied-by-
patient roleto conceathecontentsf all itemsin hisEHR
concerninganalcohol-relatediver problemfrom everybody
exceptclinicianstreatinghim asGPR. The headof thesurgical
team,Dr Lily Littlewood,decidedo “breaktheseal”to view
Bob'srestrictedEHR item by performingthe actionForce-
read-EHR-item. This canbe doneby ary clinician with a
legitimaterelationshipbut will be markedin the auditto be
investigatedby the hospitals CaldicottGuardian.

Unfortunatelytheteamencountergurthercomplications
during the operationand Bob needsto be keptin arti cial
coma.Dr Zimmeragreego appointBob's wife, Carol,to be
his agentby activatinga Register-agent roleonthe EHR
service.Carolthenrequestso activatethe Agent role onthe
hospitals service.Thissucceedaftersometrustnegotiation
betweenthe hospitalandthe EHR service: the hospitalre-
spondgo Carol'srequesby requestinganagentregistration
credentiafrom Bob's EHR service;the EHR servicereplies
by requestinga healthorganisationcredential;the hospital
agreedy sendingan RA-issuedhealthorganisationcreden-
tial to the EHR service;and nally the EHR servicesends
the originally requestedRegister-agent credentialto the
hospitalcertifying that Carolis indeedBob's agent.

WhenBob is woken andreleasedhe attemptsto revoke
theagentregistrationfor his wife but fails becausé wasDr
ZimmerwhoregisteredCarol. OnBob'srequestPr Zimmer
deactvatesherRegister-agent role for Carol. If Carolis
active with an Agent role on the EHR serviceat that mo-
ment,cascadingevocationcauseshatrole to bedeactvated
immediatelyaswell.

3. Policy Speci cation in Cassandra

Accesscontrol in large-scaleheterogeneousdistributed
computingervironmentds fundamentallydifferentfrom ac-
cesscontrolin a singleadministratve domain. In the latter
case all usersareknown, so authorisatiorcanbe basedon
identity authentication. In the former case,entities (from
single usersto entire organisations)wish to sharetheir re-
sourceswith previously unknowvn entities. In the trustman-
agementpproach9], credentialsassertingattributesabout
theirholdersareusedasthebasisof accesgontroldecisions:
for example,a clinician may be grantedacces¢o an EHR
serviceon the basisof a clinician employmentcredentials-
suedby aregistrationauthority As accesgontrolpoliciesin
suchervironmentscanbe comple, they arebestdescribed
in ahigh-level policy speci cationlanguageTheCassandra
languageis summarisedn Figure 1; this sectiongives an
informal introductionto the languagethe querysemantics,



PO“W rule: Eloc@Eiss 1p0(90)

Credentialrule): E|oc@Eiss :po(€) ¢C

Aggregationrule: E|oc @E|oc:p(2gg-0ofXi; ¥)
whereagg-opis groupor count

Predicatemames ::= canActivatej hasActivatedj permitsj canDeactivatg
isDeactivated canReqCred anduserde ned predicatenames
log @ssi:pi(er); i ; 106G, @SSnh:pn(€n); C

Eloc@ss:q(x);

Ceq expressionse ::= x j E
Ceq CONstraintsc ::= true j falsej e= e2j ¢~ ®jc_ 2

f(er;inen)js i

G types = entity jint j constjunit j

G expressiong::= X JEJNjJCj(Qj(e;:nen)] (e jR(er;en)jAer;ien)]
jfer;:nengje €je\ 2je[ €
G constraints ;= truej falsej e= e’je6 e®’je< je €jcr Pjc_

njrole( )jaction( )jset( )

[€); 9]

Access-controbperations:

doAction(A(e)), activatg(R(€)), deactivatE,; R(€)), reqCredEs@Eiss :p(%¥) ©)

Figure 1. Collected Syntax

andtheevaluationalgorithm(the languagéhasaformal def-
inition but for lack of spaceve donotgiveit, or thesupport-
ing theoremsin this paper).Section4 describegshe seman-
tics of the accessontrol operationsde ning it preciselyin
termsof the querysemantics.

Rolesand actions TheCassandraolicy languages role-
basedto make accesscontrol administrationsimpler and
more scalable. Our roles and actions (generalisedprivi-
leges)are parameterisefbr higherexpressienesq24, 34):
e.g.therole Clinician (org, spcty hasparametergor the
healthorganisationandthe specialtyof theclinician; theac-
tion Read-record-item (pat,id) hasparameterspecifying
theitemidenti er of a patientpat's healthrecord. Note that
Cassandra notion of role is more generalthane.g.in the
RBAC96 model[42], wherea role is typically a job posi-
tion within anenterprises hierarcly; for example enteringa
parameterised\ccess-denied-by-patient  role may in-
dicatethatarecorditemis concealedy the patient,depend-
ing onthe surroundingpolicy.

Predicates In role-baseaccesgontrol(RBAC), relations
areusedto de ne role membershipsessioractivationsand
role permissionsin Cassandratheseandotheraccesson-
trol relationsare speci ed implicitly by rules de ning six

specialpredicategtheir preciseoperationakemanticgs for-

malisedin x4):

1. canActivatde;r) expresseshefactthattheentitye can
activateroler (i.e.,eis amemberof r).

2. hasActivatede;r) indicatesthat the entity e hasacti-
vatedrole r. The distinction betweenthe predicates

canActivateand hasActivatedcorrespondso the dis-
tinction betweenrole membershipand sessioractiva-
tionin traditionalRBAC.

3. permitge;a) saysthatthe entity e is permittedto per
form actiona. This differs from the standardnotion
of role-permissiorassignmenin two ways. Firstly, the
parametete allows constraintsto refer directly to the
subjectof the activation. Secondly permits hasno pa-
rameterfor a role associatedvith the action, thusal-
lowing more e xible permissionspeci cations,e.g.a
permissiorthatis conditionedon theactivation (or per
hapsmerelymembershippf morethanonesinglerole.

4. Cassandraules canalso specify role deactvation: if
canDeactivatée;; e;;r) holds, the entity e; hasthe
powerto deactvatee,'s role activationr.

5. Thedeactvationof onerole cantriggerdeactvationsof
other(local) roles. Thisform of cascadingevocationis
especiallyimportantin the context of delegatedor ap-
pointedroles. Thedeactvationof arole canmake pred-
icatesof the form isDeactivatede;r) becometrue,in-
dicatingthetriggereddeactvation of the entity €'s role
r.

6. Finally, accesscontrol acrossdifferent administratve
domainsis basedon attribute-assertingcredentials.
In Cassandratheseattributes are simply constrained
Cassandrgredicates.To protectthe informationcon-
tainedin predicateswe usecanReqCrefk;; e::p(€))
to saythattheentity e; is allowedto requestredentials
issuedby theentity e, andassertinghe predicatep(e).

Apartfrom thesesix predicatesvith a specialaccesontrol
meaning,policy writers canintroducefurther userde ned
auxiliary predicates.



Rules Marny existing policy languagesare basedon Dat-
alog [1] (Horn clauseswithout function symbols)because
it is a rule-baseddeclaratve languageand widely under
stood.However, standardDatalogis not very expressie, so
mary systemsxtendthelanguagewith adhocfeaturesWe
take a differentapproactandbaseourlanguagenrecursve
Datalog. in which the expressieness- andcorversely the
computationatomplity — is parameterisedn the chosen
constaint domainC[27]. Thelanguagecanthusbeadapted
to awide rangeof applicationswithout changingts basese-
mantics.

Datalog. extendsDatalogrules with a constraintfrom
some x ed constraintdomain,which may containvariables
occuringin the headpredicateor the body predicate®f the
rule (but maynotcontainary predicatenames) A constaint
domainCis alanguageof rst orderformulaecontainingat
leasttrue, falseandthe identity predicate"=" betweenC-
expressiongvariablesgntitiesandpossiblyotherconstructs,
includingfunctionsymbols).Furthermoreit mustbeclosed
under variable renaming,conjunction(®) and disjunction
Q)

The policy rule language in Cassandra extends
Datalog.'s predicates for the purpose of credential-
basedtrust management. A credentialcan be seenas a
constrainedredicate youchedfor by anissuingentity and
stored at a location entity. Correspondingly Cassandra
predicatesare thereforepre xed with a location and an
issuer A policyrule is thereforeof theform

Eloc@ziss :pO(eO) ]
loc, @ss1:pi(€1); i ; 10G, @sSn:pn(€n); €

wherethe p; are predicatenamesandthe € are (possibly
empty)expressiortuples(thatmaycontainvariablesynatch-
ing the parametettypesof the predicate. c is a constraint
from some x ed constraintdomain,and may containvari-
ablesoccurringin the headpredicateor the body predicates
of the rule (but may not containary predicatenames).The
locationandtheissuerof therule, E |, andEss , areentities,
andthelog andiss; areentitiesor entity typedvariables.
A policy rule of thesimpleform

Eloc@Eiss ipo(eo) c

is calleda credentialrule or just a credential If it is sent
overthe network, it canbethoughtof asa certi cate assert-
ing po(€p), signedandissuedby E;ss , andbelongingto and
storedat E|o.. Thelocationandtheissuerof arule areusu-
ally identical;only in thecaseof acredentiafule canthey be
different,asE o mayhold a“foreign” credentialignedby
adifferententity Eiss . A Cassandrapolicy of anentity E|q¢
is a nite setof rules(including credentials)wvith location
EIoc-

In standardDatalog., a predicatecanbe deducedf there
is arulewith amatchingheadsuchthattherule'sbodypred-

icatescanbe deducedwhile satisfyingthe constraintof the
rule. In Cassandraa body predicateB @C:p(€) canreferto
aremotelocation,if B is notequalto thelocal entity, sayA.
To deducethe predicate A will contactB over the network
anddelepateauthorityto B to deducethe predicate.Sucha
remotequeryamountgo acredentiatequestB will rst try
to deduceB @B :canReqCreff; C:p(€)) beforeattempting
to deduceherequestegbredicate.

To illustratethis, considerthe following examplewhere
likes is someuserde ned predicate. SupposeA's policy
containgherules

R1 A@A:likegA; x)
R, A@B:likegdB;A)

x@y:likeqy;x);x 6 y
true

(soR; is aforeign credentialfrom B), andC's policy con-
tains

R; C@D:likegD;C) true

(so Rz is a foreign credentialfrom D). Intuitively, R

means: A likes an entity x if x's policy proves that
someother entity y saysthat he likesx. More formally,

we can deduceA@A:likeqA; x) on A if we can deduce
x@y:likeqy; x) ontheservicex providedthatx is notequal
toy. If, in thecontext of evaluation x turnsoutto beA, then
thebodybecomes

A@y:likegy; A)

to bededucedocally onA, by nding amatchingcredential
(foreignsinceA 6 y). R, is sucha credentialthusA has
proved A@A:likegA; A). Otherwise,if x turnsout to be
differentfrom A, sayx = C, A automaticallyrequestsa
credentiafrom C of theform

ca@y:likegy; C)

At this point, Cassandra trust negotiation mechanism
comesinto play: C rst triesto prove

C@cC:canReqCrefh,; y:likeqy; C))

onits own policy to seewhetherA is allowedto requessuch
a credential. The resultof this deductionis eitherfalse (A
cannotrequestsucha credential)or someconstrainton the
variabley, sayy 6 E (A is allowedto getsuchacredential
providedy 6 E). In thelattercaseC will thentry to prove

C@ylikegy;C)

This is satis ed by Rz, so C will reply to A with the an-
swer C@D :likegD; C), upon which A can nally prove
A@A:likegA; C).

In theremaindeof the paperwe will omit therule loca-
tion Eq¢ If it is clearfrom the context. We will alsoomit
locationandissuerpre xeslog andiss; from body predi-
catesf they areequalto therule location.

A6y;

Cé6y:

Céy

Céy”ry6 E:



Constraint domains All Cassandraentities on the net-

work mustagreeon a commonconstraintdomainC. For

example, the leastexpressve constraintdomainCeq is the

onewheretheonly atomicconstraintareequalitiesetween
variablesand entities. Choosingthis trivial constraintdo-

mainreduceghe expressienesof thelanguageo standard
Datalogor Horn clausesvithout functionsymbols.

The designof the muchricher constraintdomainG, was
guidedby theEHR casestudy In Gy, atomicexpressiongan
be variables,entities, integers, constantsof varioustypes,
the empty set; and the universal set Compoundex-
pressionsarebuilt from the atomiconesrecursvely: tuples
(e1;:5;€n), tuple projections ['(e), rolesR(ey;:;;ey), ac-
tions A(es;:; e,), function applicationsf (e;;::; e,), and
the set expressionsfe;;:;e,g, e € e\ e ande[
e’ G-constraintsinclude equalitiese = €% inequali-
tiese 6 € integer orderse < € set containments
e e’ and, of course, nite conjunctionsand disjunc-
tions of these. The function symbolsare interpretedby
a x ed set of side-efect-free functions that may return
ervironment-dependendata. For example, for our case
studywe have functionsto accesslata elds of healthrecord
itemssuchasGet-EHR-item-author (pat;id), andafunc-
tion Current-time () thatreturnsthecurrenttime.

A type systemfor G wherethetypes areof the form
int, entity , const, unit, i n, role( ), action( )
andset( ) ensureshatexpressionandconstraintarewell-
formed.Moreover, withouttyping onecouldtrivially encode
undecidablgropertiesyith policiesthatperformarithmetic
onunary-encodeihtegers.

We also allow constraintsthat can be de ned in terms
of the existing ones,suchas non-membershig 2 €° in-
tegerrangese 2 [e;; e;] andrangecontainmentge; ; ;]
[e0; €3].

Aggregationrules Policiesoften requirenegative condi-
tionsin the premiseof arule, e.g.thatan entity hasnot ac-
tivateda particularrole, or that no entity hasactivatedthe
role. The formerexamplecanbe expressedy introducing
negated body predicates;this methodhowever cannotex-
pressthelatterexample,which implicitly involvesuniversal
guanti cation. Instead we introduceruleswith aggregation
opeators [40] with which both examplescanbe expressed.
Aggregationis alsousefulfor groupingandcardinalitycon-
straints,e.g. constraintson the setof all role activationsof
a particularentity, or on the numberof all suchactiations.
For aggreation, the constraintdiomainCis requiredto con-
tain equalitiesover setandinteger constantsand variables.
An aggregationrule is of theform

Eloc @E|oc:p(agg-opxi; ¥)

where the aggreation operatoragg-opis either group or
count ThepredicateE o @ss:q(>¢) mustbeonethatcanbe

Eloc@ss:q(x); C

satis edwith only nitely mary differentparametersandx
mustcontainx. The rst argumentof p is instantiatedo the
(nite) setof all differentvaluesof x that satisfythe body.
If agg-op= count, it is instantiatedo the cardinalityof that
set.For example,

group-active-dators(groupxi ; spcty)
hasActivatedx; Doctor (spcty))

nds thesetof all active doctorswith specialtyspcty. Simi-
larly,

count-specialtiegcountspctyi; x)
hasActivateqx; Doctor (spcty))

countsghenumberof differentspecialtiesn whichx is active
asadoctor

The restriction that the body predicateof an aggrea-
tion rule mustbe local (its location mustbe equalto E|qc)
is necessarypecauseggrgation requirescompleteknowl-
edgeof the predicate. Answersfrom remoteentitiesareal-
ways soundbut may be incompleteas they are subjectto
canReqCredestrictions.Therestrictionthatthebody predi-
catecanonly besatis edwith nitely mary differentparam-
etersandthatx is mentionedn it ensureshataggreationis

nite. Intermsof negation,this correspondgo semi-positive

policies,thusavoiding negation-relatedssuessuchasunde-
cidability andsemantiambiguity

Theseparation-of-dutieexamplein x5 shavshow aggre-
gationcanbeusedo expresauniversallyquanti ed negation.
Note thatthe kind of negation we canexpressvia aggrea-
tion canonly occurin the body of a rule and never in the
head. In particular we cannotexpressexplicit prohibitions
(asin e.g.HalpernandWeissmarslogic [25], Pondef18] or
in FAF [28]); rather we assumehateverythingis prohibited
unlessit is explicitly permitted(closedworld assumption).

3.1.Semanticsand Evaluation

Cassandrarovidesdirect supportfor accessontrol de-
cisions: the accesscontrol engine issuespolicy queries
and basesdecisionson the query answers,as speci ed
in x4. A typical query issuedby the accesscontrol en-
gine (queriesare never madedirectly by users)would be
hasActivatedqx; Doctor (spcty)) spcty 6 GP Thean-
swerof a queryis a C-constraintdescribingall (potentially
in nitely mary) variableinstantiationghatsatisfythe query
accordingto the policy. In this example,the answerwould
beaconstraintspecifyingall non-GPdoctorsandtheir asso-
ciatedspecialties.For a completelygroundquery (all vari-
ablesforcedto a uniquevalue),the answerconstraintwould
beeithertrue or false In generalaqueryhasthe sameform
asacredentiakule,i.e.E|oc@Eiss :po(€)  ¢. Theanswer
constrainto sucha querymaydependn policiesof several
differententities,astherulescanreferto remotepolicies.



A policy evaluationalgorithmtakesa queryasinputand
returnsthe answerconstraint.We requiresuchanalgorithm
toterminatefor all queriesandpolicies,to beef cient, andof
courseo besoundandcompletewith respecto thelanguage
semantics.

We de ne the languagesemanticdy animmediatecon-
sequenceperatofTc.p WhereCis the global constraintdo-
mainandP the (naturallydisjoint) unionof the policy rules
of all entities. Tc.p is anextensionof theimmediateconse-
guenceoperatotfor standardatalogwith whichthededuc-
tive closure the setof all deduciblegroundfacts,of a Data-
log programcanbe computed1]. In Cassandracredential
rulescorrespondo Datalogfacts,hencethe deductve clo-
surecontainsthe setof all deduciblecredentialsules. Tc.p
isthusafunctionbetweersets of credentiatules: Tc.p (1)
is the setof all credentialrulesthatcanbe deducedrom |
in onesinglestep. We omit the formal de nition [6] dueto
lack of spacebut pointoutthatTc.p assumesf Conly the
existenceof certainoperationssatis ability test, subsump-
tion (implication) testand an existentialquanti er elimina-
tion procedureandis otherwiseindependenof C.

The deductve closureor xed-point modelof P is the
uniqueleast x ed-pointof Tc.p (I ), which canbecomputed
in the usualiterative bottom-upfashionif it is nite. How-
ever, it is not obvious whetherthe x ed-pointmodelis -
nite. Indeed,it is easyto shav that mary simple looking
constraintdomains,such as one that supportsuntypedtu-
ple constructorspr onewith negative gap-orderconstraints
(x ¢ <y, wherecis apositive integer constant) enable
the constructiorof undecidableolicies.

Constaint compactnes§45] is a sufcient conditionon
constraintdomainsto guaranteea nite and hencecom-
putable x ed-pointmodelfor ary nite globalpolicy setP.
A constraintdomainC is saidto be constraintcompactif
ary in nite setof C-constraintsn which only nitely mary
variablesandconstant®ccurhasa nite subsetsubsuming
theentireset,thatis, for every constraint in thein nite set
thereis a constraintc®in the nite setsuchthatc impliesc®.

Unfortunately constraintcompactnesseverely restricts
the expressienessf the constrainfanguageandis alsoof-
tenhardto prove. We usestatic groundnessnalysis[4] to
restrictpoliciesin suchaway thatvariablesoccuringin spe-
ci ¢ constructwill alwayshave beengroundedsoaunique
valuecanbededucedor each)by thetime existentialquan-
ti er eliminationis performedon them,giventhe querypat-
ternsfrom x4, so theseconstructscan be ignored. In the
caseof G we requirethatvariablesoccuringin functionar
gumentsor in setexpressionaregroundat quanti er elimi-
nationtime. This reduce<} to a constraintdomainthatwe
have provedto be constrainttompact.

Staticgroundnessnalysisis alsousedto ensurethatthe
location pre x of body predicateshecomesgroundby the
time we evaluateit: otherwisethe evaluatorwould have to

querymary differententities(all, in the worst case)which
is clearlyunpractical.

In the context of constraintlogic databasesjueriesare
usually evaluatedagainst the complete x ed-pointmodel,
pre-computedteratively in abottom-upfashion.Thiswould
not be an acceptableevaluation stratgyy for Cassandra
rstly , theconstraintsnaycontain(side-efectfree)function
calls that dependon the ervironment,for examplefor get-
ting thecurrenttime, andthereforecannotbe pre-computed;
secondlythefactthatrule bodiescanreferto remotepred-
icateswould requirea distributed form of bottom-upeval-
uationwhich would be highly unpractical;and thirdly, the
modelwould have to be re-computedafter every activation
or deactvation of roles asrole activation and deactvation
modify policies.

Instead,Cassandrausesa modi ed versionof Tomans
top-davn CLP evaluationalgorithm([45] basedon SLG res-
olution, a memoizationstratgy [11]. The usualtop-davn
algorithmsbasedon SLD resolutionasusedin Prologsys-
temsare unsuitablebecausehey do not guarantegermi-
nationeven in caseswherethe x ed-pointmodelis nite.
The SLG algorithm,on the otherhand,preseresthe termi-
nation propertiesof the bottom-upevaluationmethod. We
have extendedthe algorithmin [45] to dealwith goalsrefer
ring to remoteentities[6]. Theevaluationalgorithmis sound
and completewith respecto the x ed-pointsemanticsand
is far more ef cient thanthe bottom-upmethod,especially
when queriesare fully instantiatedas is often the casein
Cassandra

4. AccessControl Semantics

Theonly way to querythe policy is throughtheinterface
of the accesscontrol engine. We de ne an operationalse-
manticsfor the four operationghatanentity E, canrequest
from an entity Es actingasa Cassandraervice: perform-
ing an action, activating a role, deactvating a role, andre-
guestinga credential. As thesefour operationsmay have
side-efectsonthepolicies,their semanticss mostnaturally
speci ed by alabelledtransitionsystemwith transitionsbe-
tweenglobalpolicy setsP. Thelabelsof thetransitionsys-
tem are parameterisetly the requesteie, , the serviceEs,
therequesteaperation,anda setof credential<C, belong-
ing to the requestethatare submittedto Es alongwith the
request.(In animplementationthesewould be signedcer
ti cates.) Thefactthatthesecredentialsiow belongto E is
expressedy renamingtheirlocationto E . We write

Submite, (C;) =

fEs:Eiss@ C]j EO:Eiss@j c2Cg

for therenamedsetof credentials.



Performing an action E, attemptsto perform the
(ground)actionA(€) onaserviceEs.

E, ;E s;doAction(A (€e)) ;C'r

P P

is a valid transition if Es@Es:permityE,;A(€)) is de-
duciblefrom P [ Submitg (C;). (Notethatdeductiormay
involve Thistransitionhasno effecton the state.

Role activation E, attemptsto activatethe (ground)role
R(€) onaserviceEs.

= E: ;Es;activate(R(t"E));C!r po
(whereP® = P ] fEs@Es:hasActivatedE,;R(€))q) is
a valid transition if the role has not already been acti-
vated and if Es@Es:canActivatdE, ; R(e)) is deducible
from P [ Submitg_(C;). As aresultof this transition,a
new hasActivatedcredentiakule is addedo E's policy.

Role deactivation  E, requestgo deactvatethe “victim”
E,'s role R(€e) on a serviceEs. This transitionrule also
implementsascadingleactvation.

E. ;E s;deactivate(E, ;R (&) ;C ..
e EvREC Victims ¢

P
is a valid transition if E, has actually activated R(€)
and if Eg@Es:canDeactivatéE, ; E,;R(€)) is deducible
from P [ Submite_(C;). The set Victimsg is the
set of all hasActivated credential rules in Eg's pol-
icy for which a correspondingisDeactivated credential
can be derived under the assumptionthat the predicate
Es@E:isDeactivatedE, ; R(€)) holds. As aresultof the
transition,all role activationsin Victims s areremovedfrom
Es's policy. Note that Victims g containsonly role acti-
vationswith location E5; Cassandraloesnot supportdis-
tributed cascadingevocationacrossthe network, asis pro-
posedin Oasis[26, 48]. Sucha mechanisnwould be very
hardto implementon awide scaleasit would requireareli-
ableeventinfrastructureandthe managemeraf amuchbig-
ger staterecordingwhich entitieshave to be noti ed about
which deactvationevents.

Requesting Credentials E; requests the credential
Es@Eiss :p(*) c from aserviceEs. If Eiss andEg are
identical, Es computesan exact answerof the requested
predicatep and sendsa freshly signed certi cate to E;.

Otherwise,E5 sendsall foreign certi cates matchingthe

requesto E, . (Notethatthe credentialghatE, recevesas
a resulthave constraintghatarein generalmorerestricted
thantherequestedonstraintc.) More formally:

Er;Es;reqCred Es @Eiss :p(*¥) ¢€);Cy

P ' P[ Creds

is avalid transitionprovidedthefollowing: let cy bethesat-
is able answerof thequery

Es@E:canReqCrefE,;Eiss :p(*¥) ©

aginstP [ Submitg (C). If Es = Eis, Creds only
containsthe credentialE, @Es:p(x) ¢ wherec? is the
satis able answerof the query Es @Es:p(x) Cp agpinst
P [ Submitg_(C,). OtherwiseEs 6 Eiss, in which case
Credsis thesetof all foreignp(x)-credentialelongingto
Es butissuedby Eiss whoseconstraintsare at leastasre-
strictive ascy. (The credentiallocationsmustof coursebe
renamedrom E¢ toE; .)

5. ExpressingPolicy Idioms

Cassandras powerful enoughto expresscommonRBAC
policy idiomssuchasrole hierarcly, separatiorof dutiesand
role delggation, so thereis no needto supportthemspecif-
ically with ad hoc languagesxtensions. This approachnot
only keepsthe languagede nition simpler and more uni-
form, it alsoenableghe policy designerto expressvariants
and combinationsof theseidioms that cannotbe expressed
in otherpolicy languagesNaturally theseadvantagesome
atacost:rulesmaylook morecomplicatedhanin languages
with built-in application-tailoredeatures.Herewe give en-
codingsof the threeabore mentionedidioms in their pure
forms. TheEHR casestudyexhibits variantsof role appoint-
ment,aswell asotheridiomssuchascardinalityconstraints,
role validity periodsanddistributedtrustnegotiation.

Role Hierarchy A projectleaderis moreseniorthanboth
a productionengineeranda quality engineer Both produc-
tion engineerand quality engineerare more seniorthanthe
engineerrole. This exampleis taken from [43]. The hier-
archy graphcanbe directly representethy canActivatede-
pendenciesWe extendthe exampleby usingrolesthathave
a‘“department’parameter:

canActivate(x; Prod-eng(dep))
canActivate(x; Proj-leader (dep))

canActivate(x; Qual-eng(dep))
canActivate(x; Proj-leader (dep))

canActivate(x; Engdep))
canActivate(x; Prod-eng(dep))

canActivate(x; Engdep))
canActivate(x; Qual-eng(dep))

Separationof Duties  To encodeseparation-of-dutieson-
straintsit is necessaryo be able to expressnegated con-
ditions suchas “x hasnot activatedrole R(y)”, wherex
andy will have beeninstantiatecby the time the condition
is processed.We will write this conditionin the body as



. hasActivatedx; R(y)) as shorthandfor the userde ned
aggregationconditionexistsActivatior (0; x; y), de ned by
arule

existsActivations (counttx% ; x; y)
hasActivatedx® R(y)); x°= x

Clearly, existsActivatior (0;x; y) holdsif andonly if x
hasnot activatedR(y). As anexamplefor dynamicn-wise
parametecentricseparatiorof duties,supposehatnobody
canwork ontwo projectsatthesamdimeif they bothbelong
to a setof n pairwise mutually con icting projects. With
a function Conflict () that returnsthis set of con icting
projects this canbeencodedas

canActivate(x; Projmengp))
: hasActivatedx; Projmen{p?);
fp;p’g  Conflict ()

Delegationand Appointment  Delegation canbe viewed
as a specialcaseof the more generalappointmenimecha-
nismwherethe appointeris requiredto be a memberof the
appointedrole [48]. Appointmentcaneasilybe encodedn
Cassandra It is alsopossibleto encodedifferentversions
of delegation, suchastransitive delegation wherethe dele-
gateeis ableto further delegate the role or nitely transi-
tive delegation wherethe delegation chainis of a x ed -
nite length (cf. [49]). Herewe only shav the encodingof
a simple version of appointment. A managerM can ap-
point A as an emplo/ee by activating an “appointerrole”
AppointEmployee(A). ThisthenenablesA to activatethe
“employeeappointecby M " role EmployedM ).
canActivate(mgr; AppointEmployee(emp))
hasActivated mgr; Managef))
canActivate(emp; Employedappointer))
hasActivated appointer ; AppointEmployee(emp))

Furthermore,A's employee role is revoked automatically
whenAppointEmployee(A) is deactvated:

isDeactivated emp; Employedappointer))
isDeactivatedappointer ; AppointEmployee(emp))

We also have to specifywho is allowed to revoke the ap-
pointmentrole. With grant-dependentevocation,only the
appointetherselfcanrevoke it:

canDeactivatd x; appointer ; AppointEmployee(emp))
X = appointer

Grant-independentvocation,on the otherhand,allows ev-
ery manageto revoke employeeroles:

canDeactivatd x; appointer ; AppointEmployee(emp))
hasActivated x; Manage())

In somecasesall rolesappointedby M shouldbe revoked
wheneerM is revokedfrom herrole herself,in this casethe
managerole. We canencodea cascadinghainof revoca-
tionsasfollows:
isDeactivatedmgr; AppointEmployee(emp))
isDeactivated supermgr; AppointManager(mgr))

6. Expressingthe Casestudy in Cassandra

We have drafteda completeCassandrgolicy for a na-
tional EHR systempasednainly onthe OutputBasedCRS
Speci cation[38] (a 570-pagedocumentgivento potential
suppliersduring the currentprocuremeniprocess) reports
from NHS pilot projectsof the Electronic RecordsDevel-
opmentand ImplementatiorProgrammgERDIP) [37, 23],
andvariousDepartmenbf Healthdocumentg20, 21]. The
policy comprises310 rules, 58 roles and 10 actions. Of
the 310 rules,thereare 84 canActivateand canDeactivate
ruleseach52isDeactivated28 permitsand24 canReqCred
rules. The remaining38 are userde ned aggreate rules.
The casestudy suggestghat commonpolicy idioms such
asappointmentardly occurin their pureformsin practice;
rather it is necessaryo beableto expressdifferentvariants
of them.Interestingly oneof themostcommonlymentioned
policy idiomsin theliterature,separatiorof duties,wasnot
encounteredh this casestudy Therulescanberoughlydi-
videdinto thefollowing cateyories:
Permissionsassignment: mary of the permits rules are
straightforvard parameterisedole-actionassignmentse.g.
“patientscanannotatetheir own recorditems”. Othersre-
guiremorethanonerole-relatedprerequisitecondition, e.g.
“clinicians canforce-readrecorditems concealedby a pa-
tientif they have activatedtheir clinician role andif they are
memberof a workgroup (clinical teamor ward) currently
treatingthe patient”. The last conditionis also an exam-
ple of anauxiliary or derived role: the Group-treating-
clinician  role neednot be actvatedwhenusingtherule;
it is sufcient thatit can be activated. The permits rules
concerningreadingrecord items are typically also condi-
tioned on consentand (absenceof) accessdenial role ac-
tivations (activatedby otherentities); suchrules cannotbe
easilyexpressedn languagesn which the subjectparame-
tersof the headandthe body arethe same,e.g.RT [33] or
Oasig[26, 49].

Consent: accesgo healthrecordsis primarily basedon ex-
plicit patientconsent. Consentmay be requiredfor initial
treatmentfor referralsandfor disclosureof third-partyin-
formation. We implementconsentesaform of appointment:
by activatinga consentole, a patient“appoints”a clinician
to be e.g. a Treating-clinician with a legitimate rela-
tionship. To preventfrivoloususersfrom unsolicitedlyacti-
vatingmyriadsof consentoles,theusemrmust rst have been



requestedo activatethatrole. Theseconsentrequestsare
agnin implementedas a form of appointmentput now the
otherway round: by activating a consentrequestrole, the
clinician enableghe patientto activatea consentole. Con-
sentis thusimplementechsa two-stageappointmentmech-
anism.

Registration is an administratve task that takes on mary

formsin our casestudy: e.g.MPIl-administratorentemenly

born patientsinto the MPI, receptionistsregister new pa-
tients,humarresourcenanageremploy cliniciansandother
staf, headnursesassignnursego wards,andheadof clin-

ical teamsassigncliniciansto their respectie teams. It is

easyto seethatregistrationcanagain beimplementedising
variantsof the appointmenencodinggivenin x5. Variants
includecombinationswith cardinalityrestrictions(“patients
canregisterat mostthreedistinctagentsactingon their be-
half”) anduniquenessonstraintg“a patientcanonly bereg-

isteredif no one hasalreadyactivatedthe registrationrole

for that patient”). The two mentionedvariantsmalke useof

Cassandra aggreationoperators.

Referral is implementedasa form of delegation. Our case
studyexhibitstwo kindsof patientreferral. Onthe EHR ser

vice, no patientconsents required,andreferralchainsare
of unboundedength. On the level of the local healthor-

ganisation,we decidedto implementa stricter alternatve:

alocal treatingclinician canreferthe patientto an external
clinician (whowill thenhave restrictedrightsto readthelo-

cal EPRrecorditems)only with explicit patientconsentand
delggationchaincanonly be of lengthone.

Accessdenial: this is a policy idiom motivatedby the re-
guirementthat patientsmay concealtheir data. By actiat-
ing anaccesslenialrole, patientscan ne-tune therightsto
accesgheir records. The correspondingermits rulesneed
to checkthatno suchaccessienialrole hasbeenactivated;
this requiresuniversallyquanti ed negation, expressedvith
the helpof aggr@ationoperators.

Deactivation: canDeactivaterulesspecifywho candeacti-
vatewhich roles. Although theserulesare ratherstraight-
forward, it is importantthat deactvation can be speci ed
exibly. For example, revocation of patientagentregis-
trationsis asymmetricin the sensethat patientscan only
revoke the agentsthey have appointedthemseles (grant-
dependentevocation),whereagCaldicottGuardiancanre-
voke notonly theagentghey have appointedor apatientbut
alsothoseappointedy the patienthimself(variantof grant-
independentevocation). Cascadingleactvation, speci ed
by isDeactivatedrules, is usedto automaticallydeactvate
arole if someotherrole is deactvated. For example,the
revocationof a patients registrationin the hospitaltriggers
the deactvation of all rolesthat have somethingto do with
that patient,including agentregistrations,inpatientepisode
registrationsjegitimaterelationshipswith clinicians,access
denialroles,andconsentoles.

Credentialmanagement:credential-basetlustnegotiation
andcredentiaprotectionaregovernedby theinteractionbe-
tweencanReqCredulesandruleswith remotebody predi-
cates.Thescenaridn x2.1 givesanexampleof multi-phase
automatidrustnegotiation. canReqCredulesarealsoused
for regulatingdirectcredentiatrequest$rom entities.For ex-

ample,agentcredentialcanberequestedby certi ed health
organisationsandalso by the agenthimself. The location
parameterof Cassandrgredicatedacilitatesvery e xible

forms of automaticcredentialretrieval: unlike most other
systemsgcredentiallocationsare not restrictedto the issuer
or the credentialsubject. For example,a credentialof the

form

RAhasActivatedRA-adm
NHS-health-org-cred (Org; Start ; End)

may be foundatthelocationOrg which s neithertheissuer
(RA northesubject(RA-adm

Theuserof thesystem- patientsgliniciansandadminis-
trative staf —aremodelledasentitieswhosepoliciesconsist
only of the credentialghey acquireover time. We assume
the existenceof aninfrastructurefor theidenti cation of in-
dividuals. The NHS numberidenti es patientsuniquely but
we do not specifythe exact authenticatiormechanisne.g.
a passwverd, a namecerti cate, or a smartcard-storefley).
Furtherwe assumehatnetwork communicatioris secured.

In thefollowing we outline the policy for the EHR archi-
tectureproposedn x2 andillustratedin the scenario(x2.1)
and give examplesof policy rulesthat illustrate particular
featuresof Cassandrar expressa variantof aninteresting
policy idiom.

Master Patient Index Recallthatthe MPI is a centralna-
tional servicethat,for eachpatient,storeshelocationof his
EHR. This MPI patient/EHR-servicbindingcanbequeried
by patients healthprofessionalandorganisationsandthen
usedto retrieve the EHR itemsfrom the EHR service. This
approachkeepsthe size of the centralservicemanageable
andcancopewith high accessatessinceour MPI policy is
very simpleandtheamountof transferredlatasmall.

Therewill be an estimatednumberof 300 million GP
appointments70 million inpatientepisodesandout-patient
hospital attendancesand about 30 million other health
episodesand encounterger year [38]. For eachof these
events,the MPI will typically be consultednot more than
two or threetimes, hencethe expectednumberof accesses
will be aroundone billion peryear The servicetherefore
needgo be ableto handleat mosta few thousandaccesses
persecondf we take peaktimesinto account.The MPI pol-
icy de nesonly four rolesand17 rules.

A new patient/EHR-servicebinding can be entered
by an MPI administrator by activating the Register-
patient (pat, ehr-srv) role, if no binding for that patient



exists yet. This neggative conditionholdsif the aggreation
parameteof the userde ned aggreation predicatecount-
patient-regds 0. Patientregistrationcanbe seerasavariant
of appointmenin whichthereappointeegpatientsanonly
be appointedregistered)once.

canActivate(adm; Register-patient
hasActivated adm; MPI-admin()) ;
count-patient-regg0; pat)

count-patient-regg counthxi ; pat)
hasActivated x; Register-patient

(pat; ehr-srv))

(pat; ehr-srv))

The MPI policy also contains rules for removing
patient/EHR-servicebindings and various rules for re-
guestingcredentialscontainingthe binding. One examples
for credentialrequestis given below. The rule authorises
health organisationsto requesta credentialassertingthe
binding if they in turn can (andare willing to) provide an
RA-appraved NHS health organisation credential. This
is an example for encodinga particular distributed trust
negotiation stratgyy in Cassandra Cassandra evaluation
algorithm ensuresthat trust negotiation strategjies always
terminate gvenin the presencef mutuallyrecursve rules.

canReqCredorg; MPthasActivated x;
Register-patient  (pat; ehr-srv)))
org@r a:hasActivatedx;
NHS-health-org-cred (org;start; end));
ra 2 NHS-registration-authorities 0;
Current-time () 2 [start; end]

EHR sewices TheEHR recordsarephysically storedon
EHR servicesthat could be deployed below the Strateic
Health Authority (SHA) level. Thereare28 SHAsin Eng-
land, eachcovering oneto two million living patients. So
if therearefour EHR servicegper SHA, eachwill keepthe
completehealthrecordof upto amillion patientqincluding
deceasedr movedabroad).TheEHR servicepolicy de nes
18roles, veactionsand98rules.

Eachpatientis associatedvith exactly onehealthrecord
consistingof a setof items,indexed by someitem ID. Only
health professionalsan createnew items but patientscan
annotateexisting items. The systemfunction Get-EHR-
item-author (pat, id) returnsthe authorof therecorditem
id of patientpat. Similarfunctionsexistfor gettingthehealth
organisationof the author a setof subjectsthe item relates
to, thetime theitem wascreatedandthe setof third parties
whoseconsentmustbe soughtbeforethe patientmay view
theitem.

A clinician can generallyonly read (Read-EHR-item)
a patients recorditem if eithersheis the item's authoror
sheis currentlytreatingthe patient. The rule for the latter
casealso speci es that she must be treatingthe patientin
a specialtythat allows her to readthe subjectsof the item.
Furthermoresheis deniedaccessf thepatienthasactivated

a matching Access-denied-by-patient role. The
parameter®f this role specifywhich itemsare affected, to
whomaccesshouldbedenied,anda validity daterangefor
the accessestriction. Recallthe scenariodfrom x2.1, where
Bob concealsll recorditemsconcerninganalcohol-related
liver problem from everybody except clinicians treating
him as GRP This can be accomplishedby activating the
role  Access-denied-by-patient  (what; whom;0;1 )
wherewhat = (Boly ; ; ;fLiver ;Drugsg;0;1 ) and
whom = ( ; ; fGR)). The rather complex user
de ned aggregation rule for count-access-deniedykpat
is usedin the permits rule to ensurenobodyhasactivated
a matchingaccesdlenialrole. This conditionholdsif the
aggreationparameteis 0.

permits(cli; Read-EHR-iten(pat; id))
hasActivatedcli; Clinician (org; spcty));
canActivate(cli; Treating-clinician (pat; org; spcty));
count-access-deniedyspat(0; (pat; id); (org; cli; spcty));
Get-EHR-item-subjects (pat; id)
Permitted-subjects  (spcty)

count-access-deniedyspat(counthxi; (pat; id);
(org; reader; spcty))
hasActivated x; Access-denied-by-patient  (
what; whom; star t; end));
what = (pat; ids; orgs; author s; subjects;
from-time to-time~"
whom = (orgsl; readersl; spctys1)®
Get-EHR-item-org (pat; id) 2 orgs®
Get-EHR-item-author (pat;id) 2 author s®
Get-EHR-item-subjects (pat;id) \ subjects 6 ;»
Get-EHR-item-time (pat;id) 2 [from-timeto-timg”
(id 2 ids) ~ (org 2 orgsl) ™ (reader 2 readers1)®
(spcty 2 spctysl) ~ (Current-time () 2 [start; end])

TheClinician rolecanbeactivatedby submittingacur-
rently valid clinician approal credentialissuedby a reg-
istration authority to the EHR service. Clinicians have a
legitimate relationshipwith a patientif they can activate
the Treating-clinician role (anexampleof anauxiliary
role that neednot be activated,hencethe canActivatecon-
dition insteadof hasActivatedin the permits rule above).
This is permittedif the patient or his agenthave previ-
ouslygivenconsento this treatmen{activateda Consent-
to-treatment  role), in the case of emegeny (actve
Emergency-clinician  for the patient),or if the clinician
hasbeenreferredby anothenreatingclinician (who hasac-
tivatedReferrer for her). Finally, if thehealthorganisation
of the clinician supportsCassandraandis NHS-appreed,
shecansimply submita credentiathatprovessheis amem-
ber of a workgroupinvolvedin the treatmentf the patient.
This allows local hospitalsto manageworkgroupmember
shipsthemseles. Therule for this caseis shavn belov and
is an example of distributed delegation of authority Note



how therule speci esthattheclinician's Group-treating-
clinician  rolecredentiahasto besubmitteddirectlyto the
EHR servicewhereagheNHS-health-org-cred rolecre-
dentialis retrieved automatically so we have two different
automaticcredentiaretrieval stratgieswithin onerule.
canActivate(cli; Treating-clinician (pat; org; spcty))
org:canActivate(cli;
Group-treating-clinician
org@r a:hasActivated x;
NHS-health-org-cred (org; start; end));
ra 2 NHS-registration-authorities 0;
Current-time () 2 [start; end]

(pat; group; spcty));

Patients(andsimilarly, their agentsanreadtheirrecord
itemsif they are not concealedvy a clinician (nobodyhas
activatedamatchingAccess-denied-by-clinician role)
or by the patienthimself, e.g.if a patientdoesnot wantto
seeary itemsconcerning‘Cancer”. Furthermoreall third
partiesaffected by the item must have given their explicit
consento disclosure Thesetof all suchthird partieswhose
consenhasbeenregistereds found usingthe groupaggre-
gationoperator(the actualpermitsrule for patientaccesss
notshawvn here):

third-party-consentgrouphpartyi; pat; id)

hasActivated x; Third-party-consent (party; pat; id))

Patientagentsare registeredon the patients EHR service,
either by the patientor by his GP A registeredagentcan
act on behalf of the patienton the EHR servicebut can
also requestan agentcredentialto be usedat e.g. a local
Cassandrasupportinghospital. Our revocation policy for
agentss acombinationof grant-depender{patientscande-
activatetheir own agentregistrationsyandgrant-independent
revocation(the GP canalsodeactvateher patients'registra-
tions, e.g.if a patientis deemedncompetent). The agent
registrationrule for patientsis a anothervariantof appoint-
mentwith a restrictionon the numberof appointmentspa-
tients may appointat mostthreedifferentagents.(The ag-
gregation rule for agent-regén, pat) countsthe numberof
agentregistrationsandis notshavn here.)

canActivate(pat; Register-agent (agent; pat))
hasActivated pat; Patient ());
agent-reggn; pat);
n<3

Other patient-centredssuessuch as consentto treatment
are also managedat the EHR servicelevel. The policy

is designedin such a way that usersare forced to acti-

vate at leastone of the main roles, EHR-service-admin ,

Clinician , Emergency-clinician , Patient , Agent or

Third-party , beforethey canperformary actionor acti-

vatearegistration,consenbr accesson gurationrole.

Local Health Organisations/EPRselvices It is expected
thatlocal healthorganisationsill graduallymigrateto elec-
tronic systemsthat conformto national standardsand are
compatiblewith the nation-wideservicesThis processnay
take a long time, so noneof the nationalservicesputsary
policy relatedrequirement®n local systemgunningin the
healthorganisations.This is alsothe reasonwhy the EHR
cannotbe deployed at this level. However, our EHR service
policy is designedn sucha way thatif a healthorganisa-
tion can producecredentialsand hasa compatiblepolicy-
enforcemensystem,working with the EHR servicecanbe
moreefcient. Healthorganisationscanbe assmallassin-
gle GP practicesbut could also be entire NHS acutetrusts
with up to half a million registeredpatients. The policy of
our model hospitalde nes 31 roles, ve actionsand 168
rules. It is mainly concernedvith staf andpatientregistra-
tion (a Receptionist canregisternew patientsby activat-
ing Register-patient  (pat)) andthetrustmanagemenf
local electronicpatientrecords(EPR).Therulesfor access-
ing thelocal EPRaresimilarto thosefor thesharedEHR on
the EHR services sowe do not give ary explicit examples
of policy ruleshere.

One differenceis that our model hospitalis workgroup
basedwith two kinds of workgroupsteamsandwards. Pa-
tientsaretreatedin clinical teamsusuallyheadedy a con-
sultant,andduringinpatientepisodepatientsalsobelongto
award, usuallyheadedy a headnurse.As such,thelegiti-
materelationshipbetweerpatientandclinician is not based
onexplicit consento treatmentsin thecaseof theEHR ser
vicesbut only requiresareceptionisbr theheadof thework-
groupto registerthe patientwith a workgroupby actiating
Register-team-episode or Register-ward-episode
Any clinician belongingto theworkgroupautomaticallybe-
comesatreatingclinician. Clinicianscanalsorequestvork-
group credentialsfor supportingrequeststo accessa pa-
tient's EHR item onanEHR service.

Registration Authorities  RAs could be locatedon the
NHS clusterlevel, of which thereare ve in England. A
typical clustercomprisesip to 2000PrimaryCarePractices
and 100 Acute Hospital Trusts and other health organisa-
tions. An RA shouldbe ableto copewith up to 200,000
registerechealthprofessional$38]. Thepolicy of ourmodel
RA (“RA-East”) de nes verolesand27rules.

For example, the personcli is registeredas a clini-
cian with specialtyspctyworking for the health organisa-
tion org if somebodyactivatesthe appointmentrole NHS-
clinician-cred  (org, cli, spcty start,end). RA credentials
arerequiredto betime-limited, soall RA roleshave a start
andanenddateamongtheir parametersTherole canbeac-
tivatedby local administratorsandonly if org is registered
asacurrenthealthorganisatioronthis RA. Furthermorethe
validity periodmustbe coveredby thevalidity periodof the



organisations registration:

canActivate(adm;
NHS-clinician-cred  (org; cli; spcty; star t; end))
hasActivated adm; RA-admir()) ;
hasActivated x; NHS-health-org-cred (org; start% end?):
[start; end] [start®end]

The registration can be revoked by deactvating the role.
This is anexampleof a variantof time-limited appointment
with grant-independentevocation, as deactvation can be
doneby ary active administrator(nhote that x occursonly
in the headof therule):
canDeactivatdadm; x;
NHS-clinician-cred  (org; cli; spcty; star t; end))
hasActivated adm; RA-admir())
The registrationis cancelledautomaticallyif the healthor-
ganisationlosesits registrationfor the relevantperiod. This
isDeactivatedrule implementsa rathercomplex variant of
cascadingleactvation (thatcannotbe expressedn e.g.Oa-
sis): thecancellatiorshouldonly proceedf thereis no other
registrationfor the health organisationthat is valid during
the relevant period. This negative conditionis ensuredby
the userde ned aggreation predicateother-NHS-health-
org-regswhose rst parameteis 0 if andonly if the con-
dition holds.

isDeactivatedadm;
NHS-clinician-cred
isDeactivatedx;
NHS-health-org-cred (org; star t% end%);
other-NHS-health-ag-regq0; x; org; star t% end®);
[start; end] [start®end9
other-NHS-health-ag-regg counthyi; x; org; star t; end)
hasActivatedy;
NHS-health-org-cred (org; star t% end%);
[start; end] [start®endi”
(x6y_start 6 start’ end 6 end?)

(org; cli; spcty; star t; end))

A registeredclinician canrequest credentialassertinghat
someondiasactivatedthecorrespondingegistrationrole for

her during a given period. Similarly, EHR services,other
RAs aswell asthe healthorganisationemplaying the clini-

cian canalsorequesthe credential. The rule for the latter
cases shovn below.

canReqCredorg; r a:hasActivated x;
NHS-clinician-cred  (org; cli; spcty; star t; end))
hasActivatedy; NHS-health-org-cred (org; star t% end®);
Current-time() 2 [start% end

As we cansee,in this variantof appointmentthe appointee
(the clinician) never actually activatesthe appointedrole
NHS-health-org-cred The appointer(the RA-admin)
only enablesher to requesta credentialcertifying the ap-
pointment.Similar rulesexist for CaldicottGuardiangNHS-
Caldicott-guardian-cred ) and healthorganisationau-
thentication(NHS-health-org-cred ) credentialsThe RA

policy furthercontainsrulesfor the appointmenbf new ad-
ministrators.

7. Discussion

Implementation and performance A prototype of
Cassandrahas beenimplementedin OCaml. The access
control engine forms the core of the implementation. It
provides a simple user interface for readingin policies
and handlinguserrequestsoncerningactions,credentials,
and role activation and deactvation. On a request,the
accessontrol engineusesthe policy evaluationengine,an
implementatiorof the top-davn evaluationalgorithmfrom
x3, to decidewhetherto grantor to dery access.If access
is granted,the state (the global set of policies) might be
changedasspeci edin x4. Theglobally chosenconstraint
domaincan be pluggedinto the accesscontrol and policy
evaluation enginesas an independenmodule. Constraint
domain modulesmust only provide implementationsfor
standardfunctions such as conjunction, satis ability and
implication checking,andexistentialquanti er elimination.
We have implementedhe constraintdomain G, including
a type inferencemechanisnthat allows us to omit explicit
variabletyping.

At the time of writing, role deactvation and credential
requestsand the static groundnessnalyserare still in the
proces®f beingimplementedFurthermorethecurrentpro-
totypeonly simulateghedistributedsystemandissuedcre-
dentialsareimplementedvithout encryptionandpublic key
signatures.

The prototypewastestedwith the EHR policiesfrom x6
by going throughvariousscenarios.The initial testresults
werepromising: eventhe mostcomple requestsverehan-
dled within fractionsof a second. We believe it would be
feasibleto useCassandr#o enforceour EHR policy onana-
tionwide system despiteits relative compleity. Of course,
authoritatve resultscanonly be producedafter completion
of alessnaive implementatiorandundermorerealisticset-
tings; we have for example so far only testedthe system
with up to 10,000patients. Even thoughDatalog. queries
in G may theoreticallybe intractable,the testresultswith
the EHR policy suggesthat the worst-casedoesnot occur
in practice: the policy seemscomplex but a closeranaly-
sisrevealsthatrecursionis very shallov andthatnearlyall
variablesbecomegroundat an early stage.This meanghat
neitherthe evaluationenginenor the constraintsolving pro-
ceduresieedto work very hard. Thecurrentimplementation
is ratherinef cient in thatcredentiakulesfor role activations
arestoredin alinearlist. If a hashtablds usedinsteadthe
costof almostall requestavould be nearlyindependentf
the numberof patientsin the system;for the rest,the cost
would beat mostlinearin the numberof patients.



Related work A large amountof work has beendone
on policy speci cationin a non-trust-managemembntext
(e.g.Ponder[18], GTRBAC [30], FAF [28], RCL2000[2],
RDM2000[49], justto namea few): theselanguagesio not
supportcredential-base@uthorisation,credentialretrieval
anddistributedtrustnegotiation,or they do notfocusondis-
tributedresourcesharingat all.

Thenotion of credential-basettustmanagementwasin-
troducedby Blaze et al. with PolicyMaker [10, 9] andits
successorKeyNote [8, 7]. PolicyMaker's credentialsand
policies are fully programmabldn that the choice of the
policy speci cationlanguageis left opento the user This
makesit very e xible but makes policy compliancecheck-
ing undecidablen general.ln KeyNote, policiesarewritten
in aspeci ¢ assertiodanguagecontainingsimplestringand
arithmeticconstraintson ervironmentvariables. Both Pol-
icyMaker and KeyNote do not handlecredentialretrieval.
Unlike Cassandrathesesystemsdo not actasa protectve
layer aroundthe resourcesthey arejust called by the ap-
plicationto checkpolicy compliance.The applicationis re-
sponsiblefor interpretingthe answerand the actualpolicy
enforcementOneof the distinctive aspectof Cassandras
that not only the policy languagebut also the accesscon-
trol semanticgs formally speci ed, with exact de nitions
for the conditionsand consequencesf role activation and
deactvation, actionandcredentialrequestsThe policy lan-
guagetogetherwith the accessontrol semanticprovide a
rigorousframewvork unifying dynamicRBAC, role revoca-
tion, distributedtrustmanagemerdndtrustnegotiation. Ex-
isting distributedtrustmanagemergystemshave anarraver
scopeandspecifyat mostthe policy speci cationlanguage,
nottheaccesgontrolsemantics.

TheCassandraolicy speci cationlanguagevasinspired
by Oasis[48, 26], arole-basedrustmanagemensystemin
which Datalog-like rulesspecifywhich credentialsare pre-
requisitefor role activationanddeactvation. Oasisdoesnot
retrieve credentialautomaticallyanddoesnotguaranteeer-
mination of queries. One of the main contrikbutions of the
work on Oasiswas the developmentof the conceptof ap-
pointmentas a generalisatiorof delegation. Previous sys-
temshave concentratedn delegation (e.g. RDM2000[49],
a rule-basedanguagewith built-in role delegation), which,
asourcasestudysuggestds farlessusefulin practice.Stan-
dardappointmentanbe expressedn Oasiswith its built-in
appointmenmechanismHowever, asthe subjectof therole
activation prerequisitesnustbe equalto the subjectof the
conclusionof therule, it is notimpossibleto encodethe dif-
ferentvariantsof appointmentve encountered.

RDM2000canexpressrole revocationpoliciesincluding
revocationauthorisatiorand cascadingevocationin much
the sameway as Cassandra Oasisis the only other trust
managemensystemwe are aware of that supportsrule-
basedcascadingrole revocation. However, its revocation

mechanisnis not expressie enoughfor someof therevoca-
tion policiesin our casestudy In particular Oasiss revoca-
tion triggersarerestrictedto thoserole activationsthatwere
actuallyusedto activatetherole; furthermore revocationis

triggeredwheneer a role membershipcondition ceasego

hold, evenif othercurrentconditionsmightallow theactiva-

tion to stayalive. Cassandra isDeactivatedmechanismnis

expressve enoughto capturesuchpolicies. In Oasis,revo-

cationscanbe automaticallypropa@tedacrosshe network

via aneventinfrastructure.In contrastCassandra revoca-
tionsareexplicitly restrictedo localrole activations.We be-

lieve thatdistributedrevocationis too dif cult to implement
reliably andsecurelyon a wide scale;for example,services
would needto keepstateaboutwhich otherservicedo notify

aboutrevocationsandwould needto applyat otherservices
for theright to receve particularrevocations.

TheRT family of role-basedrustmanagementnguages
[33] bearssomesimilaritiesto our system RT canbeseeras
an extension/combinationf SPKI/SDSI2.0[12] andDele-
gation Logic [31]. In RT, the Datalog-basedules, or cre-
dentials,asthey are called, specify only the role member
ship relation: either directly, by role hierarcly, by (direct
or attribute-basedylelegation of authority or ary combina-
tion of these.As in Oasis,the subjectsof the rule headand
the body conditionsareimplicitly the same which is suf-
cientto expressdelggation but not corvenientfor appoint-
mentpolicies. In RT's youngesbffspring, RTE [32], rules
are translatednto Datalog.. Constraintsare usedonly to
de ne arangeon eachrole parametergonstraintdetween
two parametersare not permittedin orderto keeppolicies
morecomprehensiblandto guarantedractability We nd
that a more liberal use of constraintsis useful and neces-
sary asour EHR policy shavs, andcanstill be ef cient in
practice. RT rolesarepre xed with the issuingentity, just
like Cassandra predicatesre,but do not specifytheloca-
tion wherea matchingcredentialmay be found. RT solves
this by staticallyspecifyingfor eachrole namewhethercre-
dentialsde ning suchrolesarestoredwith theissueror the
subject.Our EHR policy hasrulesin which predicatedave
locationsdifferentfrom bothissuerandthe subjectentity.

SD3is anotherDatalog-basedrust managemensystem
[29]. It is similar to Cassandran that SD3 predicatescan
alsohave anissuerandalocation,whichin the caseof SD3
is an IP address. SD3 is a very generalsystemthat does
notspecifyary accesgontrolmeaningdor its predicatesand
can be viewed as Cassandravithout constraintsyolesand
accesgontrol semanticsput with automaticcredentialre-
trieval andtrustnegotiation. SD3 passeshe prooftreefrom
its highly optimisedpolicy evaluationenginethrougha sim-
ple andsmall proof checler to reducethe sizeof its trusted
computingbase. This would be a techniquethat could also
beappliedto Cassandra

The problemof trust negotiation hasbeenaddressedn



[46] wherevariousdifferentstratgiesarediscussed.Their
CredentialAccessPolicy (CAP) correspond$o Cassandra
canReqCredules. Cassandra uniform treatmentof rules
during evaluationgivesus trust negotiation“for free”, with
a stratgy similar to the “ParsimoniousStrateyy” in [46]. It
hasbeenpointedout thatthis stratgyy mayleakinformation
aboutthe policy without actuallydisclosingary credentials.
[47] preventsthis problemby addinganothemolicy protec-
tion layer.

Conclusionand Futurework We have developedarole-
basedpolicy speci cation systemfor accesscontrol in a
distributed system,Cassandrain which the expressieness
can be tunedaccordingto need. In combinationwith the
constraintdomainG, Cassandra expressvenessurpasses
that of existing systemawhile preservinga strongtermina-
tion property The languageis truly policy-neutralin that
it canexpresssubtlevariantsof well-known policy idioms.
It can expresstrust-managementelated policies such as
credential-baseduthorisation,automatictrust negotiation
and automaticcredentialretrieval strateyies. Our work on
apolicy for anationalEHR systempneof themostsubstan-
tial trustmanagementasestudieswe areawareof, demon-
stratesthat Cassandrds expressve enoughfor large-scale
real-world applicationswith highly complec policy require-
ments.

To gathermorereliabletestresultswewill rst complete
the implementationof role deactvation and credentialre-
guestsandastaticgroundnesanalyserin afurtherstep we
planto build a prototypethatis truly distributed, usesdigi-
tal certi catesfor sendingcredentialsover the network and
usesa relationaldatabaseo accelerateghe look-up of role
activations. Suchan implementatiorwill enableusto test
theEHR policy in amorerealisticsetting,with atleastafew
million policy entries.Wewill alsoproduceveb-basedEHR
userinterfacesto illustratehow applicationscanbe build on
Cassandra

Cassandrawas designedto satisfy complex policy re-
guirementsand at the sametime be simple enoughthat its
languageandaccesgontrolsemanticganbeformally spec-
i ed. We planto usethis formal framevork to prove high-
level meta-propertieg@bout speci ¢ policies or policy id-
ioms. Along the samelines, we wish to formalisea low-
level modelof Cassandrahat speci esthe underlyingnet-
work protocols,the public key infrastructureandthe design
of certi cates.
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